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EXECUTIVE SUMMARY
As power systems world-wide have become more complex (renewable energy integration, energy efficiency,
electrical vehicles, storage, etc.) and are being operated closer to their operating limits, the application of Wide
Area Monitoring, Protection, and Control (WAMPAC) systems has become necessary to better manage the grid,
increase the efficacy of system utilization, ensure security of supply, and prevent blackouts (Phadke A. G.,
Synchronized Phasor Measurement in Power Systems, April 1993) (Madani & Novosel, Getting a Grip on the Grid,
2005). The trend toward increasing adoption of WAMPAC is clearly seen through the deployment of advanced
WAMPAC applications in response to the recent world-wide increase in disturbances and grid congestion (Novosel,
Madani, Bhargava, Vu, & Cole, 2008) (Phadke & al, September-October 2008). In addition to the worldwide
proliferation of System Integrity Protection Schemes (SIPS), technologies such as synchronized measurements
have advanced sufficiently to support commercial WAMPAC deployment. These technological advances and the
changes in the nature of power grids means that the implementation of various WAMPAC applications is both
possible and justified, and as such represents a prudent investment.
Time synchronization is an integral aspect of WAMPAC; however, it is not a new concept or a new application in
power systems. As power system and telecommunication technologies have advanced, the time-frame over which
synchronized information is measured and communicated has been steadily reduced from seconds to milliseconds,
and now microseconds. At present, Phasor Measurement Units (PMUs) are the most comprehensive timesynchronized measurement technology available to power engineers and system operators for WAMPAC
applications. This technology has been made possible by advancements in computer and microprocessor
technologies, and the availability of GPS signals. We are approaching an era where all metering devices will be
time-synchronized and capable of providing accurate, high precision time tags as part of any measurement. To
realise the potential benefits of this new era, the advancements in time synchronization must be matched by
advancements in other areas. For example, communication channels should become faster and more reliable in
streaming PMU data from remote sites to a central facility.
The value of synchronized measurement technology, which includes a) PMUs, b) communication infrastructure and
c) phasor data concentrators (also called just “data concentrators”), is presently being realized to its full extent
through the deployment of large scale projects around the world. However, its deployment is predominantly limited
to some monitoring-type applications (Wide Area Monitoring – WAMS). The opportunity to invest in the
implementation of synchronized measurement technology for power system control and protection (Wide Area
Control – WAC; Wide Area Protection - WAP) is timely as it can be coordinated with the other investments in grid
infrastructure enhancements that are underway, including “smart grid” initiatives. Thus, we are moving towards
integrated WAMPAC systems, which fully exploit the advancements in synchronized measurement technology. The
cost of implementing synchronized measurement technology continues to fall and performance continues to
improve as an increasing number of integrated substation devices (devices that provide the functionality of relays,
meters, fault recorders and other Intelligent Electronic Devices (IEDs) in a single device) begin to offer PMU
functionality as standard. Furthermore, developments in the supporting communication infrastructure mean that
increased bandwidth and reliability is available with reduced latency. These developments have led to a paradigm
shift, as the key issue has become the management and exploitation of the large quantities of time-synchronised
data that is now accessible online and in real time. Therefore, as PMU-enabled devices and the necessary
supporting Information and Communication Technologies (ICT) become available to power system operators,
further improvements and the development of applications and tools that allow tangible benefits to the system to be
extracted from wide area, synchronised measurements is essential if the potential of WAMPAC to revolutionise
power system operation is to be realised.
However, the creation of WAMPAC systems based on wide area, synchronized measurements has unique
deployment challenges that arise due to the engagement of multiple users with diverse requirements. A properly
integrated architecture is necessary if this diversity is to be accommodated properly when creating WAMPAC
solutions. Furthermore, the proper selection of WAMPAC technologies, i.e. the technologies necessary to realize a
WAMPAC system, and architectures are necessary if cost-effective tools for supporting the management of
complex and congested grids are to be created.
There are already a large number of existing and potential applications of synchronized measurement technology.
Furthermore, new applications will continue to be identified as the deployment of synchronized measurement
technology increases and users gain more experience with it. When deployed properly, WAMPAC applications
offer significant benefits to the power grid, its customers and society at large in the form of improved reliability,
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reduced costs and limiting the environmental impact of power system operation. Potential economic benefits could
be achieved by minimizing the occurrence and impact of major system disturbances, cascading events and
widespread blackouts. Major wide-area outages cost consumers and the power industry several billion dollars per
major incident. WAMPAC systems enable a better indication of grid stress and can be used to trigger corrective
actions that can preserve security and improve the reliability of the system. The PMUs deployed as part of
WAMPAC systems report measurements 10-120 times per second (compared to one every few seconds in
conventional EMS/SCADA (Energy Management System / Supervisory Control and Data Acquisition)) and as such
they are well-suited to tracking system dynamics in real time. This property of WAMPAC systems is instrumental in
a wide range of applications, including real-time early-warning systems, reduction in congestion costs, System
Integrity Protection Schemes (SIPS), detecting and analysing system instability, enabling faster system restoration,
faster and more accurate analysis of the vast quantity of data collected during transient events, validation and
development of power system models, and adaptive protection. At this time, WAMPAC technology has been
implemented predominantly in transmission networks. Therefore, major efforts are currently under way to
implement synchronized measurement technology in distribution networks. The parallel deployment of compatible
WAMPAC systems in transmission and distribution systems would potentially open the door for the seamless
integration of applications, operation and real time decision making at the transmission and distribution level, a goal
that lies at the heart of the “Network of the Future” concept.
The benefits of WAMPAC applications can be grouped into the following four categories:
 Data Analysis and Visualization – Significant benefits have already been achieved using the systems
that are already deployed.
 System Availability Enhancement and Blackout Prevention to improve System Reliability, including
real-time control and protection – The benefits of preventing a blackout are difficult to quantify due to the
myriad of factors involved, such as damage to the economy, loss of confidence in the power system and
the potential for serious accidents or even deaths,
 System Operation and Planning, including modelling and restoration – Enables a paradigm shift toward
the real time tracking of grid dynamics and system measurements and away from estimation,
 Market Operations and Congestion Management - significant potential financial benefit by enabling the
utilisation of accurate and optimal margins for power transfer (instead of the worst case scenario used
under current practices).
A well-planned, system-wide deployment is necessary to take full advantage of WAMPAC technology. The
necessary investments include: application and base-lining studies, system architecture design, equipment
purchase and upgrades, development of application tools, maintenance, resource commitment and personnel
training. Once an adequate WAMPAC system with scalable architecture has been constructed, the incremental
cost of adding applications is minimal in comparison to the benefits received. A key element when assessing the
adequacy of a WAMPAC system is access to the WAMPAC systems of any neighbouring interconnected systems,
as some of the major benefits from system-wide applications will require data sharing across utility boundaries.
Implementing a large-scale WAMPAC system presents some unique challenges. Some of these challenges are
technical in nature, as WAMPAC systems need to transmit, process, and store vast amounts of data. As such, the
system architecture needs to address the following issues:





Scalability: As the number of installed PMUs and IEDs with integrated PMU functions will increase over
time, the system architecture must be designed so that it can accommodate this increase.
Flexibility and Life Cycle Asset Management: As many of the system components will be acquired,
installed, operated and maintained by different entities, the system architecture must be flexible enough to
accommodate the diverse requirements of various entities.
Communications bandwidth and latency: In the new paradigm, on-going communication costs may be the
main cost item. Reducing the bandwidth requirement will help to reduce the on-going costs and help
reduce the data latency (a requirement of successful implementation of real-time applications)

Other challenges include creating a coordinated strategy and collective actions among stakeholders. To facilitate a
large-scale deployment of PMUs, the following process is proposed to the industry to speed up deployment and
minimize costs:
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Roadmap Development - Each user in the grid should develop a near-, mid-, and long-term
application/technology deployment roadmap. This roadmap would include application requirements that
would guide installations and system architecture needs locally and regionally.
Overall Infrastructure Architecture - Organizations such as reliability coordinators (e.g. European
Network of Transmission System Operators for Electricity - ENTSO-E), Independent System Operators –
ISO (e.g. ONS, Brazil), and regional councils (such as the Western Electricity Coordinating Council
(WECC)) should champion data exchange and the development of the overall system infrastructure and
common models. Based on individual user requirements, it is necessary to develop system architecture
design, specification, and deployment plans. All users connecting to the overall architecture would need to
satisfy key integration requirements (Hardware and Software interoperability, data quality, etc.). It is also
beneficial to prioritize applications that are beneficial from the grid perspective.
Network Protocols, Software and Firmware Upgrades, and Data Access Security - The consistent and
accurate performance of all PMUs is key to the overall performance of the system. Develop uniform
requirements and protocols for data collection, communications, interoperability, and security through
standards (IEEE, ENTSO-E, NERC, WECC) and testing procedures. Assure the ease of device upgrades
(particularly considering the development of new standards) and calibration.
Regulatory Considerations - Regulators at the government level need to provide incentives for
technology deployment considering the potential of WAMPAC to deliver significant benefits for tax-payers
and transmission system reliability.
Company Process - Each user should set up operational and business processes for installations,
operations, maintenance, and benefits sharing. This would comprise of creating projects with defined
deliverables and deadlines; identifying the asset owner, manager, and service provider; setting up
procedures and rules; educating and training users; and facilitating culture change.
Research and Development - Continue investing in Research and Development and promote the
development and sharing of test cases to aid in the creation of new applications. In addition, continue using
a proven approach of pilot projects to gain experience and confidence.

Realisation of the full financial and reliability benefits of this promising technology can only be achieved through a
collective process with participation of all stakeholders including the general public.

IN MEMORIAM:
Mr Harmeet Kang, a protection expert from UK and secretary of the WG passed away suddenly and unexpectedly
in September 2011. His experience, drive and enthusiasm have been missed in the preparation of this brochure,
which we dedicate to his memory.
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1

Introduction to Synchronised Measurement Technologies

With the development of the Global Positioning Systems (GPS) the promising technology of Wide Area
Measurements became more feasible. Wide Area Measurement technology consists of undertaking synchronized
measurements of voltages and currents at different locations in the system by using data samples that are timestamped with high precision at the source using Synchronised Measurement Units (SMUs). SMU is a more general
term, used throughout this document, than Phasor Measurement Unit (PMU). A SMU can be any synchronized
device capable of measuring voltage, or current synchrophasors, or any other power system signals. Those
synchronized measurements are then transmitted using a telecommunication infrastructure to other parts of the
system or to a centralised location where they can be used by other applications and devices for monitoring,
control or protection of the power system (Chakrabarti, Kyriakides, Tianshu, Deyu, & Terzija, 2009).
Therefore, the basic building blocks for Wide Area Monitoring systems are:
1.
2.
3.
4.

SMU devices;
global time reference sources,
distribution devices and protocols and
a communication network that is adequate for transmitting the information to other points in the power
system.

This chapter introduces the basic requirements, the key building blocks and properties of synchronised
measurement technologies. Firstly, the measurement devices are introduced. The most widely used synchronised
measurement device is the Phasor Measurement Unit (PMU), which provides phasor values (synchrophasors)
according to the IEEE C37.118 Standard (IEEE Std C37.118-2005 - IEEE Standard for Synchrophasors for Power
Systems). Secondly, the general requirements for the different building blocks are stated and discussed.

1.1

Synchronized Measurement Units

Actual power systems mainly use Remote Terminal Units (RTUs) and protection relays/switchgear control units
within substation automation systems to monitor power system variables, such as voltages, currents and powers,
as well as the other information relevant for optimal system operation, like protection settings, the status of plant,
etc. Control centre operators use this information during day-to-day operation and control as well as during system
restoration.
In the existing EMS/SCADA paradigm, the measurements are asynchronous and the refresh rate of the information
is relatively slow when compared with many of the dynamic phenomena that occur in power systems during
stressed system conditions or during contingencies. Therefore, operators may not be able to observe some of
these fast dynamic phenomena, which may limit their ability to maintain system security during stressed system
conditions or contingencies.
A SMU has three essential components: a time synchronizing signal (e.g. from GPS, or similar, receiver or from a
local clock), a data acquisition module (anti-aliasing filter and A/D converter), and a communication module
(communication processor). Figure 1 shows a general block diagram for a SMU. The analogue variables
(voltages/currents, represented by their samples) are converted into synchrophasors at the output of the unit.

Voltages/Currents

Anti-aliasing
filter

Time
Synchonizing
signal

Communication
Processor

A/D converter

Synchronized values

Figure 1 : General block diagram of a Synchronized Measurement Unit (SMU)
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Whilst the sampled values could be calculated and synchronised using the internal clock of each device, this
approach cannot be commonly adopted because the internal clocks may not be synchronised. However, all SMUs
have the capability to accept an external synchronising signal, so that the sampling can be synchronised to other
SMUs and to an external time reference for time tagging. The external time reference is a source that provides a
time that is traceable to international time standards. Examples of these sources are GPS receivers (or any Global
Navigation Satellite System (GNSS) receiver) and Network Time Protocol (NTP) or National Institute of Standards
and Technology (NIST) time servers. All sampled values that are synchronised using any of these time sources can
then be synchronised to one another and can be communicated between power system devices that are distributed
across a wide geographical area. These synchronised values are usually communicated as a stream of data
encoded according to a standard (typically Technical Report 61850-90-5 or IEEE C37.118).

1.1.1 PHASOR MEASUREMENT UNITS
The most common synchronized measurement device is the synchrophasor or phasor measurement unit (PMU).
The definition of a real time synchrophasor at rated frequency is provided in the IEEE 1344-1995 standard. PMUs
perform phasor calculations that are time aligned to a common reference, typically UTC, according to the IEEE Std
C37.118.1. The communication of synchrophasors is defined in the IEEE Std C37.118.2-2011. In Figure 2 the
basic architecture of a device that can calculate a synchrophasor is given. This architecture is illustrative and not
intended as a recommendation; the true architecture of a device will depend on many factors and the device
manufacturer.
The output of the PMU, marked in Figure 2, can be any value that can be calculated from the current and voltage
inputs. This is commonly depicted as the positive sequence phasor of voltage but can also be the negative and
zero sequence voltages, currents, power, etc. Depending on the application, down-sampling may be necessary for
the output to comply with C37.118 for sampling frequencies of up to 50/60 Hz (higher frequencies are not excluded,
particularly with further development of the technology). This element of the process is not included in Figure 2 as it
can be implemented before or after the phasor estimation, provided that anti-aliasing filtering is performed.
PMUs have the following important properties:




It provides time synchronized output
The accurate and precise time stamp applied to the phasor data makes it useful beyond the local
substation
Phasor measurements provide direct phase angle information at a rate of multiple samples per second
(e.g. 50/60 Hz)

Figure 2 : Basic architecture of a PMU
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An important unresolved aspect is the integration of PMUs with protection devices. Most modern digital relays can
process voltage and current signals, producing phasors by sampling those magnitudes at multiples of the system
frequency. These devices calculate phasors and produce waveform recordings for the own protection functions.
System wide measurement applications and protection applications have different sampling and signal processing
requirements that have traditionally required different devices to deliver them. However, developments in signal
processing and computing technology mean that the different needs of protection and measurement applications
can now be delivered within a single device. The inclusion of sampled measurements in protection devices, PMUs
or otherwise, results in lower deployment costs for this technology, a reduction in maintenance costs,, easier
analysis of disturbances and the design of WAPS with a level of reliability equivalent to protection systems.
However, consideration should be given to integration vs availability, reliability, redundancy etc.

1.1.2 AN INTRODUCTION TO ALGORITHMS FOR PMU CALCULATIONS
Synchrophasor estimation is typically performed using some form of Fourier transform or correlation method with
an associated low pass filter. Annex C of the IEEE C37.118.1 provides a basic synchrophasor estimation model.
The phasor estimation is then performed using decoupled magnitude and angle measurements of the analogue
quantities. The signal voltage, or current, is multiplied with a complex sine wave of the signal frequency. The output
of this is then low-pass filtered to eliminate any interference. The output signal of this process is a phase and a
quadrature component that can be transformed into a magnitude and angle.
The following are several of the most relevant considerations when calculating the phasor, frequency and rate of
change of frequency:




The estimation window moves at a specified rate and a new estimate is performed each time new data
samples and coefficients appear in the window. One important aspect of phasor estimation is whether or
not the unit is using frequency tracking or not. The implementation of phasor estimation with frequency
tracking is recommended as without it the PMU will only demonstrate a proper response when the
operating frequency of the system is close to the nominal frequency of the system.
The apparent response of a PMU is dependent on how the time stamp applied to the phasor is selected
based on the time period covered by the estimation window (i.e. an estimation window by its nature covers
a period of time, whilst a time stamp represents a single moment in time). Figure 3 depicts the response of
the calculation to a step change in input for the three standard methods for accommodating this, i.e.
applying the time stamp that corresponds to the beginning, the middle and the end of the window. This
clearly shows that the apparent response of the calculation is different in relation to the estimate. IEEE
1344 specified the use of end of window but C37.118.1 2011 does not specify a window position. Further
standardisation will more precisely clarify this matter. In practice, commercial PMUs tend to use middle
window as it offers the best balance.

Input at 0
Figure 3 : Apparent response of window based estimation with respect to how the t ime stamp is
chosen relative to the time period (ms) the window is applied over
Page 9

Wide Area Protection & Control Technologies



The latency of the calculation is another consideration. This latency depends on the properties of the
PMU’s analogue filter and sampling process and is in the range of 20 to 80 ms.
In general, filtering reduces the noise in a signal and removes aliasing but decreases the measurement
bandwidth and increases the delay in the output. Increasing the sample rate reduces the need for filtering
but increases communication, data storage and data processing requirements. These factors mean that it
is necessary for the properties of the measurement system to be matched to the requirements of the
application they are to support.

1.1.3 SYNCHRONIZATION AND SAMPLING RESOLUTION
Analogue measurement devices produce a continuous spectrum up to the bandwidth limit and therefore there is no
aliasing in the signal. However, digital systems chop the spectrum give repeated spectra in the frequency domain.
To prevent aliasing the sampled signal must be bandwidth limited to half of the sampling frequency of the digital
system, in accordance with the Nyquist theorem.
A synchrophasor can be estimated from a set of discrete samples in several ways. The C37.118.1 standard does
not impose any requirements on the resolution of the synchronised data samples provided by the digital converters
for synchrophasor estimation. The requirement imposed is that the resulting phasor estimate has a maximum 1%
Total Vector Error (TVE) at the reporting time. The standard also requires that the synchronised samples are used
to generate estimates at particular points in time to ensure the compatibility of different products.
In addition to the resolution of the Analog to Digital Conversion (ADC), the linearity, noise and gain characteristics
have no constraints imposed upon them by the standard. This lack of standardisation and the complex
relationships between the synchronisation method, the ADC resolution and the measurements performance means
that testing is necessary to determine the true measurement performance of the phasor estimation process.
Typically, each PMU will have an internal clock that should have a maximum error of 30 ppm (parts per million) at
25 degrees Centigrade. This maximum error will mean that the maximum clock error after 24 hours will be
approximately 2.6 s. This level of error is too large for the internal clock to be used to support phasor estimation.
Therefore, it is necessary for the PMU to be provided with an external time signal for synchronisation.
For PMUs to provide support for WAMS/WAPS applications a synchronisation signal with a high degree of
accuracy and precision is necessary. To achieve the 1 % TVE required by the IEEE C37.118 standard the
synchronisation source must have an accuracy of 500 nanoseconds. In terms of the synchronization of phasors the
most common method used is the pps (pulse per second) signal provided by the GPS signal.
When monitoring the performance of a timing signal it is very important to log time synchronization errors that
introduce critical errors and those that introduce non-critical errors. A non-critical error should be archived for study
whilst a critical error should be archived and an alarm triggered. Potential sources of critical errors are:




Failure of the pps signal for more than 10 minutes, although the exact duration that is tolerable is
determined by the applications that will use the data.
Incorrect pps signal (duration and pulse distance)
An excessive number of non-critical errors in 20 minutes.

1.1.4 SOURCES OF ERRORS IN PHASOR ESTIMATION
Typical sources of errors in the estimation of phasors are the GPS receiver, the instrument transformers and the
phasor calculation and other signal processing performed within the PMU. The errors introduced by the GPS
devices and phasor calculation mostly arise from time synchronization errors whilst the instrument transformers
and signal processing (e.g. ADC) introduce data acquisition errors. The maximum tolerable error in the phasor
estimation is application dependant; for example, consider the differing demands of protection and control.
The instruments transformers typically introduce the largest component of the total error and their performance
must be carefully analysed to ensure that the PMU can support the applications considered. The typical sources of
PMU errors and their magnitude are presented in Table 1.
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Error Source

Errors in ±µs
±1µs GPS and IRIGB time distribution protocol

Synchronization

±(12-15)µs

CT and VT
PMU (phasor calculation and other signal processing)

±(4-6)µs

Table 1 : Typical sources and magnitudes of PMU errors
1.2

Phasor Data Concentrators (PDCs)

A PDC (Phasor Data Concentrator), also called a Data Concentrator (DC), is a core component of any WAMPAC
System. A PDC can be implemented as a stand-alone unit that collects data, time-aligns the data, and then redistributes it to other applications. PDC functions can also be integrated into other systems, for example a
monitoring/control platform. The basic requirements for a PDC should consider the following aspects:




Real-time data processing, e.g.:
o time-alignment,
o down-sampling,
o interpolation
Support of defined standards and flexible connectivity to other PDCs
It is recommended that a PDC should support the following standard communication protocols:
IEEE c37.118-2005 (client driver), connectivity over serial (RS232) or network (Ethernet) links
(IPv4 and IPv6);
o IEEE 1344 (client driver), connectivity over serial (RS232) or network (Ethernet) links (IPv4 and
IPv6); and
o IEC 61850
Connectivity with other PDCs at either the substation or control centre level with real-time data streaming of
settable data rates of up to 16.6ms. The PDC server configuration should support the IEEE C37.118
(server driver) and IEEE 1344 (server driver) and be able to:
o



Typically be able to simultaneously acquire data from at least 100 PMUs with full resolution 50(60)
samples per second.
o Time align the data based on the timestamp information that accompanies the measurements;
o Simultaneously send data to multiple clients with full resolution of 50 (60) samples per second; or
Adjust the data transfer resolution according to a client and transfer capacities (i.e. utilize
appropriate down-sampling or interpolation methods);
o Flexibly set the upper bounds on the maximum acceptable latency to ensure quality-of-service and
timely data delivery;
o Provide a completely user selectable data set and exchange only the selected data; and
o Protect the PMU from unauthorized access.
Protocol translation/conversion to support the needs of downstream applications,



It is useful if a PDC has the ability to exchange data by standard protocols like IEC 60870-5-101/104,
DNP3, etc. Furthermore, IEC 61850-90-5 accommodates PMU/PDC data communication. The purpose of
this connectivity is to send data to a control centre (SCADA/EMS systems) and to receive commands from
a control centre. As part of the integration with the SCADA/EMS systems, a PDC must have the ability to
send data to a system (software) at the sub-second resolution (up to 50(60) samples per second) for
visualisation.
Data storage

o

Data storage with full resolution (50 (60) samples per second) for all data and at least 14 days of data
storage is desirable. Additionally, the PDC should have the capability to permanently store selected data in
a separate database for recording events. If compression is necessary to achieve this storage then it is
important that a lossless compression scheme be used.
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The events database is an important feature of the PDC. Events are abnormal-states that the study of is
important in terms of assessing the performance of a PDC. Examples of events are:



o Start/trigger detection function;
o Communication connection/disconnection of a PMU;
o Recording the commands sent to the PDC; and
o Configuration changes to the PDC.
Reliability
Redundancy should be as per IEEE C37.244, though the PDC can also provide the ability to run redundant
data acquisition databases on several machines, which could run in dual configuration. A possible
configuration would be:
o
o
o

Redundant server at the central control level (Depending on the availability requirements this
should support an active-passive or active-active failover mechanisms);
Local Data storage at the substation level; and
Mechanism to retrieve data from local storage to patch data gaps at the central control centre level.

In order to improve the reliability and availability of the WAMS system, real time diagnostics should be
included in the PDC. The following variables should be monitored and possibly archived:
Connection status between the PDC and PMUs (in the event of connection loss, the PDC should
be able to automatically re-establish the connection);
o PMU GPS synchronisation status;
o Transmission errors (e.g. Cyclic Redundancy Check);
o Average, minimum, and maximum Latency; and
o Statistics on data dropouts, out-of-order data packets, etc..
Detection and protection functions
o



A PDC should include the following functions in order to deliver system wide detection and protection:
o
o
o
o
o
o
o

Level/threshold detection;
Type of violation (under value, over value, rate-of-change);
Angle difference;
Voltage instability;
Low-frequency oscillation detections on: active power, frequency and angle difference (poor
damping levels);
Frequency instability; and
System Integrity Protection Schemes (SIPS).

The PDC should include alarms and event views that are capable of:
Graphical visualisation of active alarms;
Preventing excessive alarming during an event (or due to data glitches) using some sort of
persistency check intelligence;
o Allowing different alarming levels (emergency, warning, etc.);
o Acoustical alarms when an event occurs;
o Graphical reviewing of past events; and
o Acknowledging the alarms.
System administration
o
o



The system must have at least three access levels:
o
o
o

System administrator (full access)
Operator (limited access)
Analyst (limited access)
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1.3

Time Stamping using GPS or other timing sources

Correct PMU operation requires a common and accurate timing reference capable of determining the instant at
which the voltage and current samples are acquired. This requires the deployment of timing signals (also known as
a synchronizing source) that should be referenced to Coordinated Universal Time (UTC). The timing signal may be
integrated (built-in) into the PMUs or provided to the PMUs by means of an external source and a distribution
infrastructure. In both cases, it must be available at all measurement locations throughout the interconnected grid
and it should be characterised by a high degree of availability, reliability, and accuracy. In particular, the accuracy
of the timing signal should allow the PMUs to maintain synchronism whilst keeping the Total Vector Error (TVE)
(i.e. the magnitude of the vector difference between the theoretical phasor and its estimate computed by the PMU,
expressed as a fraction of the magnitude of the theoretical phasor) within the limits defined in (IEEE Std C37.1182005 - IEEE Standard for Synchrophasors for Power Systems) for the user-required compliance level (i.e. level 1 is
intended as the “standard” compliance level; level 0 is provided for applications with requirements that cannot be
served with level 1).
The PMU should be able to detect a loss of time synchronization that causes the TVE to exceed the allowable limit
or within 1 min of the actual loss of synchronization, whichever is less (IEEE Std C37.118-2005 - IEEE Standard for
Synchrophasors for Power Systems).
In particular, the standard (IEEE Std C37.118-2005 - IEEE Standard for Synchrophasors for Power Systems)
specifies that a particular flag in the PMU data output (STAT word Bit 13) should be asserted until the data
acquisition is resynchronized to the required accuracy level. In addition, each of the four PMU output messages
defined in (IEEE Std C37.118-2005 - IEEE Standard for Synchrophasors for Power Systems) (Configurations 1 and
2, Header, and Data) have a time quality field of 4 bits that is tasked with estimating the source uncertainty from
clock locked, or uncertainties from 1 ns to 10 s, or clock failure. Besides the Data message, STAT integrates two
bits for indicating the length of time the clock has been unlocked (Guidelines for Synchronization Techniques
Accuracy and Availability).

1.3.1 SYNCHRONIZING SOURCES
This section analyses the main technologies that could be adopted for PMU synchronisation.
Satellite Navigation Systems
Satellite Navigation Systems (SNS) broadcast the precise time, time intervals, and frequency across a wide
geographic area.
The employment of SNS based timing signals could make possible the realization of accurate PMU
synchronization without requiring the deployment of primary time and time dissemination systems. Furthermore,
SNS offer certain of intrinsic advantages in terms of providing wide area coverage and easy access to remote sites.
The GPS is a U.S. Department of Defence satellite based radio-navigation system. It consists of 24 satellites
arrayed to provide a minimum worldwide visibility of four satellites at all times. GPS is steered by a ground-based
caesium clock ensemble that itself is referenced to UTC. Each satellite provides a correction to UTC time that the
receiver automatically applies to the outputs. The GPS satellites broadcast on two carrier frequencies; L1, at
1575.42 MHz, and L2, at 1227.6 MHz. Each satellite broadcasts a spread-spectrum waveform, called a
pseudorandom noise (PRN) code on L1 and L2, and each satellite is identified by the PRN code it transmits
(Lombardi, Nelson, Novick, & Zhang, July-September 2001).
This configuration means that the timing accuracy of GPS based timing signals is limited only by short-term signal
reception, whose basic accuracy is 0.2 microseconds. This baseline accuracy can be improved by employing
advanced decoding and processing techniques. The inherent availability, redundancy, reliability, and accuracy of
GPS makes it a system that is well suited for synchronized phasor measurement systems (IEEE Std C37.118-2005
- IEEE Standard for Synchrophasors for Power Systems) (Guidelines for Synchronization Techniques Accuracy
and Availability) (Holbert, Heydt, & Ni). The new INMARSAT system satellites will carry a GPS-like transponder.
The signal will be similar to existing GPS transmissions, so it can be used with slightly modified GPS receivers.
INMARSAT satellites are geostationary, which may make reception difficult at some locations. The Russian
GLONASS (Global Navigation Satellite System) provides similar capabilities to GPS. However, sporadic funding of
GLONASS and the resulting inconsistent satellite coverage has hampered widespread acceptance of GLONASS
as a source of timing signals (Dickerson, Summer 2007).
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The European Space Agency (ESA) GALILEO system is the third global satellite time and navigation system to
come on line. It employs a constellation of 30 satellites, divided among three circular orbits at an altitude of 23222
km, which cover the Earth’s entire surface. GALILEO will have an integrity signal to ensure the quality of the
signals received and to inform the user immediately of any error. The GALILEO time precision in terms of time
errors (95% confidence) for different signals ranges from 0.7-8.1 ns (Mack, Capitanescu, Glavic, Legrand, &
Wehenkel, July 2007).
China is also considering developing its own SNS system, called Beidou (Holbert, Heydt, & Ni). It is a new global
navigation satellite system that is similar in principle to GPS, GLONASS, and GALILEO. The new system will be a
constellation of 35 satellites, which include 5 geostationary orbit satellites and 30 middle earth orbit (MEO)
satellites that will offer complete coverage of the globe.
Satellite Navigation Systems provide timing accuracy that easily exceeds the needs of the power engineering
industry. Future development in receiver technology is expected to provide the ability to receive signals from two or
even more SNS systems, though existing receivers are generally limited to a single system (Guidelines for
Synchronization Techniques Accuracy and Availability).
Satellite Navigation System vulnerabilities
The mechanisms that could limit the SNS performance can be classified as:








Ionospheric effects: Sunspot activity causes an increase in the solar flux, charged particles and
electromagnetic rays emitted from the Sun. This solar flux affects the ionosphere and influences the transit
time of satellite signals through the ionosphere. Consequently, the receiver equipment may experience
degraded performance when tracking the satellites due to scintillations, rapidly varying amplitude and
phase of the satellite signal. The equatorial and high latitude regions are most severely affected by this
increased ionospheric activity (Orpen & Zwaan) (Volpe, 2001).
Unintentional Interference: Satellite signals travel through the upper regions of the earth’s atmosphere;
therefore, they can be affected by solar disturbances. Moreover, when there are restricted lines of sight to
satellites (i.e. in urban areas, near or under foliage) the synchronization signal quality could deteriorate
over the short or long term. It is important to have realistic expectations of SNS availability when operating
in conditions with an obscured view of the sky (The Trusted Information Sharing Network (TISN), “GPS
Vulnerability: Information for CIOs” Publications on Critical Infrastructure Protection) (Guidelines for
Synchronization Techniques Accuracy and Availability).
Radio Frequency Interference (RFI): Is caused by electronic equipment radiating in the SNS frequency
band (i.e. television/radio broadcast transmitters, mobile phones). Although transmitter equipment are
designed not to interfere with SNS signals, they can radiate at the same frequency as the SNS signals if
they are faulty or poorly operated. This interference, if powerful enough, could lead the SNS receiver to
have poor reception of the satellite signals.
Intentional Interference: SNS signals are extremely weak. Therefore they can be deliberately jammed by
radio interference.

Terrestrial systems
The timing signals for synchronisation may be generated by terrestrial systems that use radio broadcasts,
microwaves or fiber-optic transmission systems.
LORAN (LOng RAnge Navigation) is a terrestrial radio navigation system based on low frequency radio
transmitters. LORAN uses ground-based transmitters that only cover certain regions. Coverage is quite good in
North America, Europe, and the Pacific Rim. The current version of LORAN in common use is LORAN-C, which
operates in the low frequency portion of the EM spectrum from 90 to 110 kHz. LORAN suffers from electronic
effects of weather and the ionospheric effects of sunrise and sunset. Finally, as with any radio-based system,
magnetic storms have serious effects on the performance of LORAN (Carroll & Celano, 2003) (Behrendt & Fodero,
Feb 7-9, 2006).
The Network Time Protocol (NTP) is a robust and mature technology for synchronizing a set of network clocks
using a set of distributed clients and servers over packet-switched, variable-latency data networks (Mills, June
2006). The top layer of the NTP hierarchy consists of one or more reference clocks that are synchronized to a
common time reference. Reference clocks are assumed to be accurate and the accuracy of other clocks is judged
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according to how “close” a clock is to a reference clock, the network latency to the clock, and the claimed accuracy
of the clock. NTP employs a hierarchical, semi-layered system of clock source levels termed “stratums”. The
stratum level defines its distance from the reference clock and it can be classified as:
-

-

Stratum 0: includes devices equipped by atomic (caesium, rubidium) clocks, GPS clocks or other radio
clocks. These devices are locally connected to the computing units (i.e. by a RS-232 connection using a
Pulse per second signal) but not to the network.
Stratum 1: includes computing units connected to Stratum 0 devices. They can act as servers for timing
requests generated from Stratum 2 NTP requests.
Stratum 2: includes computing units sending time requests to Stratum 1 servers. Typically, Stratum 2 units
will communicate with many Stratum 1 servers and use the NTP algorithm to gather the best data sample.
Moreover, they can cooperate in order to provide more stable and robust time for all devices in the peer
group. Stratum 2 units can act as servers for Stratum 3 NTP requests.
Stratum 3: includes computing units that employ exactly the same NTP functions that characterise the
Stratum 2 level and can themselves act as servers for lower strata.

To synchronize the clock of an NTP client with a remote server, the client must compute the round-trip delay time
and the offset. The synchronization is obtained when both the incoming and outgoing routes have symmetrical
nominal delay. If the routes do not have a common nominal delay, a systematic bias of half the difference between
the forward and backward travel times affects the synchronization.
The flexibility of this client/server relationship and security methods allows NTP to work well in many environments
and on a wide variety of platforms (Deeths & Brunette, July 2001). Version 4 of the NTP can usually maintain time
to within 10 milliseconds (1/100 s) over the public Internet, and can achieve accuracies of 200 microseconds
(1/5000 s) or better in local area networks under ideal conditions.
The Precise Time Protocol (PTP) is a high-precision time protocol for synchronization that resides in a local area
network. It defines a synchronized paradigm that allows spatially distributed real-time clocks to be synchronised
through a "package-compatible" network (i.e. Ethernet). Accuracy in the sub microsecond range may be achieved
with low-cost implementations.
PTP was first defined in the IEEE 1588-2002 "Standard for a Precision Clock Synchronization Protocol for
Networked Measurement and Control Systems". In 2008 a revised standard, IEEE 1588-2008 (a.k.a. PTP Version
2) was released.
The "clock synchronization" procedure is based on the transmission of a Sync telegram, containing the estimated
transmission time, from the master clock to a slave clock. The latter computes the transmission time and transmits
this value by a Follow Up message. Based on the time delay between the first and second message and by means
of its own clock, the receiver can calculate the time difference between its clock and the master clock. The telegram
propagation time is determined cyclically in a second transmission process between the slave and the master
(delay telegrams). The slave can then correct its clock and adapt it to the current bus propagation time.
Recently, many papers have explored the possibility of decentralizing the synchronization functions on a network of
interactive PMUs equipped with distributed consensus protocols.
The application of consensus protocols allows distributed PMUs to reach an agreement on key pieces of
information or on a common reference time that enables them to cooperate in a coordinated fashion. This
decentralized computing and synchronization paradigm does not require either explicit point-to-point message
passing or routing protocols. It spreads information across the communication network by updating each PMU state
by a weighted average of its neighbour’s states. At each step, every PMU computes a local weighted least-squares
estimate, which converges to the global maximum-likelihood solution. Thanks to this feature, the PMUs can
synchronize their local acquisitions without the need for central processing facilities. In fact, the PMUs can reach
time synchronization by adapting their clocks according to a local coupling strategy without the need for any cluster
header, since every PMU is a header that emits signals to other PMUs. When this network of coupled oscillator
clocks synchronizes, each clock will show the same value, without changing the value once reached. Thanks to
this feature, the built in PMU oscillators are able to lock to a common phase, despite the differences in the
frequencies of the individual oscillators.
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In environments that need more accurate time than an Internet link will allow (due to latency or other concerns), or
environments that cannot rely on Internet time sources due to security implications, a radio time clock or GPS
system (or caesium clock), can be used to keep the primary NTP servers aligned with UTC (Guidelines for
Synchronization Techniques Accuracy and Availability).

1.3.2 SYNCHRONIZATION DISTRIBUTION INFRASTRUCTURE
The data sampling of PMUs must be synchronized to UTC time. This may be provided to the PMU by:






1.4

IRIG-B: It is a time code described in IRIG STANDARD 200-04 (Inter-range instrumentation group time
codes – Standard 200-04). It repeats each second, and has a total of 100 bits per second. Some of these
are framing (sync) bits, some are assigned for time, and some are available for control functions. IRIG-B
code may be used in either logic-level (unmodulated) format, or as an amplitude-modulated signal with a 1
kHz carrier (Dickerson, Summer 2007). The modulated IRIG signal is generally capable of an accuracy
exceeding one millisecond (one period of 1 kHz), but not usually better than ten microseconds. The
unmodulated IRIG-B code can deliver accuracy limited only by the slew rate of the digital signal, much
better than one microsecond.
A one pulse per second positive pulse train where the rising edge coincides with the time of the second
change provides precise time synchronization (IEEE Std C37.118-2005 - IEEE Standard for
Synchrophasors for Power Systems) (1-PPS). However, since each pulse is identical, and there is no way
of knowing which second a pulse is associated with, the 1 PPS signal has a one-second ambiguity.
Resolving this ambiguity requires a simultaneous data channel.
High-precision format time code: The high precision format described in the IEEE Standard 1588 provides
hardware-level time accuracy using a standard network connection. In particular, by adding dedicated
timing hardware to each port in a data network, the time of transmission and reception of certain messages
can be determined with accuracy comparable to that of an IRIG-B or 1 PPS signal.

Synchrophasor Data and Flow

When configuring a Synchrophasor system, the user has several configuration options to address. The first option
is that of the communication profile for transmitting the data. The original transmission profile was defined in the
IEEE C37.118 Synchrophasor standard (now extracted into C37.118.2-2011). This profile is designed for minimal
overhead on the wire and can include the use of the Internet Transmission Control Protocol (TCP). TCP, while
useful for recovering periodic missing data packets, can jam transmissions during burst errors – especially when
transmitting data at higher rates such as 120 or 240 frames/sec. The C37.118 profile states that it can be operated
in a Multicast mode; however, there is no definition of a Multicast profile in the standard.
The IEC61850 profile – which was designed to carry the data defined in C37.118 - only operates over the User
Datagram Protocol (UDP) and, as such, has no transport-level re-transmission mechanism; however, the capability
of the message frame to include multiple datasets allows for the automatic re-transmission of older datasets in
every message. It is to be noted that the price for this re-transmission is the need for expanded bandwidth.
The IEC61850 profile was defined from the beginning as a Multicast protocol and includes definitions of the
address range, Internet Protocol (IP) priority, and end-to-end security. Message security includes Message
Authentication, Message Encryption, and Symmetric Key Exchange (Symmetric keys are required for Multicast
operation). The IEC61850 profile was designed as a mapping of the data types from C37.118 into an IEC61850
based frame (defined in IEC61850-90-5).

1.4.1 PROFILE DATA TYPES
The C37.118 profile provides choices for the transmission of Synchrophasor data, specifically:



Float32 or Integer16
Polar (-π < θ ≤ π) or Rectangular format

The choice of Float32 or Integer16 applies not only to Synchrophasor data but also to any analog values included
in the data stream. The ability to operate with Integer16 values reduces the profile bandwidth requirements by
almost half.
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The IEC61850 fixes all values as:



Float32
Polar (-180° < θ ≤ 180°)

The IEC61850 data limitation does facilitate inter-operability but also mandates a larger communication link
bandwidth.

1.4.2 DATA OPTIONS
The data frame of a Synchrophasor message can contain the following information:








Individual phase values: Va, Vb, Vc, Vsync, Ia, Ib, Ic, Ignd
Sequence quantities: V0, V1, V2, I0, I1, I2
Analog Values (available quantities are vendor specific: e.g. – Watts, VArs, RMS, Harmonics
Frequency and Rate of Change of Frequency
Digital Status Indication (blocks of 16 – number of blocks are vendor specific)
UTC Time Stamp and Time Quality
System STATUS word

A secondary data options is “how” the data is filtered. As noted in this document, the C37.118.1 standard defines 2
different response categories for Synchrophasor data, generally known as “P-Class” for Protection Class and “MClass” for Measurement class. The differences address the performance in frequency response, Step Response
and immunity to harmonics, modulation, and out-of-band frequencies. The M-Class implementation requires a filter
window of up to 7 cycles in length. Since the Synchrophasor window is centred around the “measurement” point,
the window adds a minimum computational latency to the measurement of about 70ms on 50 Hz systems and
56ms on 60 Hz systems. P-Class Synchrophasors are designed for fast response – using only a 2-cycle window.
As such, a P-Class Synchrophasor will have at least a 16ms computational latency on a 60 Hz system. For Wide
Area control applications, the P-Class measurement provides significantly lower latency.
Figure 5 shows an example of the response of a P-Class calculation to a fault on a power system. Note that an MClass will typically not track a fault waveform as most breaker clearing times are less than the 7-cycle window of
the M-Class filter.
The Synchrophasor Time Stamp uniquely identifies a measurement over a 136 year time frame through the use of
a 64 bit time stamp as follows:





32 bit Second of Century – this is an “unsigned” 32 bit count of Seconds since January 1, 2000. The range
is from 0 to 4, 294,967,295 enabling the identification of 1 second over a period of 136 years
Fraction of Second – each second can be broken down into 24 bits – allowing the resolution of a second to
the nearest 59.604 nanosecond. Note: a time error of 26.53 microsecond will result in a 1% Total Vector
Error – the limit of allowable error for a Synchrophasor to perform as specified in C37.118.1
Time Quality – a byte that identifies a Leap Second and also communicates the estimated Time Error in the
time stamp – specifically when the source clock has lost synchronization with GPS or any other traceable
time source. Time Quality is critical in Synchrophasor applications as poor time quality (as would exist if the
clock had lost sync with the GPS satellites for several days) should be used to enable or disable any
application that requires precision angle measurement. Note that the Magnitude measurement is not
affected by loss of time synchronisation.
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Figure 4 : Input Signals

Figure 5 : P-Class positive sequence filter response
1.4.3 DATA CALIBRATION
When connecting a PMU to traditional Current and Voltage transformers, there will be magnitude and phase errors
in the calculated Synchrophasor that result from the field wiring – as well as errors in calibration of the CTs and PTs
themselves. Many PMUs have the ability to compensate for these errors – once they are known. Though not
normally done today, it is possible to bring in to a substation calibrated CT and PT sources, measure the error
between the existing and calibrated sources, and compensate the Synchrophasor calculation for the measured
error.

1.4.4 DATA REPORTING
The C37.118.1 standard mandates support for specific streaming rates, specifically, rates of:
-

10, 12, 15, 20, 30, and 60 datasets/sec on 60 Hz systems
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and
-

10, 25, and 50 datasets/sec on 50 Hz systems

Rates above or below these values, though not required, are permissible.
Different applications require different data rates and data types, for example:
-

M-class at 1 measurement/sec for a Static State Estimator or Voltage Stability

-

P or M-Class at 30 measurements/sec for a Dynamic State Estimator

-

P-Class at 120 measurements/sec for Fault Location or State Control

1.4.5 COMMUNICATION SYSTEM DESIGN AND BANDWIDTH REQUIREMENTS
A significant aspect of the design of a Synchrophasor system is the design of the communication system. In the
substation, all new Synchrophasor systems will connect to a communication system via 100Mb Ethernet at a
minimum – and the future trend will be a migration to 1Gb Ethernet connections. Typically, the PMU will connect
into an Ethernet switch/router that will transmit the data along its path. Depending on the chosen transport profile,
the following design considerations must be addressed:
The first consideration is that of Bandwidth. For a system transmitting 8 Synchrophasors (Phase values and
positive sequence), frequency, rate of change of frequency, Watts, VArs, and a Digital word using the C37.118
profile, the following bandwidths per transmit profile are required for the stated reporting rate (16 byte 61850 ID
name assumed) :
Reporting Rate
(Hz)

Bandwidth (bps)
for C37.118.1

Bandwidth (bps)
for IEC61850

10

13,280

20,560

15

19,920

30,840

25

33,200

51,400

30

39,840

61,680

50

66,400

102,800

60

79,680

123,360

100

132,800

205,600

120

159,360

246,720

Table 2 : Bandwidth vs. reporting rate
It should be noted that the IEC61850 frames contain the header information to coordinate a symmetric key
exchange between the Multicast group members.
When considering the use of the IEC61850 transport profile, the selected routers must support IP Priority –
specifically, “expedited forwarding” – a mechanism that prioritized 61850 packets through a router – resulting in
minimum latency for packet delivery.
A second consideration in the selection of system routers is support for the Protocol Independent Multicast (PIM)
routing protocol. This protocol allows a router to create a Multicast routing path through a communication network.
Lastly, the establishment of a Multicast path uses a protocol known as the Internet Gateway Management Protocol
(IGMP). Specifically, the IEC61850 profile specifies use of Version 3 of this protocol. It should be noted that older
version of firewalls may not pass the version 3 IGMP request. The ideal solution is to build the communication
network with support for Version 3 IGMP. The backup solution is to use Version 2 of IGMP, which, on an internal
utility communication network, should not be an issue.
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1.4.6 DATA TRANSFER
Many Synchrophasor devices have the ability to capture “evented” information. The IEEE C37.118.2 standard
identifies evented information as:







Over/Under frequency
Over/Under Rate of Change of frequency
Over/Under Voltage
Over current
Over Power
User Defined

The “pick-up” of any of these quantities may result in Bit 11 (trigger bit) of the STAT word to be set and, if
supported, a file capture around the trigger point (typically including pre and post trigger information can be
initiated. Note that the STAT word is included in every C37.118 data packet and is used to provide information
about the quality of the measurement data in that packet.
Captured data can clearly be saved in a Comma Separated Variable (CSV) format; however, a “schema” has been
defined for the mapping of Synchrophasors into COMTRADE: Schema for Phasor Data Using the COMTRADE File
Standard – July 31, 2009.
Most recently, the 2013 version of COMTRADE (C37.111-2013) had added Float32 as a data storage type –
facilitating the mapping of Synchrophasors into the COMTRADE format.
There are many Phasor Data Concentrator (PDC) products as well as an open source solution known as the
OpenPDC that capture continuous streams of Synchrophasors in either a Historian or Database format. Most of
these systems support data queries through the Structured Query Language (SQL), OPC-HA, and typically a
proprietary format. Queries can search for trigger information, over/under range values, and Digital Status
information. Results from queries will typically be passed to Synchrophasor applications for additional analysis.

1.5

Time Synchronization Requirements, Filtering and Interoperability

1.5.1 TIME SYNCHRONIZATION REQUIREMENTS AND ACCURACY
The carrier signals transmitted by Global Navigation Satellite Systems (GNSS) disseminate precise time, time
intervals, and frequency over wide geographic areas (IEEE PC37.242™: Guide for Synchronization, Calibration,
Testing, and Installation of Phasor Measurement Units (PMU) for Power System Protection and Control). Satellitebased timing signals are particularly suitable for WAMPAC applications, since they enable accurate
synchronization without requiring the PMU user to deploy the user’s own primary time and time dissemination
systems, though attention should be paid to the vulnerabilities presented in section 1.3.1.
The Time Synchronization Requirements for PMU applications for protection and control functions are described in
IEEE Guide PC37.242 (IEEE PC37.242™: Guide for Synchronization, Calibration, Testing, and Installation of
Phasor Measurement Units (PMU) for Power System Protection and Control). The following discussion provides a
brief overview of some of the key points that are described in detail in (IEEE PC37.242™: Guide for
Synchronization, Calibration, Testing, and Installation of Phasor Measurement Units (PMU) for Power System
Protection and Control). The clocks used for time synchronization in PMUs must be very accurate. Their accuracy
may vary over time due to manufacturing defects, changes in temperature, electric and magnetic interference,
oscillator age, and altitude. Additionally, even small errors in timekeeping can add up significantly over a long
period. Some clock variations are random, caused by environmental or electronic variations; others are systematic,
caused by a miss-calibrated or miss-configured clock.
Correct operation of a PMU requires a common and accurate timing reference. The timing reference is described in
IEEE Std C37.118.1-2011, which establishes the relationship between the Coordinated Universal Time (UTC) time
scale and the phase of the reference cosine wave. The required performance could be realised by either
synchronizing the samples directly to the timing reference or by software-based post processing of the acquired
samples. To achieve a common timing reference for the PMU acquisition process, it is essential to have a source of
accurate timing signals (i.e., synchronizing source) that may be internal or external to the PMU. The timing signal
generated by the synchronizing source must be referenced to UTC and provide enough information to determine
that the time is in agreement with UTC. The synchronization signal must also be available without interruption at all
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measurement locations throughout the interconnected grid. The timing signal should be characterised by the
availability, reliability, and accuracy suitable for power system requirements.
The timing signal should be accurate enough to allow the PMUs to maintain synchronism with an accuracy
sufficient to keep the total vector error (TVE) within the limits defined in IEEE Std C37.118.1-2011. The TVE
definition is:

TVE 

VMeasured  Vtrue
Vtrue

(1-1)

where:

V tr ue is the true phasor
VMeasured is the PMU measured phasor.

Notice that the measured phasor can be a voltage phasor or a current phasor. Figure 6 shows how TVE,
magnitude error and angle error are interrelated. The plot in this figure shows the TVE calculated for angle errors
from –0.5 to 0.5 degrees and magnitude errors of 0, 0.1, 0.2 and 0.3 %. As would be expected, the TVE is greater
than the magnitude error except for the case where the phase error is zero. For even a 0.5 degree phase error, the
TVE increases considerably. For all practical purposes, the TVE is dominated by phase errors when the phase
error is greater than 0.5 degrees.

Figure 6 : TVE (%) for angle errors of –0.5 to 0.5 degrees
and magnitude errors of 0, 0.1, 0.2 and 0.3%
GPS-synchronized equipment should have the capability to provide a data acquisition system with the following
accuracy:



Time tagging with accuracy better than 1 microsecond (or equivalently 0.02 degrees of phase at 60 Hz).
Magnitude accuracy of 0.1% or better.

IEEE C37.118.1-2011 specifies the minimum amount of time to take measurements: 5 seconds unless otherwise
noted in the individual test. TVE should be calculated for each measurement during this time. The error reported for
the test should be the maximum of these error values.
Timing errors in systems that use satellite-based synchronization may be caused by various sources, including
uncompensated antenna cable delays and distribution delays (delay of clock output signals going to PMUs).
Uncorrected delays cause errors in the received timing signals at the PMU. The magnitude of the errors can be
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estimated by dividing the electrical length of the cable with the propagation velocity of the signal along the cable.
Loss of signal from one or more satellites (perhaps due to antenna problems or even birds) can also reduce the
timing accuracy, but since the PMU receiver has a known location, it may be possible to “lock” this position so that
an accurate time may be provided even with only one satellite visible.
The required accuracy may not be available in all GPS-synchronized equipment. Even for the equipment that
conforms to IEEE C 37.118-1, this accuracy may not be achieved for the overall system in any practical application
(e.g., in the substation environment). In addition, depending on the implementation approach and equipment used,
the accuracy of the collected data and the reliability of the data availability may differ. Typical GPS-synchronized
devices (e.g. PMUs) are normally very accurate. However, the inputs to this equipment are scaled down voltages
and currents via instrument transformers, control cables, attenuators, etc., collectively referred to as the
instrumentation channel. The instrumentation channel components are typically less accurate. Specifically,
potential and current instrument transformers may introduce magnitude and phase errors that can be magnitudes
of order higher than the typical PMU accuracy. Although high accuracy laboratory grade instrument transformers
are available, their application in the substation environment is practically and economically infeasible.
Synchrophasor data represents the primary (high-voltage) voltages and currents that are obtained by first
transforming the primary voltages and currents to instrumentation level (secondary), and then having the GPSsynchronized equipment digitize the secondary voltages and currents (IEEE PC37.242™: Guide for
Synchronization, Calibration, Testing, and Installation of Phasor Measurement Units (PMU) for Power System
Protection and Control). Assuming an ideal transfer function of the overall instrumentation channel, the primary
voltages and currents are obtained.
The chain of measurement starts from the high voltage or current measurement point and ends at the digital signal
generated by the A/D converter. The devices in between the high voltage or current measurement point and the
PMU are referred to as the instrumentation channel. The purpose of the instrumentation channel is to provide
isolation from the high voltage power system and to reduce the voltages and currents to a standard instrumentation
level. Ideally, it is expected that the instrumentation channel will produce at the output a waveform that will be an
exact replica of the high voltage or current that is scaled by a constant factor. In reality, the instrumentation channel
introduces an error. Specifically, each device in this chain, namely, Instrument Transformers, Control Cables,
Burdens, Filters, and A/D converters, may contribute to some degree to signal degradation. Furthermore, the error
introduced by one device may be affected by interactions with other devices in the channel. It is thus important to
characterize the overall channel error.
Users need to assess the overall accuracy of their selected instrument transformers and GPS synchronized phasor
measurement equipment and the level of inaccuracy injected into the measurements from instrumentation
channels. Sources of error include:




Instrumentation channel characteristics
GPS-equipment characteristics
System asymmetries.

The characterization process is separated into two parts:



Accuracy for power frequency data (fundamental frequency phasors)
Accuracy during transients

More detailed information is provided in (IEEE PC37.242™: Guide for Synchronization, Calibration, Testing, and
Installation of Phasor Measurement Units (PMU) for Power System Protection and Control).

1.5.2 FILTERING REQUIREMENTS AND DESIGN
Measurement based on synchronized phasor estimates was first implemented using a Discrete Fourier Transform
(DFT) of waveform samples that spanned one power line cycle. The repetition rate was 12 phasors/cycle or 720
phasor estimates/second. Reporting measurements at this rate was impractical, so the reporting rate was reduced
to a submultiple of 60 Hz, 10, 12, 15, or 30 frames/second. This reporting rate reduction was first accomplished by
resampling, taking every Nth sample of the full 720/sec measurement rate. Whilst easy to implement, it provides no
protection against aliasing of signals present in the original estimates that are of higher frequency than the
resampling will support. A simple uniform (“boxcar”) filter over an interval twice the length of the reporting period
was used to provide minimal anti-alias filtering. However, this also introduced a slow response and a delay in the
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reporting time. From these initial observations, it was clear that one algorithmic approach would not be sufficient for
all applications of synchrophasors.
The concept of different classes of performance was introduced with the C37.118-2005 standard. In this standard,
classes were differentiated as performance levels 0 and 1. Level 0 had relaxed requirements that allowed a simple
1 cycle algorithm with no filtering and compensation. Level 1 had requirements for greater accuracy as well as
filtering of out of band signals, particularly anti-aliasing.
Since these requirements were described as levels of performance and level 1 was tighter than level 0, in most
respects, users interpreted the requirements as the higher the level, the better the device. Some users were
specifying level 1 when level 0 was more appropriate to their requirements. In the new standard the label “levels”
was changed to “classes” to more accurately reflect the meaning of the difference. Rather than use a number for
the class, a letter was chosen to indicate the type of targeted application. P was chosen for the class of
measurement that would be made with minimal delay. PMUs intended to support protection applications will
generally need minimal reporting delay. M was chosen for the class that requires out-of-band filtering. For PMUs
intended for providing precise measurements the delay is less important than removing interfering signals.
It is recognised that aliased signals can cause severe problems in control systems, so ignoring proper filtering in
favour of minimal delay can be a mistake. Conversely, some applications that are focused primarily on
measurement can be adversely affected by reporting delay. Consequently, these letters are only a reminder of the
differences in performance requirements and might be used as a general guideline in choosing a performance
class, but certainly should not be used without full consideration of the specific application needs. A demanding
application may have performance requirements beyond what is specified for either class. The requirements given
in the standard should be sufficient for most applications, but the system designer should always review them in
light of the specific project and choose the class accordingly.
Signal frequency requirements assure the measurements will be accurate over a range of input frequency. The
variation for P class is ±2 Hz independent of reporting rate (Fs). The range of frequency variation for M class
depends on Fs. The range is ±2 Hz for Fs < 10 frames per second, fps, Fs/5 for 10 fps < Fs < 25 fps, and ±5 Hz for
Fs > 25 fps. A PMU must satisfy these requirements when tested at nominal room temperature, about 23 °C, as
well as at 0 °C and at 50 °C.
The harmonic distortion requirements are as follows:



For P class PMUs, 1% phasor TVE with 1% harmonics from the 2nd to the 50th.
For M class, 1% phasor TVE with 10% harmonics from the 2nd to the 50th.

The required limit on out-of-band interference is 1.3% phasor TVE for M class and none is imposed for P class.
This test measures the ability of the PMU’s anti-aliasing filter to reduce interfering signals that could be aliased by
the reporting rate sampling to another frequency. The interference signal magnitude for the M class is 10%. The
standard defines the interference signal frequencies to be the reporting rate Nyquist frequencies above the nominal
frequency and higher, or the reporting rate Nyquist frequencies below the nominal frequency and lower. These
should include frequencies down to 10 Hz and up to twice the nominal frequency. When measuring the interference
effects on a positive sequence phasor the interfering signal harmonics must be a positive sequence. The need to
make the harmonics a positive sequence is not obvious until one studies the mathematical algorithm for forming
the sequence components from the phase components. It then becomes clear that any non-positive sequence of
the harmonics is eliminated in the computation of the positive sequence phasor. Requirements for the anti-aliasing
filter are that this test should be done with the signal frequency varied around the nominal system frequency over a
range of ±10% of the Nyquist frequency of the reporting rate.
Furthermore, frequency and rate-of-change of frequency should be determined under the same steady state
conditions. These requirements are aligned to the phasor requirements so the tests only need to be run once.
These measurements are only made during the signal frequency, harmonic rejection, and OOB (Out of Band)
interference rejection tests since the other tests do not directly impact frequency.

1.5.3 DYNAMIC REQUIREMENTS
A principal use for synchrophasor measurements is observing power system dynamics. Consequently,
characterizing PMU performance under dynamic conditions is important. Dynamic PMU testing had been
established using modulated signals and step tests (Martin, Faris, & Hauer, April 2006), (Hu et al, Dec. 2012). As
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the tests should also reflect phenomena that might be observed in the real power system, they are simplified to
modulation, ramp, and step tests. Consider that the phasor measurement process produces an estimated phasor
value for the basic power signal, a sinusoid at a nominal frequency of 50 or 60 Hz. This basic signal can be above
or below nominal frequency based on the generation-load balance as well as any deviation due to dynamic effects
such as oscillations and switching. The phasor value reflects the instantaneous value of the sinusoid in terms of
amplitude and phase angle. Thus, a synchrophasor is a snapshot (sample) of the power system sinusoid at a
particular instant of time. As with any sampled data system, the individual samples reflect the system at an instant
of time and the sample rate is subject to the Nyquist criteria for capturing signals at various frequencies.
A synchrophasor is an estimate taken from samples of the waveform. The Nyquist criterion for the representation of
a sampled waveform requires that the sampling rate must be greater than or equal to twice the highest frequency
component of the waveform. This is addressed by limiting the dynamics over which a PMU will be tested. With
limited dynamics, the signal will change nearly linearly across a short measurement window. If the change across
the window is nearly linear and the estimation algorithm is symmetrical, the phasor estimate will closely represent
the actual phasor value at the centre of the window. Thus the most common estimators using a time-tag at the
centre of the sampling window can meet the dynamic requirements included in the standard.

1.5.4 PMU SYSTEM INTEROPERABILITY TESTING AND CALIBRATION
The importance of proper PMU testing and calibration for ensuring the global performance of a Wide Area
Monitoring Protection and Control (WAMPAC) system has been well recognized by the industry (Hu et al, Dec.
2012). A WAMPAC system is quite different from many standalone protection and control devices that are operated
using only local measurements. For those standalone devices, inconsistency of performance between different
devices may be acceptable. However, inconsistency between the measuring devices of a WAMPAC system will
directly affect the global performance of a large scale wide-area monitoring, protection and control system.
Using only a single vendor’s products may be a simple solution to assure consistency between all of the measuring
devices; however, large-scale WAMPAC systems are typically destined to be multi-vendor systems. Some
WAMPAC systems might target specific applications that use just a few PMUs, which may be sourced from only
one vendor. However, when these systems gradually add more wide-area monitoring, protection and control
applications and the number of PMUs increases, it may no longer be possible for these WAMPAC systems to use
PMUs from a single vendor only. This could be the result of a number of causes, such as following an open bid
policy; concerns over a type fault being a source of common mode failure; the asset/equipment procurement
process; selecting new PMU products based on cost, features or performance; or any combination of thereof.
This is particularly true for large-scale WAMPAC systems that are deployed by multiple entities, or are formed by
integrating several smaller WAMPAC systems that were deployed by different entities, which would most likely lead
to these systems using PMUs from different vendors.
Interoperability testing should provide characterization of PMU measurements under a wide variety of conditions
that represent the majority of possible deployments. However, this may not always be possible if certain specialized
deployments require specialized tests that will only be performed for PMUs that will experience these specialized
conditions. Furthermore, documentation should be provided by any vendor claiming compliance with the
C37.118.1-2011 Standard that includes at least the following information:







Performance class
Measurements that meet this class of performance
Test results demonstrating performance
Equipment settings that were used in testing
Environmental conditions during the testing
Error analysis if the verification system is based on an error analysis as called for above

Compliance certification is by PMU and class of performance. All signals supplied under a particular class of
service must meet the compliance requirements under the specified class of service to qualify the PMU as
compliant. As with other power system protection and control devices, each PMU must undergo various types of
tests to verify their reliable and suitably accurate operation. These tests include: a thorough conformance test,
which typically includes electrical, environmental, mechanical, and performance conformance tests for each new
model of PMU; Factory acceptance tests, which verify that a manufactured product performs as designed; Field
acceptance tests (commissioning tests); and periodic maintenance tests, which verify that PMUs are configured
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and perform as desired in the particular installation. The tests should follow the requirements and procedures of the
relevant international, national and industrial standards and guidelines, where applicable.
When considering the interoperability of the PMUs that are deployed as part of WAMPAC, it is important that
factors other than measurement performance, as demonstrated through C37.118.1 compliance, are considered
and suitably documented. These include: the proper implementation of the C37.118.2 standard, the output formats
offered by the device (e.g. the number of bits and the number types offered), the reporting rates available, the
compatible transport layer protocols (e.g. TCP and UDP), compliance with IEC 61850-9-2 and other relevant IEC
standards.
The PMUs installed as part of a WAMPAC system must satisfy some unique requirements:




High accuracy of time synchronization of the measurement results and time tagging.
Unified performance of all PMU units installed as part of the WAMPAC system.
Interoperability of PMUs and other WAMPAC components, such as Phasor Data Concentrators (PDCs).

These unique requirements demand a comprehensive set of functional performance, conformance and
interoperability tests to be conducted. These tests must employ a well-defined test approach to allow the consistent
application of the tests when verifying that the performance of a PMU is satisfactory and that products from
different vendors can be properly integrated into the same WAMPAC system. The conformance and functional
performance tests are discussed in detail here as they must deal with several unique requirements for PMUs and
other SMUs. The conformance tests are designed to verify whether the PMU meets the requirements of C37.118
for class P or class M under steady-state, transient and dynamic power system conditions. The measurements
from different PMUs should be comparable and common tests for instrumentation should include linearity,
bandwidth, response time, settling time, overshoot, noise, and distortion. Linearity is tested using steady-state
tests. Bandwidth measurement compares the output with the input for varied frequencies. For this test, the input
power signal is modulated in phase and/or amplitude. Response time and overshoot are tested using a step
change in the input amplitude or phase to study how quickly the PMU responds and how far it goes beyond the
final value. When defining the response time of a synchrophasor estimator the settling time of the filtering function
is included in the response time, as the overall response time is the most important parameter. Noise and distortion
are included in the overall assessment by using the worst case TVE encountered during testing as the test result.
For other standard tests, such as electrical, environmental and mechanical tests, the relevant international,
national, and industrial standards and guidelines should be followed (IEEE PC37.242™: Guide for Synchronization,
Calibration, Testing, and Installation of Phasor Measurement Units (PMU) for Power System Protection and
Control).
The test equipment used to perform the tests will generally be in one of the following categories:




Full-featured calibration laboratory equipment: Specialized test instruments developed and adapted
specifically for PMU testing. These will be systems made from general or specially developed hardware,
hand-tuned and controlled for testing. This setup will be equipped with the best possible clock reference
and precise, time synchronized, waveform generation devices. Design and documentation of the collective
test system must demonstrate traceability to National Standards. Synchrophasor standards require
uncertainty less than 25% of the allowed error. However, it is generally recommended that uncertainty of
test equipment should be less than 10% of the allowed error (e.g., if a TVE of 1% is allowed for a PMU, the
test setup used to examine the accuracy of that PMU should have traceable uncertainty of better than
0.1%).
Standard test equipment: General purpose test equipment that can be used to test PMU functions. It
should be 4 to 10 times more accurate than the test tolerance, but this will vary depending on the
circumstance. These test setups may be used in a laboratory or field location. They must be calibrated
against a standards laboratory, which will have the full-featured test equipment and calibration method well
defined and repeatable.
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1.6

Communication interface

WAMS (Wide-Area Monitoring Systems) have been traditionally deployed according to hierarchical architectures
based on distributed sensors organized on several network layers and a wide variety of data acquisition,
transmission, concentration and processing technologies. A typical WAMS architecture is depicted in Figure 7
(Terzija et al, Jan 2011). It is based on the following main components: PMUs, Phasor Data Concentrators (PDCs)
(whose number depends on the system requirements), application software and communication networks.
Analysing this figure, it is worth observing that phasor information and other variables are collected from the power
network by PMUs and forwarded over different communication media to PDCs. These PDCs then forward a
selected subset of this information to the “Super PDC”, which is connected to the monitoring centre and has the
capability to store and analyse the measurement data. The super PDC may be housed in a data centre, a phasor
data processing centre, or a System Control Centre (SCC). The WAMS applications can be run directly at this
level, along with the Data Archiving functionalities.

Figure 7 : Generic architecture of a Wide-Area Monitoring System (note that instead of PDC, the
expression Data Concentrator is used).
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The communication architecture of WAMS can be classified into three layers (Deng, Lin, Phadke, Shukla, & Thorp,
2012) (Gajrani, Sharma, & Bhargava, November 2012):






Substation local-area networks (LAN): PMU equipped substations integrate basic measuring devices,
like PMUs, digital relays, and Intelligent Electronic Devices (IEDs), using LAN. Since the volume of the data
exchanged by these devices is modest, they are connected by the standard shared media access
Ethernet. The adopted communication protocols are defined according to the IEC 61850 standard (Kalam
& Kothari, 2010). This standard defines the mapping of data models to a series of standard protocols as far
as manufacturing message specification, generic object-oriented substation events, and sampled
measured values are concerned. All these protocols can run over an Ethernet protocol directly as the
transmission bandwidth available on a gigabit Ethernet can guarantee the 4 ms response time required by
certain time critical applications (Deng, Lin, Phadke, Shukla, & Thorp, 2012).
High-performance regional networks: These are used to interconnect several distributed PMUs and a
single PDC. These networks may be managed by an independent network operator and dedicated to the
task of data exchange for the power system utility. The data sent to a PDC may be used for defining
regional control actions and then transferred to the “Super PDC” by a wide-area fibre-optic network.
Wide-area fibre-optic networks: These represent the highest level of communication architecture and,
consequently, they are the most congested networks. All of the phasor data acquired by the PMUs should
be uploaded to the centralized system-monitoring centre. Since the data volume will increase as the
number of PMUs increases, the communication backbone that supports the PDCs represents a
communication bottleneck for the WAMS architecture.
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2
Benefits of Synchrophasors to the Protection and Control of Power
Systems
System Integrity Protection Schemes (SIPS) are one of the most promising avenues for exploiting the wealth of
data generated by PMU equipped WAMPAC systems.
This chapter describes:
(1) Introduction to SIPS
(2) SIPS architecture
(3) Practical examples of opportunities for PMU enabled Wide Area Protection
(4) SIPS based on synchronized measurement technologies

2.1

Introduction to SIPS

The stiff competition in the power utility business has forced many utilities to balance cost and reliability. The
market has placed strong demands on the utility for reduced prices but refuses to tolerate a deterioration in the
quality of service provided.
In developed countries, the supply of electricity underpins all aspects of social, commercial and industrial activities
and is one of the most vital elements of a nation’s infrastructure. An interruption to the supply of electricity can
cause huge losses, for various stakeholders; therefore, it must be avoided.
In order to minimize the risk of large disturbances and blackouts, system-wide protection schemes have been
designed with the assistance of modern technologies to preserve system integrity during adverse conditions.
The following are some examples of the objectives of system-wide protection/control schemes:
Overload mitigation
System separation for transient stability
Load rejection
Under Voltage load shedding
Under Frequency load shedding
Detection/shutdown of islanded network
Over Frequency tripping of unloaded generators
Improvement of power transmission to increase total transfer capability
Improvement of system stability under the large deployment of renewable energy resources
Maximize the capability of apparatus (the thermal limit of apparatus).
These schemes generally contribute to the integrity of the power system or strategic portions thereof. Therefore,
they are defined as System Integrity Protection Schemes (SIPS). One of the distinguishing features of SIPS from
other protection is the fact that the actions taken by a SIPS will go beyond isolating the faulted element and will
seek to preserve the stability, security, and/or integrity of the entire power system. Furthermore, a SIPS will usually
monitor elements of the system that it does not control, e.g. a SIPS may monitor the power flow on the
transmission lines in a certain boundary, but in the event that these lines are at risk of a cascade thermal overload,
will trip suitable generation assets in the local area to prevent the cascading thermal overload of the protected
lines. SIPS are a category of protection schemes that are designed to protect the integrity of the power system
from losing its stability, to maintaining overall system connectivity, and/or indirectly to avoiding serious equipment
damage during major events.

2.2

SIPS architecture

Considering the objectives of SIPS, they may require multiple detection and actuation devices spread over a wide
area and the use of supporting communication facilities. In this report, we focus on SIPS that are covering a wide
area instead of those SIPS that have only a local scope.

2.2.1 SIPS FOR LOCAL TRANSMISSION SYSTEM
In this type of SIPS, all sensing, decision-making and control devices are typically located within one transmission
substation. Operation of this type of SIPS generally affects only a single small power company, or portion of a
larger utility, with limited impact on neighbouring interconnected systems. This category includes SIPS with impact
on generating facilities.
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2.2.2 SIPS FOR SUBSYSTEM
SIPS of this type are more complex and involve sensing of multiple power system parameters and states.
Information can be collected both locally and from remote locations. Decision-making and logic functions are
performed at one location. Telecommunication facilities are generally necessary for both collecting information and
initiating remote corrective actions. The operation of a SIPS of this type has a significant impact on an entire large
utility or balancing authority area that consists of more than one utility, transmission system owner or generating
facility.

2.2.3 SIPS FOR SYSTEM WIDE
SIPS of this type are the most complex and involve multiple levels of arming, decision-making and
communications. These types of schemes collect local and telemetry data from multiple locations and can initiate
multi-level corrective actions consistent with real-time power system requirements. These schemes typically have
multi-level logic for different types and layers of power system contingencies or outage scenarios. Operation of a
SIPS of this type has a significant impact on an entire interconnected system or a major portion thereof, comprising
multiple balancing authority areas, possibly including international impacts.

2.3

Practical examples of SIPS

2.3.1 TRANSIENT STABILITY CONTROLLER
The Failure Extension Protection System (FEPS), depicted in Figure 8, is an example of a wide area protection
scheme (in the above classification the “SIPS for system wide”) that has been introduced in Japan (Usui, 2006),
which is tasked with providing predictive out-of-step protection.
This system consists of data terminals that are installed in geographically scattered locations and a central unit that
is responsible for the computation and control tasks that implement the failure extension protection.
The execution of the SIPS that has been deployed in Japan follows the following steps:
-

Observation of system status – this step continuously monitors power system conditions whilst storing
the preceding system conditions, computations for system stabilization are triggered when a fault is
detected.

-

Computations for system stabilization – this step determines the suitable control (generator(s) to be
controlled and extent of control) using computations performed upon the detection of a fault.

-

Implementation of system control – this step executes the control actions, such as generator shedding.

Figure 8 : Example of the “On-line Behaviour-assumption” Type FEPS
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2.3.2 Emergency control for large hydro power plant automation
This is an example of a SIPS for system wide, tasked with preventing power system instability, that has been
introduced in Russia (Grobovoy, 2006).
This system consists of multiple Wide Area Detection Systems (WADS) and Control Action Devices (CAD). WADS
detect power system events such as the three-pole opening of a transmission line, unsuccessful auto-reclosing,
failure of auto-reclosing, etc.
The event detections are used as inputs to the CAD. The CAD then selects from a combination of control actions,
such as generator rejections and remote load shedding, depending on the power flows in the supervised segment
of transmission system and the action to be undertaken.
One of the three basic functions performed by the CAD consists of receiving information about the power network
parameters then validating and mapping this information. The next basic function is the storage of the sets of
control actions, such as dynamic braking, generator rejection and remote load shedding, the lists of the possible
states of the power network and the total power flows in the reviewed area sections of the power system. The table
of decisions (decision making logic) establishes a relationship between the initial inputs to the SIPS, the structure
of the transmission system, and the sets of control actions. The next basic function consists of scanning the inputs
and forming control actions in accordance with the current state and the total power flows in the reviewed sections
of the power system.
This system uses Digital Fault Recorders (DFRs). The DFRs are equipped with a GPS-clock so that they are able
to perform the functions of a Phasor Measurement Unit (PMU). Figure 9 shows a pictorial representation of prefault information collection and WADS (A) and control actions dispensed (B).
In Figure 9, TM is telemetry; TI is tele-indication; GR is generator rejection; DB is dynamic braking; RLS is remote
load shedding; NET is power network and HPP is hydro power plant.

(A)

(B)

Figure 9 : Pictorial representation of pre-fault information collection
2.4

SIPS based on synchronized measurement technologies

Several organizations have proposed the use of PMUs, or other synchronised sampling devices, as the basis for
novel SIPS. PMUs could serve as a data acquisition tool for the SIPS to provide real-time data.
The clock of a PMU is synchronized using GPS and it allows the data generated by the PMU to have very accurate
time stamps attached to it. Like any other application, a SIPS could receive this time stamped data from a PDC to
analyse system disturbances and initiate appropriate remedial actions. An example of the support PMUs could
provide to SIPS, is their ability to provide synchronised phase angle measurements from remote locations in the
system.
Below is typical structure of a SIPS that utilizes PMUs and for further information see (C4).
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Figure 10 : Structure of SIPS utilising PMUs
2.5

Oscillatory Stability Monitoring

Electro-mechanical oscillations are an unfortunate inevitability in the existing interconnected power systems and
they occur when the rotor of different generator sets oscillate with respect to each other. The oscillatory energy is
exchanged between generator machines through the transmission system. The effect of the oscillations can be
observed in a number of ways, including the rotor velocity of a generator rotor and the power flow in the network.
The variations in the rotor speed places additional strain on mechanical elements of the power plant, which will
lead to fatigue and accelerate their failure. The oscillations in the power flow will have a significant impact on the
operating margin of transmission lines as it will superimpose additional power flow onto the steady state power
transfer. This will serve to reduce the secure operating limit of the line, effectively reducing the capacity of the link,
and make system operation more difficult. Therefore, it is essential that a system operator is able to monitor the
oscillations in the power system.
A traditional strategy for monitoring oscillations is to utilize a power signal (for instance, the power perturbation) that
can be defined using the following formula:

P  V  I  cos
where:
V – System voltage, I – System flowing current, δ – Phase angle between V and I
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The signal of a power perturbation is determined by measurements of both voltage and current and can sometimes
become very noisy. In contrast, a synchronized phasor angle, based on PMU data, provides a much cleaner signal
for oscillation analysis. Figure 11 shows an example of the oscillatory frequency spectra.

Figure 11 : Frequency spectra of power system oscillation
In addition, the mode shape of the oscillatory frequency can be obtained based on PMU data to identify the
contribution of generator groups to the oscillation, as shown in Figure 12.

Figure 12 : Mode shape at a certain oscillatory frequency
Oscillatory stability analysis can be carried out based on PMU data. It aims to extract system modes (including
oscillatory frequency and the damping of the power system) in real-time based on long term analysis and shortterm analysis. The results from the long-term analysis are obtained based on a long analysis window (1-3 hours),
as shown in Figure 13 and are used for strategic planning due to their greater consistency..
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Figure 13 : Daily variation of oscillatory frequency and damping values
In order to respond to the fast changing nature of a power system, short-term analysis is required to extract the
system modes based on a short analysis window (5-10 minutes). These results are utilised to alarm system
operators to the presence of dangerous oscillatory modes with poor damping (Ledwich & Palmer, Modal estimates
from normal operation of power systems, 2000), (Ledwich, Geddey, & Oshea, Phasor measurement Units – for
system diagnostic and load identification in Australia, 2008) & (Zhang & Ledwich, 2003).

2.6

Wide-area Voltage Stability Monitoring, Instability Detection and Control

2.6.1 OVERVIEW OF VOLTAGE STABILITY MONITORING
Synchronised phasor measurements (Phadke & Thorp, Synchronized Phasor Measurements and Their
Applications, 2008), high-speed communication infrastructures, and powerful computational facilities are the core
WAMPAC technologies. In combination they offer the opportunity to create a comprehensive solution for wide-area
voltage stability monitoring, instability detection, and control. The potential financial benefits of WAMPAC
deployment for voltage stability monitoring are related to congestion management (more accurate computations of
available margins for voltage stability limited systems) and reducing the risk of catastrophic blackouts (and
extensive societal and economic costs associated with such an event).
Figure 14 illustrates a general framework for wide-area voltage stability monitoring, instability detection and control.
As shown in the figure a comprehensive solution should, in principle, include the following tasks:
1.

Collection and pre-processing of measurements;

2.

Computation of an appropriate voltage stability index that quantifies the degree of stability;

3.

Voltage instability detection through comparison of the chosen index with thresholds;

4.

Voltage instability control through corrective actions.

Figure 14 also refers to the use of preventive control to enhance voltage stability, event-based corrective controls
(activated by specific System Integrity Protection Schemes – SIPS – that do not rely on phasor measurements),
and the need to continuously present results to the system operator in the control centre.
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Figure 14: General framework for wide-area voltage stability monitoring, instability detection
and control
2.6.1.1

Measurement collection and pre-processing

Information about the current system operating conditions is obtained from measurements collected across the
system. A Supervisory Control And Data Acquisition (SCADA) system, Phasor Measurement Units (PMU),
Intelligent Electronic Devices (IEDs) or a combination of these can be used.
Traditional SCADA systems gather system-wide data at a rate of 2-10 seconds and usually provide measurements
such as voltage magnitudes, active and reactive power flows and injections requiring further processing to obtain
the system state information.
On the other hand, PMUs are GPS time-synchronized instruments that measure voltage and current phasors.
When supported by a fast communication infrastructure, these devices gather system-wide data at much higher
rate (10-120 samples/second) than traditional SCADA (Phadke & Thorp, Synchronized Phasor Measurements and
Their Applications, 2008). PMUs are high-precision instruments, time-synchronized with a precision of less than
1μs and magnitude accuracy of better than 0.1%, although the overall accuracy of the PMU data is limited by that
of the current and potential transformers, transducers, etc. as well as by the ability to adjust the digital signal
processing to rapid changes in frequency conditions. PMUs are thus able to provide successive system state
“snapshots” at a higher rate than SCADA (Phadke & Thorp, Synchronized Phasor Measurements and Their
Applications, 2008). In principle, detecting long-term voltage instability does not require a “high” rate (i.e. one index
computation every second seems reasonable), whilst a high rate is mandatory when dealing with short-term
voltage instability.
Measurement pre-processing includes the following tasks:
1. recognize data drop-outs and false zero values,
2. account for and filter the inevitable errors in the measurements as well as “noise” introduced in to the
measurements by system dynamics that are nor directly linked to voltage instability (short-term dynamics,
low frequency electromechanical oscillations, etc.).
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Pre-processing may also consist of deriving quantities that are not directly measured, e.g. transforming phasors
into the network reference frame.
One possibility to filter the gathered measurements is to resort to a state estimator (nonlinear in the case of
traditional SCADA and linear if only PMUs are used, or a hybrid).

2.6.1.2

Computation of the selected voltage stability index

The voltage stability index reflects the degree of system stability. It has to be chosen so that it accurately reflects
the phenomena that are directly linked to voltage instability in the power system of concern. However, for the index
to be useful in practice it is important that it be simple and practical. To this end, a wide variety of voltage stability
indices have been proposed (Van Cutsem & Vournas, Voltage Stability of Electric Power Systems, 1998), (Taylor,
Power System Voltage Stability, EPRI Power System Engineering Series, 1993), (Canizares (Editor/Coordinator),
2002), (Hatziargyriou & Van Cutsem (editors), 1994), (Andrade & Vale, 2011) & (Vale, Ribeiro, Chaves, Silva, &
Andrade, 2011). Many of these indices were aimed at being computed for the operating point estimated by a
SCADA-based state estimator, whilst others were devised with phasor measurement technology in mind. A new
method from Brazil consists of real time determination of the Thevenin load seen by the monitored bar, then
calculating the ratio between the equivalent line and load impedance and producing the index indicating the
proximity of the operating point over the Voltage Security Margin boundary (Vale, Ribeiro, Chaves, Silva, &
Andrade, 2011). Its goal is to work in the preventive control conducted by teams from the Electrical Systems
Control/Operation Centres.
New technological solutions will only truly benefit the system if algorithmic developments are also made, these
developments can follow one of two paths:
1. Adaptation of existing voltage stability assessment techniques, which were not developed to take
advantage of the new technological solutions and as such require adaptation to the new conditions;
2. Development of new algorithmic solutions with the aim of taking advantage of the newly available
information and produce a synthetic indicator of stability conditions.
Furthermore, new or adapted algorithmic solutions should be scalable so that they can exploit the amount of
information that WAMPAC will make available, i.e. move from an environment with a limited number of low
frequency observations to on that is rich with high frequency observations from across the system, and should be
adaptive with respect to changing system conditions.
If computing the chosen voltage stability index requires the system model and network topology (model-based
monitoring) then the latter must be included in the scheme and updated at an adequate rate using the gathered
measurements. Static system models are considered satisfactory for long-term voltage stability monitoring (Van
Cutsem & Vournas, Voltage Stability of Electric Power Systems, 1998), (Taylor, Power System Voltage Stability,
EPRI Power System Engineering Series, 1993), (Canizares (Editor/Coordinator), 2002) & (Hatziargyriou & Van
Cutsem (editors), 1994) and the necessary level of detail varies from one voltage stability index to another, and
also depends on the prevailing system conditions and characteristics. Alternatively, it is also possible to assess
voltage stability in a more approximate manner through indices that are calculated based on only the available
measurements (model-free monitoring).
The computation of a chosen voltage stability index can be complemented with the stored results of off-line studies
and observations. For some heuristic indices, the latter can help in selecting an appropriate alarm threshold.

2.6.1.3

Control centre visualization and alarms

It is proposed that voltage stability monitoring should include proper presentation of results to system operators in
the control centre (Overbye, Sauer, DeMarco, Lesieutre, & Venkatasubramanian, 2010). These visualizations and
alarms have to be easy to interpret and intuitive. The following options could successfully fulfil this requirement:




the time evolution of the computed stability index,
off-line computation of nomograms and using PMUs to track the current operating state within the
nomograms,
visualization using Geographical Information Systems (GIS) and/or one-line diagrams.
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2.6.1.4

Relationship with Voltage Security Assessment

It may be appropriate to recall the respective roles of Voltage Security Assessment (VSA) and voltage stability
monitoring.
VSA aims to answer hypothetical “what if” questions, by considering the impact of likely contingencies on system
security, in particular voltage dynamics. An on-line VSA tool can be used in the control centre to measure the
distance to insecure operation at a specific point in time. This may take the form of nomograms showing the region
of secure operation, i.e. the region of the space of operation variables within which the system will respond in a
satisfactory manner to any of the predefined contingencies. Alternatively, for voltage stability issues, the above
distance can be identified on PV or QV curves, usually relative to post-contingency operating conditions.
Voltage stability monitoring, and its variants based on synchronized phasor measurements, aims at detecting an
impending instability. Here, the operating conditions prevailing after an effective weakening of the system are of
concern, not those that would result from a likely but still hypothetical disturbance as considered in preventive
security assessment.
Three types of system weakening are of concern in long-term voltage stability:
1. outage of transmission equipment increasing the electrical distance between generation and load centres;
2. outage of generation near loads causing additional active power flow from remote generators, the loss of
reactive power production near loads, and the disappearance of a voltage-controlled point;
3. load increase that cannot be accommodated by the system, possibly due to a weakening of the former two
categories.
The vast majority of voltage instability incidents experienced by power systems have pertained to the first two
categories, as such these should be the focus of wide-area voltage stability monitoring (load increases are
considered when determining security margins in VSA).
Besides their main application to emergency detection, PMUs can also prove useful in some preventive aspects:




by improving the accuracy and reliability of state estimation, which, in real-time applications, provides the
base case (initial, pre-disturbance) operating point for contingency analysis;
by providing some distance to instability through the difference between the voltage instability index and its
alarm threshold;
by allowing superior tracking of the system operating point within pre-determined security boundaries.

2.6.2 OBJECTIVES, CHALLENGES AND PROMISES OF WIDE-AREA VOLTAGE STABILITY
MONITORING
One issue is how synchronized phasor measurements can be used to anticipate the development of voltage
instability. This could serve as an early warning signal for operators or, even better, at the heart of an advanced
SIPS.
By way of illustration, the curves in Figure 15 show unstable voltage evolutions following a three-phase fault, which
was cleared by permanently opening the faulted transmission line. They relate to the test system used in (Glavic &
Van Cutsem, Wide-Area Detection of Voltage Instability from Synchronized Phasor Measurements. Part I:
Principle, and Part II: Simulation Results, Aug 2009). The initial operating point is insecure, with respect to the
considered disturbance. The three curves relate to various proportions of induction motor load.
The curve with no motor load shows a case of long-term voltage instability leading to collapse in a just under 2
minutes after the fault occurred. The system evolves under the effect of Over Excitation Limiters (OELs) and Load
Tap Changers (LTCs). The relatively slow degradation that occurs prior to the final collapse indicates the potential
for using the transmission system voltage to trigger corrective actions, such as undervoltage load shedding. UVLS
acts when the voltage stays below a threshold lying typically between 0.85 and 0.95 pu, depending on the specific
nature of the system (Leelaruji, Vanfretti, & Shoaib Almas, Voltage Stability Monitoring using Sensitivities
Computed from Synchronized Phasor Measurement Data, 2012), (Moors, 2003) & (Vournas & Karystianos, Load
Tap Changers in Emergency and Preventive Voltage Stability Control, 2004). Load curtailment takes place after a
delay of at least 2 to 3 seconds so as to leave time for the voltage to recover after fault clearing (i.e. to avoid
reaction to a transitory undervoltage after a properly cleared fault) (Vournas & Karystianos, Load Tap Changers in
Emergency and Preventive Voltage Stability Control, 2004).
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Figure 15: Unstable voltage evolutions following a disturbance for varied percentages of
induction motor load (cases considered are: 0, 30 and 70 % of load from induction motors)
In such an instability scenario, the objective of an advanced voltage instability detection would be to detect the
onset of the instability itself, rather than its consequences. Standard SIPS based on fixed voltage thresholds could
then be replaced by adaptive schemes, i.e. schemes that would trigger emergency actions at time instants dictated
by the instability condition itself and not in response to its consequences. This would also yield an unambiguous
identification of instability that could, for instance, distinguish between an unstable voltage evolution from a low but
stable voltage situation.
In Figure 15, the curve obtained for 30% of induction motor load shows a much more severe situation, in which the
voltage stays at a rather high value before collapsing. This is due to induction motors stalling as a result of the loss
of voltage support from generators that have been switched by OELs due to field current limits. In this situation, the
voltage decline is so fast that one cannot envisage a SIPS that solely monitors voltage being capable of detecting
the instability condition. Indeed, the protection should react to the voltage decline in a much shorter time than the 2
to 3 second delay applied to UVLS action to allow voltage recovery after a fault is cleared. In this case, even more
than in the previous one, it is crucial to anticipate the instability before it shows its effects.
Finally, the leftmost curve in Figure 15 depicts short-term voltage instability, which occurred because the induction
motors could not re-accelerate after the fault was cleared (Van Cutsem & Vournas, Voltage Stability of Electric
Power Systems, 1998) & (Taylor, Power System Voltage Stability, EPRI Power System Engineering Series, 1993).
So far, few publications have been devoted to the fast detection of short-term voltage instabilities, other than by
monitoring low voltage and/or slow voltage recovery (Halpin, Harley, Jones, & Taylor, 2008). It remains a
challenging application for synchronized phasor measurements.
Because monitoring voltage magnitudes is simple and cheap, the performance of any more advanced voltage
instability detection should be compared to that simple voltage check to confirm the benefit of the increased
complexity in terms of the ability to anticipate voltage instability. Some publications describe indices that, whilst
capable of identifying unstable voltage conditions, only alarm the operator when the system voltage has fallen to a
level that a simple voltage check would already have alarmed for.

2.6.3 VOLTAGE INSTABILITY DETECTION METHODS
Voltage instability detection usually involves comparing the computed value of a stability index with a pre-defined
alarm threshold.
Voltage instability detection methods can be categorized in to the following branches: local (Vu, Begovic, Novosel,
& Saha, 1999), (Smon, Verbic, & Gubina, 2006) versus wide-area measurement (Vournas & Sakellaridis, 2007) or
synchronized (Milosevic & Begovic, 2003) versus non-synchronized (Bao, Huang, & Xu, 2003) approaches. The
idea behind these categories is on how the accumulated measurement information is used. To have complete
system awareness, it appears that the entire power system state needs to be reconstructed from synchrophasor
measurements and other data (Glavic & Van Cutsem, Investigating state reconstruction from scarce synchronized
phasor measurements, 2011), or that different indices for different system components need to be computed to
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determine instabilities (Milosevic & Begovic, 2003). Nevertheless, majority groups of the proposed PMU-based
voltage instability detection methods rely upon the search of singularity of the Jacobian matrix (e.g. (Glavic & Van
Cutsem, Wide-Area Detection of Voltage Instability from Synchronized Phasor Measurements. Part I: Principle, and
Part II: Simulation Results, Aug 2009), (Hiskens & Gong, 2006), (Venkatasubramanian, Liu, Liu, Zhang, &
Sherwood, July 2011) & (Leelaruji, Vanfretti, & Shoaib Almas, Voltage Stability Monitoring using Sensitivities
Computed from Synchronized Phasor Measurement Data, 2012)) and the construction of Thevenin equivalent (e.g.
(Corsi & Taranto, A real time voltage instability identification algorithm based on local phasor measurements,
2008), (Julian, Schulz, Vu, Quaintance, Bhatt, & Novosel, July 2000) & (Larsson, Rehtanz, & Bertsch, 2003)). In
addition, a comprehensive survey of voltage instability detection methods and extended list of references can be
found in (Glavic & Van Cutsem, A Short Survey of Methods for Voltage Instability Detection, July 2011).
Regardless, one of the ultimate goals of WAMPAC systems is beyond detecting an emergency state but aiming to
prevent an evolution of voltage instability that leads to system disruption.
Figure 16, derived and slightly modified from (Glavic & Van Cutsem, A Short Survey of Methods for Voltage
Instability Detection, July 2011), offers an overview that categorizes a sample of the proposed approaches (indices)
for voltage instability detection based on wide-area measurements. This survey of methods is not exhaustive,
although it is intended to be representative of a large part of the literature.

Figure 16: Voltage instability detection methods
The methods are first grouped according to their use of non-synchronized or synchronized measurements,
respectively (Glavic & Van Cutsem, A Short Survey of Methods for Voltage Instability Detection, July 2011).
The methods using non-synchronized measurements include: decision trees, reactive power reserves monitoring
and voltage magnitudes at selected system buses.
Decision trees are built offline on the basis of a learning set and a list of candidate attributes can be used in realtime to quickly assess any new operating state, in terms of the values of its test attributes (Vav Cutsem, Wehenkel,
Pavella, Heilbronn, & Goubin, 1993). The latter are readily available from real-time measurements.
Reactive power reserves are generally a sensitive indicator of voltage stability conditions (Taylor & Ramanathan,
BPA Reactive Power Monitoring and Control Following the August 10, 1996 Power Failure, 1998) & (Leonardi &
Ajjarapu, 2013). This method essentially monitors the reactive reserves that are available at key generators and
other reactive power sources identified through extensive off-line simulations. A problem lies in the identification of
Page 38

Wide Area Protection & Control Technologies
effective reactive power reserves, taking into account that reactive power must be close to the affected area to be
effective.
Voltage magnitude is the simplest indicator of deteriorating voltage conditions (Van Cutsem & Vournas, Voltage
Stability of Electric Power Systems, 1998), (Taylor, Power System Voltage Stability, EPRI Power System
Engineering Series, 1993), (Canizares (Editor/Coordinator), 2002) & (Hatziargyriou & Van Cutsem (editors), 1994).
However, it has fundamental limitations that prevent its success, see Section 2.5.2 for a discussion of these
limitations.
Although the above methods have been discussed in the context of non-synchronized measurements, in principle
all of them could be in conjunction with synchronized measurements (Diao, et al., 2009).
Various methods have been derived that use synchronized measurements and a Thévenin impedance matching
condition. This condition applies to a simple two-bus system and identifies the maximum load power point as the
point where the load and Thévenin impedances are equal in magnitude (Van Cutsem & Vournas, Voltage Stability
of Electric Power Systems, 1998), (Taylor, Power System Voltage Stability, EPRI Power System Engineering
Series, 1993), (Canizares (Editor/Coordinator), 2002) & (Hatziargyriou & Van Cutsem (editors), 1994). The Voltage
Instability Predictor (VIP) is one such method based on recursive measurement processing that identifies the
equivalent Thévenin impedance of the system from the perspective of a single load bus. Several extensions of VIP
were derived (Vu, Begovic, Novosel, & Saha, 1999), (Corsi & Taranto, A real-time voltage instability identification
algorithm based on local phasor measurements, 2008), (Larsson, Rehtanz, & Bertsch, 2003), (Parniani, Chow,
Vanfretti, Bhargava, & Salazar, 2006), (Milosevic & Begovic, 2003), (Warland & Holen, 2002) & (EPRI Technical
Report, Measurement Based Wide-Area Voltage Stability Monitoring No. 1017798, 2006). For instance, the socalled “corridor VIP” was proposed in (Vu, Begovic, Novosel, & Saha, 1999). This VIP extension avoids the
processing delay of the recursive least-square estimation used in VIP, by taking synchronized measurements at
both ends of a transmission corridor yielding a wider-area view. After grouping all the lines of the corridor into a
virtual link, the parameters of the latter are estimated from measurements taken at both ends. The VIP extension
known as VIP++, introduced in (Warland & Holen, 2002), takes advantage of the availability of synchronized
measurements at several load buses. Other extensions include load identification (Parniani, Chow, Vanfretti,
Bhargava, & Salazar, 2006), and load representation by appropriate equivalent (Warland & Holen, 2002). VIP and
its extensions are able to provide information about the voltage stability of a small, radial part of the system. A
wide-area extension of this concept has been recently introduced, assuming a synchronized measurement rich
configuration (with a PMU placed at every generation and load bus) and combining VIP with information on the
status of each generators reactive power capability.
Relying on the fact that the power flow Jacobian matrix is singular at the point of collapse, (Overbye, Sauer,
DeMarco, Lesieutre, & Venkatasubramanian, 2010) proposed the use of singular value decomposition of a
measurement matrix to yield a model-free method that uses synchronized measurements from several locations
spread over the system. This matrix, updated each time a new measurement sample is collected, is formed so that
each column includes the measured values provided at a given time by the various PMU devices, and the various
columns correspond to successive times. The largest singular value of that measurement matrix is used as voltage
stability indicator.
The multi-port Thévenin equivalent extension attempts to preserve generators and loads in the region of interest
instead of lumping all generators and all but one of loads into a single-port equivalent. The so-called L-index
proposed in (Kessel & Glavitsch, 1986) used this formulation.
The position of the system operating point can be tracked with respect to security boundaries. This essentially
extends the idea of two-dimensional nomograms in two ways:




using multi-dimensional nomograms computed off-line (CERTS, 2006) as piece-wise linear approximations
of the boundaries, usually in three dimensions (independent quantities characterizing system operating
point) chosen based on experience and extensive off-line simulations);
computing voltage stability boundaries based on a power flow model, adapted to incorporate PMUs, in a
two-dimensional space (usually power flows) with refreshment of these boundaries with every standard
state estimation result as the outer refreshment loop and every SCADA sample as the inner refreshment
loop (M, Vaiman, Maslenikov, Litvinov, & Luo, 2010).
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A method based on the time-series of a single PMU (Cotilla-Sanchez, Hines, & Danfort, 2012) is an example of an
approach that is not based on any previously proposed voltage stability index. Based on experience from other
fields (finance, ecological systems, etc.) the method is aimed at detecting critical transitions in the stream of
synchronized measurements based on the concept of critical deceleration. It is derived from the statistical
properties of a signal prior to the transition: increased signal variance from the mean trajectory, increased kurtosis
(flicker and asymmetry), and increased recovery time from perturbations.
If the system (or at least the region of interest) is fully observable through synchronized phasor measurements then
a linear state estimation can be used in conjunction with a system model to compute a voltage instability index
(Glavic & Van Cutsem, Wide-Area Detection of Voltage Instability from Synchronized Phasor Measurements. Part I:
Principle, and Part II: Simulation Results, Aug 2009). A proven approach is to use the sensitivities of the total
reactive power generation to individual load reactive powers. Although they involve a system-wide analysis, they
are computationally inexpensive (Glavic & Van Cutsem, Wide-Area Detection of Voltage Instability from
Synchronized Phasor Measurements. Part I: Principle, and Part II: Simulation Results, Aug 2009). By way of
illustration, Figure 17 shows, for the test system used in (Glavic & Van Cutsem, Wide-Area Detection of Voltage
Instability from Synchronized Phasor Measurements. Part I: Principle, and Part II: Simulation Results, Aug 2009),
the time evolution of such sensitivity in a case of long-term voltage instability that results in system collapse some
150 s after the initial disturbance. The curve shown as a solid line was obtained by computing sensitivities from the
complex bus voltages provided at regular time intervals using a detailed time simulation, and corrupted by
simulated measurement noise. PMUs were first assumed to provide 48 measured synchrophasors and full system
observability. The developing instability is revealed by the sensitivities jumping from large positive values to large
negative values. This behaviour is related to one real eigenvalue of the Jacobian matrix crossing zero, the inverse
of that matrix being used in the sensitivity computation. It is seen from the figure that this detection takes place
some 40 seconds before the final collapse. At that time, transmission voltages still exhibit normal values.
Some recent research results have opened the possibility to use these sensitivities in situations where the number
of available PMUs is limited. This involves the use of algorithmic solutions to reconstruct and track the system state
using either a limited number of PMUs together with some prior knowledge about system state, or an efficient
combination of SCADA and PMU measurements (Glavic & Van Cutsem, Reconstructing and Tracking Network
State From a Limited Number of Synchrophasor Measurements, 2013), (Glavic & Van Cutsem, Tracking network
state from combined SCADA and synchronized phasor measurements, 2013) & (Glavic & Van Cutsem, State
Reconstruction from a Limited Number of Synchronized Phasor Measurements: Application to Voltage Instability
Detection, 2012). The system state is reconstructed and tracked in a recursive manner, by solving at each
reconstruction step a constrained least-square problem involving the synchronized phasor measurements together
with the reconstructed values of load and generator injected powers obtained at the previous execution of the
algorithm.
The sensitivity evolution shown as a dotted line in Figure 17 has been obtained from such reconstructed system
states. In this case a limited number of PMUs provided 10 synchrophasors. It is seen that the instability is
diagnosed a few seconds later, which is not detrimental for long-term voltage instability detection. This delay
decreases as the number of available synchrophasors increases (Glavic & Van Cutsem, Reconstructing and
Tracking Network State From a Limited Number of Synchrophasor Measurements, 2013), (Glavic & Van Cutsem,
Tracking network state from combined SCADA and synchronized phasor measurements, 2013) & (Glavic & Van
Cutsem, State Reconstruction from a Limited Number of Synchronized Phasor Measurements: Application to
Voltage Instability Detection, 2012).
Approximate computation of sensitivities from consecutive phasor measurements (change in reactive powers in
lines connected to chosen bus with respect to change in voltage magnitude at the bus) was proposed in
(Venkatasubramanin, Liu, Zhang, & Sherwood, 2011). The method applies to a chosen bus; its extension to widearea monitoring would require installing PMUs in all key buses (identified from off-line studies). Another approach
to monitor and detect voltage instability by sensitivity computation solely using synchronized phasor measurements
is presented in (Leelaruji, Vanfretti, & Shoaib Almas, Voltage Stability Monitoring using Sensitivities Computed from
Synchronized Phasor Measurement Data, 2012).

Page 40

Wide Area Protection & Control Technologies

Figure 17: Sensitivity computed with PMUs providing full system observability and a limited
number of PMUs
2.6.4 EMERGENCY CONTROL OF VOLTAGE INSTABILITY

2.6.4.1

Introduction

Phasor Measurement Units (PMUs) have been adopted to provide positive-sequence voltage and current phasors
at a high-sampling rate for Wide-Area Monitoring, Protection and Control (WAMPAC) systems (Phadke A. G.,
Synchronized Phasor Measurement in Power Systems, April 1993). The successful deployment of PMUs (Phadke
& al, September-October 2008) and applications that harvest their data from WAMPAC systems have the potential
of gradually transforming today’s power transmission networks into Smart Transmission Grids (Bose, June 2010).
Within WAMPAC systems, wide-area early warning systems are dependent on access to data from PMUs to
provide timely alarming to system operators so that the necessary actions may be taken. As recognized in (Bose,
June 2010), the development and deployment of applications based on PMU data has been slow and has limited
the potential of WAMPAC systems. A number of applications have been implemented to support applications for
voltage stability, these are instability detection, control and prevention (Parashar & Mo, Jan, 2009). The following
sections describe some applications that could use PMUs to open new opportunities for detecting and mitigating
voltage instabilities. Note that the design of WAMS and WAMPAC systems in general also includes the possibility
for implementing other applications as well (Hauer & DeSteese, Descriptive Model of Generic WAMS, 2007).

2.6.4.2

Overview of corrective controls

The first step in implementing emergency control to counteract voltage instability is the selection of suitable
measures that can prevent the voltage collapse and restore the necessary security margin. These measures
include (Taylor, Power System Voltage Stability, EPRI Power System Engineering Series, 1993), (Canizares
(Editor/Coordinator), 2002) & (Van Cutsem & Vournas, Emergency Voltage Stability Controls: An Overview, 2007):






shunt reactive power compensation devices: mechanical switching of capacitors or reactors, voltage
control of static var compensators and synchronous condensers;
generating units: control of terminal voltage, starting of fast units;
loads: modified load tap changer control, reactive compensation switching, curtailment;
HVDC modulation: if properly located with respect to load centres; and possibly
series compensation : reinsertion of by-passed series capacitors.

The future deployment of demand side management and dispersed generation connected to distribution systems
also opens new perspectives regarding, for instance, the control of appliances during emergencies (through smart
meters) and the support of transmission voltages by distributed generation units.
For the sake of completeness, it is necessary to discuss measures that can be taken at the planning stage
(transmission system reinforcement, construction of generating stations near load centres) or in operational
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planning (commitment of out-of-merit units, starting-up of gas turbines). When reinforcing a system, an optimal
combination of “Steady-state” (such as capacitor switching) and “Dynamic” (such as SVCs or generators) reactive
power reserves should be sought.
The dominant trend is to integrate emergency control into a System Integrity Protection Scheme (SIPS) (Madani, et
al., 2010). In this context, corrective controls can be broadly classified into (Van Cutsem & Vournas, Emergency
Voltage Stability Controls: An Overview, 2007):



open loop controls: they use actions designed using off-line simulations of postulated scenarios and do not
re-adjust their actions to accommodate the evolution of the system.
closed-loop controls: they assess the disturbance severity through measurements and adjust their actions
correspondingly, based on the evolution of the system and implement new actions if the previously taken
actions prove insufficient. This allows modelling inaccuracies to be compensated for and makes the control
scheme more robust.

This classification applies to emergency voltage stability control in particular.
Emergency control acts on the system after an unexpected disturbance has actually occurred and impending
voltage instability is detected. In principle, corrective voltage stability controls are used to (Van Cutsem & Vournas,
Emergency Voltage Stability Controls: An Overview, 2007), (Moors, 2003), (Vournas & Karystianos, Load Tap
Changers in Emergency and Preventive Voltage Stability Control, 2004), (Taylor, Concepts of Undervoltage Load
Shedding for Voltage Stability, 1992), (Otomega & Van Cutsem, Undervoltage Load Shedding Using Distributed
Controllers, 2007), (Glavic & Van Cutsem, Adaptive Wide-Area Closed-Loop Undervoltage Load Shedding Using
Synchronized Measurements, 2010) and (Otomega, Glavic, & Van Cutsem, A Purely Distributed Implementation of
Undervoltage Load Shedding, 2007):




stop (or slow down) the load restoration mechanism. This is usually achieved by transformer On Load Tap
Changer (OLTC) control. The controls include: tap blocking, tap reversing, moving the tap to a predetermined position and LTC set-point reduction.
move the system to a new equilibrium. This is usually achieved by increasing the maximum deliverable
power (shunt compensation switching, fast increase of generator voltages) or reducing the load
consumption (decrease of LTC voltage set-point or load shedding).

Usually, OLTC control alone is unable to quickly correct voltages, but it does serve to slow the system degradation
and thus provides more time for other controls to stabilize the system. An advantage of OLTC control, when
combined with other control actions such as load shedding, is that it usually decreases the amount of these actions
that will be necessary.
Load shedding is a very effective countermeasure against voltage instability (Van Cutsem & Vournas, Emergency
Voltage Stability Controls: An Overview, 2007), (Moors, 2003), (Taylor, Concepts of Undervoltage Load Shedding
for Voltage Stability, 1992), (Otomega & Van Cutsem, Undervoltage Load Shedding Using Distributed Controllers,
2007), (Glavic & Van Cutsem, Adaptive Wide-Area Closed-Loop Undervoltage Load Shedding Using Synchronized
Measurements, 2010) & (Otomega, Glavic, & Van Cutsem, A Purely Distributed Implementation of Undervoltage
Load Shedding, 2007). Load shedding schemes often rely on local measurements of voltage from one or more bus,
possibly complemented by other signals (such as the reactive power produced by nearby generators). This is
preferred as it ensures the simplicity and, hence, the reliability of the SIPS with respect to communication failures
or delays. However, wide-area control is also possible, provided the communication failure issue is taken into
account through redundancy. A wide-area load shedding scheme, for instance, offers the possibility for adaptive
control by allowing decisions to be made in real-time and based on system-wide analysis, instead of being based
on pre-defined thresholds. This analysis would rely on a voltage stability index of the type discussed in the previous
sections. Several forms of adaptation can be thought of, depending on the information extracted from the wide-area
analysis, for instance: compute sensitivities at the critical point for ranking the loads involved in the load shedding
(Otomega, Glavic, & Van Cutsem, A Purely Distributed Implementation of Undervoltage Load Shedding, 2007),
adjusting voltage thresholds in real-time (Otomega, Glavic, & Van Cutsem, Wide-Area Adaptive Load Shedding
Control to Counteract Voltage Instability, 2012), participation factors that identify the degree of involvement of
various power system components in a developing instability.
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2.6.4.3
Systems

Defence plans using PMUs and Wide-Area Monitoring Protection and Control

The activation of power system defence plans against severe system contingencies (e.g. cascades or wide area
disturbances, which might even lead to a power system blackout) using information from the PMUs that are
installed as part of a WAMPAC system must coordinate different elements of these systems: PMUs, monitoring
devices, control devices and protection devices. The first step in achieving this is using the data from PMUs to
calculate appropriate measures that indicate the “inception” of instabilities. In this context, such measures can be
considered as “Defence Signals” capable of arming controls or countermeasures, such as load shedding once
curative controls have been exhausted. However, the activation of these controls and “last resort” countermeasures
must be properly coordinated.
For the case of voltage instability, it has been shown in (Glavic & Van Cutsem, Wide-Area Detection of Voltage
Instability from Synchronized Phasor Measurements. Part I: Principle, and Part II: Simulation Results, Aug 2009)
that appropriate sensitivities can indicate the inception of long-term voltage instabilities. These sensitivities can be
used to arm adaptive load shedding algorithms (Glavic & Van Cutsem, Adaptive Wide-Area Closed-Loop
Undervoltage Load Shedding using Synchrophasor Measurements, Jul 2010) by exploiting a characteristic
behaviour of the sensitivities during the inception of voltage instability. Specifically, the sensitivities begin to grow
abruptly on the inception of voltage instability – i.e. a change of sign in these sensitivities corresponds to the point
of collapse of the network. Moreover, the algorithm in (Glavic & Van Cutsem, Adaptive Wide-Area Closed-Loop
Undervoltage Load Shedding using Synchrophasor Measurements, Jul 2010) was further improved to
accommodate failures to receive “Defence Signals” (Otomega, Glavic, & Van Cutsem, Wide-Area Adaptive Load
Shedding Control to Counteract Voltage Instability, 2012).
However, this approach suffers from the assumption of full PMU coverage (all voltage phasors in the HV grid can
be monitored). To alleviate this constraint, a “state reconstruction” approach has been proposed (Glavic & Van
Cutsem, State Reconstruction from Synchronized Phasor Measurements, 2011), and the use of adaptive load
shedding control has been formulated using this methodology for the reconstructed state.

2.6.4.4

An example of adaptive hierarchical voltage instability SIPS

By way of illustration, the SIPS recently proposed in (Otomega, Glavic, & Van Cutsem, Wide-Area Adaptive Load
Shedding Control to Counteract Voltage Instability, 2012) is briefly presented, as it illustrates some of the concepts
mentioned in the previous section. This two-level SIPS is adaptive and operates in a closed-loop. The structure of
this SIPS is outlined in Figure 18.

Figure 18: A two-level adaptive hierarchical voltage instability SIPS
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The scheme deals with emergency conditions by controlling a number of OLTCs and loads. A set of distributed,
local controllers (Vournas & Karystianos, Load Tap Changers in Emergency and Preventive Voltage Stability
Control, 2004) constitutes the lower level:




each load shedding controller monitors the voltage at a transmission bus, acting once the voltage at a
monitored transmission bus settles below a threshold value. It acts on a set of loads at distribution level,
located close enough to the monitored bus, so that their curtailment allows the monitored voltage to
increase;
each LTC controller measures the voltage of both the transmission and the distribution terminal of the
transformer it is controlling. In normal operating conditions it regulates the distribution voltage as usual;
however, once the transmission side voltage settles below a threshold value it acts to at least maintain the
transmission voltage at this threshold value.

The upper level, assumed to include a WAMS that receives real-time measurements, gives the overall scheme its
adaptive nature by adjusting the voltage thresholds used by the local controllers in real-time. This can be
performed by sending an alarm signal to the local controllers at the moment it is identified that the system has
crossed a critical point. When the local controllers receive this signal they take the present voltages measurement
as a threshold value for the load shedding and LTC control. This allows the local controllers to act to maintain the
transmission voltages at, or above, the threshold value for the critical point that has been identified by the upper
level. The critical point identification can be based on various criteria. In (Otomega, Glavic, & Van Cutsem, WideArea Adaptive Load Shedding Control to Counteract Voltage Instability, 2012), sensitivities from reconstructed
states are used for this purpose, based on the previous work in (Glavic & Van Cutsem, Wide-Area Detection of
Voltage Instability from Synchronized Phasor Measurements. Part I: Principle, and Part II: Simulation Results, Aug
2009), (Glavic & Van Cutsem, Reconstructing and Tracking Network State From a Limited Number of
Synchrophasor Measurements, 2013) & (Otomega, Glavic, & Van Cutsem, A Purely Distributed Implementation of
Undervoltage Load Shedding, 2007). The whole scheme has been shown to be robust with respect to
communication failures, load behaviour uncertainty and the failure of local controllers to act as intended.

2.6.4.5
Generation of Defence and Emergency Signals for Supporting Defence Plans
Against Voltage Instability
The methodologies proposed above serve as a theoretical basis for the generation of defence signals. However,
the applicability of these methods are limited due to the need for:
a) the ability to continuously track the topology at all instances of time,
b) the availability of a state estimator to produce snapshots using pseudo-measurements for state
reconstruction,
c) the availability of a simplified dynamic model that only captures long-term dynamics (so called Quasi
Steady State – QSS models),
d) the ability to “fit” the filtered dynamic responses to the design sensitivities from the QSS model, and
e) the availability of appropriate computational resources for performing computations on the designed
sensitivities.
Therefore, the approach proposed in this work seeks to relax some of the requirements from the methodologies
above, by extending recent work (Leelaruji, Vanfretti, & Shoaib Almas, Voltage Stability Monitoring using
Sensitivities Computed from Synchronized Phasor Measurement Data, 2012) on sensitivity computation to solely
rely on synchrophasors. This previous work considered the computation of sensitivities by filtering PMU data, and
the determination of “alarms” by comparison to thresholds that are determined using off-line analysis. The alarms
computed in this work can also be used for purposes other than aiding operations (which is not the aim of this
work).
The filtering that must be performed prior to the computation of the sensitivities is shown in Figure 19, while a
comparison of sensitivities computed with different filters are shown in Figure 20 (indicating the need for proper
filtering). Finally, for illustration, the transition between a secure and insecure state is shown in Figure 21. In Figure
21 HP means “high-pass” and MA means “moving average”.
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Figure 19 : Filtering approached used to pre-process data for computing sensitivities

Figure 20 : Sensitivities computed from synchrophasor data using the filtering approach shown
in Figure 19

Figure 21 : Transition between stable and unstable operating points
Tackling the issue of measurement observability must also be considered. Algorithms for determining optimal PMU
placement can be developed; however, a heuristic approach can also be used: it might be sufficient to only place
PMUs at key generator buses (which may suffer from OEL limitations) and relevant loads. This notion has been
shown to be valid in the past, as depicted in Figure 22.
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Figure 22 : Sensitivity computation - OEL activation case
Two strategies have been proposed for using a WAMS for creating a defence plan against voltage instability; the
first of these is the use of, “Defence Signals” and the second is the use of “Defence Thresholds” (see Figure 23):
a)

Defence signals
a.

b)

Phasor data is used to calculate sensitivities for key loads, generators, and power
electronic controllers, using the filtering approach proposed in Figure 19.

Defence thresholds
a.
First Level Defence Threshold: this defence threshold is used to initiate the
adaptation of control modes of power electronic devices (e.g. VSC-HVDC) to extend the
time before instability occurs. An example of how to adapt the VSC-HVDC modes for
mitigating voltage instabilities has been given in (Leelaruji & Vanfretti, Utilizing
Synchrophasor-Based Protection Systems with VSC-HVDC Controls to Mitigate Voltage
Instability, 2012), where several control schemes are developed for a VSC-HVDC that
operates in parallel with an AC transmission line. These changes to the control modes are
implemented in addition to the standard control schemes of VSC-HVDC in order to change
the operating set point. Simulations of different control settings have confirmed the benefits
of using these controls for voltage support and for improving power flow management.
b.
Second Level Defence Threshold: used as a last resort and simultaneously
encompasses actions such as HVDC Power Order Reduction (Weyrich, Leelaruji, Kuehn,
& Vanfretti, 2012) and the activation of load shedding controls. This level of defence
guards against scenarios in which the operating point of the system moves suddenly to the
lower half of the PV-curve e.g., as a result of the disconnection of lines or the violation of
an over excitation limit (OEL) (Van Cutsem & Vournas, Voltage Stability of Electric Power
Systems, 1998).

The nature of these defence plans mean that they can be implemented as a completely centralized system, a
completely decentralized system or as a partially centralized/decentralized system. The selection of which
implementation would best for a specific plan and/or system must be the subject of further research to determine
the most cost-effective and practical implementation.
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Figure 23 : "Two-level” Defence plan flow chart
2.6.5 CONCLUSION
Analysis of power system blackouts has revealed that voltage instability is one of their major causes. Therefore,
preventing blackouts and improving the utilization of existing assets in voltage stability limited power systems
through the design of advanced voltage stability monitoring, instability detection and control schemes based on
WAMPAC technologies is paramount importance. This section discussed several features of these schemes and
presented a brief overview of existing algorithmic solutions and the available controls. Further research and
development should include items from the following, non-exhaustive list:









further improvement of existing solutions to cope with the uncertainties introduced by increasing
penetrations of wind, solar, and other renewable generation;
incorporation of new controls (not considered in this section) such as: D-STATCOM and its variant known
as D-var, energy storage, emergency demand response, renewable sources, and plug-in hybrid electric
vehicles;
improvement of existing voltage stability assessment tools to be compatible with real-time requirements
(fast simulations tools, high-performance computing techniques), preferably validated by hardware-in-theloop simulation tools;
development of algorithmic solutions that take advantage of PMUs to deal with short-term voltage instability
or, more generally, fault-induced delayed voltage recovery;
improvement of existing methods to deal with a limited number of PMUs, with an expectation of improved
of performance once more devices are installed;
integration into SIPS with due attention paid to response-based, closed-loop and adaptive control.

It has been shown that the PMUs installed as part of a WAMPAC system can support system operation. A
network’s impending voltage collapse can be detected by adopting the “Defense signals” determined from filtered
synchrophasor data, in which any errors and unnecessary features embedded in the measurements have already
been corrected for. Hence, these signals are not only used for wide-area voltage monitoring but also for preventive
action and cooperation with other devices such HVDC controllers and protection systems. Moreover, there are
several attempts to implement voltage stability applications based on a model-free approach (e.g. (Leelaruji,
Vanfretti, & Shoaib Almas, Voltage Stability Monitoring using Sensitivities Computed from Synchronized Phasor
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Measurement Data, 2012) and (Dasgupta, Paramasivam, Vaidya, & Ajjarapu, 2012)). This is beneficial in the
context of modern power systems, which have experienced rapid expansion, as these applications can be
established without detailed knowledge of the network, in other words it is not necessary to track the changes in
system topology or to have access to a detailed system model.

2.7

SMU/PMU Supported Applications for Inter-area Oscillations

2.7.1 INTRODUCTION, CONTENTS AND ORGANIZATION OF THIS CHAPTER
With the continuous increase in the demand for reliable electricity supply coupled with the on-going trend for more
interconnections across different power networks and the increase of variable generation sources, the dynamics of
power grids are becoming increasingly complex. This is true, particularly for those power networks such as the
Nordic grid (Uhlen et al, 13-17 July 2003), that have operation constraints due to limits imposed by poorly-damped
electromechanical oscillations. Hence, the estimation of electromechanical mode properties (Hauer, Mittelstadt,
Martin, Burns, & Lee, 2007) (Cai, Regulski, Osborne, & Terzija, 2013) (Terzija, Cai, & Fitch, Monitoring of inter-area
oscillations in power systems with renewable energy resources using Prony method,, 2009), that is the frequency
and damping of electromechanical oscillations and their associated mode shapes, is of crucial importance for
providing power system control room operators with adequate indicators of the stress of their network (Pierre &
Trudnowski, 2009) (Identification of Electromechanical Modes in Power Systems," IEEE Power & Energy Society,
Special publication TP462, June 2012) 1. Furthermore, the ability to control inter-area oscillations helps to increase
power transfers when networks are operating close to their dynamic operational constraints (Aboul-Ela, Sallam,
McCalley, & Fouad, Damping Controller Design for Power System Oscillations using Global Signals, May, 1996)
(Chow, Sanchez-Gasca, Ren, & Wang, Power System Damping Controller Design Using Multiple Input Signals,
2000).
Estimation of electromechanical mode properties can be carried out from PMU measurements. Different methods
have been developed over the last two decades (particularly in North America and Australia). These methods
utilize different types of dynamic responses which can be captured by PMUs. The dynamic response of a power
system is product of different inputs to the system. For example, as shown in Figure 24, power system responses
are product of random load variations as unknown input noise (ambient response), and network switching /
disturbances from known and unknown components (transient response). The methods developed for the
estimation of mode properties use either type of data, methods that use ambient data have the advantage that they
can be continiuosly applied, while methods that use transient reponses can only be applied when a large enough
switching or disturbance occurs in the network. Figure 25 shows both ambient and transient responses captured in
the Norwegian network during a staged test.

Figure 24 : Power system response measurable by PMUs from different types of inputs (or
disturbances), and content in output signals measured by PMUs

1

Due to space limits, only key references are provided in this paragraph. Note that (Hauer, Mittelstadt, Martin, Burns, & Lee, 2007) and (Pierre & Trudnowski,
2009) are comprehensive book chapters providing a large amount of references, while (Identification of Electromechanical Modes in Power Systems," IEEE
Power & Energy Society, Special publication TP462, June 2012) is the most comprehensive and recent compilation on the topic of estimation of mode properties .
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Observe that due to the stochastic nature of power systems, the accuracy of any mode estimation method is
limited. However, it is possible to improve the estimation process by exciting the system with a known signal. This
is illustrated in Figure 24 through “known switching” and by “µ(t) (known probing input)”. An example of a “known
switching” is shown in Figure 25, observe that two transient responses produced are the product of a transmission
line opening and closing in the Norwegian transmission network. Signals “µ(t) (known probing input)” can also be
injected through different kind of actuators, such as generator excitation or modulation of HVDC links. This practice
has been successfully applied in particular in the Western Electricity Coordinating Council (WECC) power system
in the US where the Pacific DC Intertie (PDCI) is modulated using low-level mult-sine signals (Identification of
Electromechanical Modes in Power Systems," IEEE Power & Energy Society, Special publication TP462, June
2012). Figure 26 shows a 1hr measured response from PMUs for both known switching (brake insertions) and
probing of the PDCI in the WECC.

Figure 25 : Active power in a major transmission corridor of the Norwegian network a) transient
responses during staged tests and b) ambient response
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Figure 26 : Active power in a major transmission corridor of the Norwegian network a) transient
responses during staged tests and b) ambient response
Page 49

Wide Area Protection & Control Technologies
The importance of electromechanical mode estimation is illustrated in Figure 27, which shows a widely published
plot of the active power flow on a major transmission line during the breakup of the WECC system in 1996. It shows
the transient response to different system switching events, and results from mode frequency and damping
estimation from both transient and ambient responses. The estimated frequency and damping of the critical interarea mode is illustrated. For control room applications the estimated damping is compared to different damping
requirements, and then mapped into either a “mode-meter” (similar to the rpm dial of a vehicle) or a “traffic light”
alarm. When the damping is sufficient, in this case >5%, there are no alarms and the traffic light shows a “green”
color showing that the health of the system is acceptable for the operating condition, in the case of Figure 27 this
occurrs just before the Keeler-Allston Line trip. This particular line trip makes the network weak, and as a result the
damping decreases, this can be caulculated with ambient measurement algorithms – in such case the “traffic light”
should change to yellow as the damping is <5%. Finally, when the damping is excessively low, the operator must
be alarmed to take suitable actions to mitigate this operating condition – this could be shown with a “red” color in
the “traffic light”. It has been argued that having such type of tools would have mitigated the 1996 WECC break up,
as it can be seen that a “red” alarm could have been activated for more than 2 minutes before another line trip and
generator decline brought the system to a break up.

Why bother monitoring oscillations?
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Figure 27 : Illustration of the application of inter-area mode estimation algorithms for control
room alarming using as an example the North American power system break up of 1996
An illustration of how these alarms can be applied in actual power systems is shown in Figure 28. This figure shows
the wide-area monitoring system developed at Statnett SF, the Norwegian Transmission System Operator, and an
alarm system in the form of “traffic lights” can be observed in the right-hand side of the screen shot. Observe that
the alarm shows a green color, as it was taken during benevolent system operation conditions. In this case, the
same traffic light is utilized for other types of alarms, and not restrictive to mode estimation results – the actual use
and implementation of these alarms will vary between different system operators.
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Figure 28 : Wide-area monitoring system at the Norwegian transmission system operator,
Statnett SF, and the use of alarms for different applications including mode estimation
As mentioned earlier, the ability to control inter-area oscillations helps to increase power transfers when networks
are operating close to their dynamic operational constraints (Aboul-Ela, Sallam, McCalley, & Fouad, Damping
Controller Design for Power System Oscillations using Global Signals, May, 1996) (Chow, Sanchez-Gasca, Ren, &
Wang, Power System Damping Controller Design Using Multiple Input Signals, 2000). Different measurements
from PMUs can be used to generate wide-area signals, such as bus voltage angle differences. Several studies
suggest that wide-area signals are preferable to local signals (Aboul-Ela, Sallam, McCalley, & Fouad, Damping
Controller Design for Power System Oscillations using Global Signals, May, 1996) (Chow, Sanchez-Gasca, Ren, &
Wang, Power System Damping Controller Design Using Multiple Input Signals, 2000) for damping controllers.
Therefore, the exploitation of PMU signals is desirable for inter-area mode control.
Inter-area mode control can be effective by using wide-area signals as inputs to generator excitation systems,
static VAR compensators (SVCs), other FACTS and HVDC in the form of a supplementary damping control.
Although there are currently few actual practical implementations, the potential of wide-area control of HVDC links
has been realized and is currently being applied in China Southern Power Grid (Li, 15 – 18 March 2009). An
example on the use of wide-area control using an SVC in the Norwegian transmission network (Uhlen, Vanfretti, de
Oliveira, Leirbukt, Aarstrand, & Gjerde, 2012) is shown in Figure 29. Figure 29 (a) shows the controller scheme
where both wide-area and local signals can be enabled; the wide-area controller receives as input two phasors
from where it computes the voltage angle difference. This controller modulates the reference of the SVC’s voltage
regulator. Figure 29 (b) shows how the inter-area mode component in the power flow through the corridor is
successfully damped during staged tests. Further work is necessary to have a continuous operation of this widearea control, particularly managing the communication mechanisms and making the control adaptive to change in
delay in the control loop as well as the signals available.
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(a) Wide-Area Control of an SVC in the Norwegian Transmission Network
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(b) Active power during staged tests for testing of an SVC wide-area damping control in Norway

Figure 29 : Wide-Area Control of an SVC in the Norwegian Transmission Network (a) control
scheme and (b) testing results
The Task Force on Identification of Electromechanical Modes in Power Systems of the IEEE Power & Energy
Society produced a comprehensive report on methods for estimation of inter-area mode properties (Special
Publication TP462), which was published in June 2012 (Identification of Electromechanical Modes in Power
Systems," IEEE Power & Energy Society, Special publication TP462, June 2012). This report is the most
comprehensive reference on the topic. It provides the most complete view on the different methods and reports the
industrial application of these methods through the results of an international survey.
This Chapter will provide an overview of the TF report in Section 2.72, illustrations on the application of selected
methods to PMU measurements from the Nordic grid in Sections 2.7.3, and 2.7.4 it will evaluate the effects of
forced oscillations on modal estimators. The estimation of mode shapes is not covered in this Chapter, the
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interested reader is referred to (Identification of Electromechanical Modes in Power Systems," IEEE Power &
Energy Society, Special publication TP462, June 2012) for details on mode shape estimation.
Finally, this Chapter also discusses applications of PMUs for the control of inter-area oscillations. One major
challenge in damping control design is the selection of feedback input signals. With the availability of signals from
phasor measurement units (PMUs), the choice of inputs is no longer limited to local signals but can now include
wide-area signals. Several studies suggest that wide-area signals are preferable to local signals (Aboul-Ela,
Sallam, McCalley, & Fouad, Damping Controller Design for Power System Oscillations using Global Signals, May,
1996) (Chow, Sanchez-Gasca, Ren, & Wang, Power System Damping Controller Design Using Multiple Input
Signals, 2000). Therefore, the exploitation of PMU signals is desirable. However, the main issue is which signal,
among all the available signals, would give satisfactory damping performance. This Chapter presents the concept
of “dominant inter-area paths”, and explains how this concept can be used to design controls for inter-area mode
control effectively using PMU signals. Furthermore, the testing results on the application of PMU signals for
damping control in the Norwegian transmission network are also presented.

2.7.2 TASK FORCE REPORT “IDENTIFICATION OF ELECTROMECHANICAL MODES IN POWER
SYSTEMS” – AN OVERVIEW
The Task Force on Identification of Electromechanical Modes in Power Systems under the IEEE Power & Energy
Society, Power System Dynamic Performance Committee, Power System Stability Subcommittee, produced a
comprehensive report entitled “Identification of Electromechanical Modes in Power Systems” (Special Publication
TP462) which provides the mathematical background and application of mode property (frequency, damping and
mode shape) methods for power system inter-area mode identification and an international survey on the
assessment of the introduction, performance and usage of real-time mode property estimation in practice. The
contents of the report are the following:
•
Chapter 1 – Linear Ringdown Analysis Methods, describes methods used estimate inter-area modes
product of transient reponses available from PMU signals. Three methods are described, including the Prony
method, the Eigensystem Realization Algorithm, and the Matrix Pencil method. These methods are used
extensively in practice and they can be considered as mature techniques for inter-area mode estimation.
•
Chapter 2 – Mode-Meter Analysis Methods, includes methods that utilize ambient PMU measurements for
inter-area mode property estimation where the underlying assumption is that the system is primarly excited by
random load variations driven by small load switching. These methods can also provide estimation results during
transient events. The report discusses in detail the Yule-Walker algorithm with applications to several power
networks around the world. Further, algorithm classes are discussed, including the Yule Walker, Least-Squares,
and Least Mean Squares methods. The report includes recently developed methods for mode-shape estimation
and probing techniques for enhancing the estimation process.
•
Chapter 3 – Nonlinear and Non-stationary Analysis Methods covers newly developed methods where timevarying analysis is applied for mode property estimation. These methods pay special attention to the nonlinear and
non-stationary components that are present during major power system transients. The Hilbert-Huang Transform is
used to decompose signals into nearly orthogonal basis functions with different instantaneous attributes. The
decomposition provides a time-scale separation that allows the extraction of different oscillation components.
•
Chapter 4 – Assessment of the Introduction, Performance, and Usage of Mode Estimators in Practice. This
last chapter of the report includes results of an international survey on the application of mode property estimation
tools around the world where 11 different utilities were involved. The report sheds light on the experience on the
application of currently available tools, future plans for integration of these tools for operations, testing and
assessment methodologies utilized when applying available tools.
Several appendices in each chapter are also included where application examples and detailed mathematical
methods related to specific chapters are provided.
The Task Force report was published in June 2012 (Identification of Electromechanical Modes in Power Systems,"
IEEE Power & Energy Society, Special publication TP462, June 2012).
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2.7.3 ESTIMATION OF ELECTROMECHANICAL MODE PROPRIETIES IN THE NORDIC GRID USING PMU
DATA

2.7.3.1

Introduction

For power networks such as the Nordic Grid, that have operation constraints limits imposed by the existence of
poorly-damped electromechanical oscillations, the estimation of electromechanical mode properties is of crucial
importance for providing power system control room operators with adequate indicators of the stress of their
network. This section illustrates the practical application of different spectral analysis techniques that can be used
for the estimation of electromechanical mode properties using data emerging from real synchronized phasor
measurement units (PMUs) located at both the low-voltage distribution and high-voltage transmission networks of
the Nordic grid.

2.7.3.2

Preprocessing PMU Data

It is not uncommon for PMU data to suffer from data quality issues. Before using phasor measurement data for
mode estimation purposes, the data must be preprocessed to remove flawed and redundant data and, when
possible, to add estimates of missing samples. Moreover, spectral analysis techniques require data from a
stochastic process (Identification of Electromechanical Modes in Power Systems," IEEE Power & Energy Society,
Special publication TP462, June 2012), (Vanfretti et al, May 2011) to be able to work properly. To this aim,
deterministic components in the signals must be removed.
The use of a raw measurements from PMUs can lead to ambiguous results due to: 1) possible errors in some of
the measured samples, 2) ill conditioned autocovariance matrices in the case of PMUs with high sampling rates
(30Hz or more) or 3) existing trends in the signal which do not carry any information about system dynamics
(Vanfretti, Bengtsson, Aarstrand, & Gjerde, 2012). Because of these difficulties, before applying any of the spectral
estimators, available data must be preprocessed.
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Dat a

Defect ive
Dat a Removal

Dat a
Parceling

Mean Subst ract ion and
HP Filt ering

Removal
of Out liers

Int erpolat ion

LP Filt ering and
Downsampling

Preprocessed
Dat a

Figure 30 : Preprocessing Algorithm
The preprocessing steps used in this paper are given in Figure 30. The main goals of preprocessing are removal of
erroneous data, trend removal, downsampling (recommended down to 5Hz for electromechanical oscillations) and
data parceling. More details can be found in (Vanfretti, Bengtsson, & Gjerde, Preprocessing synchronized phasor
measurement data for spectral analysis of electromechanical oscillations in the Nordic Grid, 2013).

2.7.3.3

Mode Frequency Estimation

By estimating the Power Spectral Density (PSD) from a stochastic process, periodicities which are related to the
dynamical behavior of a system may be detected. Modal frequencies will show up as peaks in the PSD, so if the
PSD can be estimated, this will in turn give a estimate of mode frequencies. There exist many methods for PSD
estimation; those utilized in this section and their methodology are described in (Identification of Electromechanical
Modes in Power Systems," IEEE Power & Energy Society, Special publication TP462, June 2012), (Percival &
Walden, 1998) & (Vanfretti, Peric, & Gjerde, Estimation of Electromechanical Oscillations in the Nordic Gid using
Ambient Data Analysis, 2013).

Parametric Spectral Estimation - Yule-Walker Spectral Estimator
Assume that the PSD of a process can be completely described by k parameters a1, a2 ,.., ak

S ( f ) = S ( f , a1, a2,.., ak )
and that these parameters can be estimated from observations X 1, X 2 , ... , X N of the system.
The PSD can then be estimated with
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Sˆ ( f ) = S ( f , aˆ1, aˆ 2,.., aˆk ).

(2-3)

The Yule-Walker equations are used to estimate the parameters aˆ 1 , aˆ 2 , ... , aˆ k . This Spectral Estimator utilizes the
autoregressive model of order p
(2-4)

Y t = f 1,pY t - 1 + f 2,pY t - 2 + ... + f p,pY t - p + et

where Y t is a zero mean stationary process and f 1,p , f 2,p , ... , f p, p are the model coefficients. e t is a white noise
process with zero mean and variance s p2 .
The PSD is then given by

s p2 D t

S (f ) =
| 1-

p

å

j=1

f j , pe

- i 2p f D t
j

.

(2-5)

|

To obtain the model coefficients (2-4) is multiplied with Y t - k , and then the expectation is obtained in order to
determine the autocovariance sequence s k . By using an available time series X 1, X 2,.., X N estimates of s k can be
produced and then be used to estimate the model coefficients.

sˆk =

1
N

N - |k |

å
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p

(2-6)

s p can be estimated by using the fact that E [eY t - k ] = 0 for k > 0 , and hence s p2 can be estimated as
sˆ p2 = sˆ 0 -

å

p

fˆ sˆ .

j = 1 j,p j

The complete PSD estimator can now be constructed as

sˆ p2 D t
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Nonparametric Spectral Estimation
The key concept in nonparametric spectral estimation is to use the following relation between the autocovariance
sequence and the PSD
¥

S (f ) = Dt

å

t =- ¥

s t e - i 2p f t D t

(2-8)

and to consider a zero mean stationary time series of N observations to estimate the autocovariance sequence for
t = 0, ± 1,..., ± (N - 1) .

1
sˆ t =
N

N - |t |

å

t=1

X t X t + |t | .

(2-9)

This estimate can be included into (2-8) to obtain the estimator:

Dt
Sˆ ( f ) =
N

2

N

å

t=1

X te

- i 2p f t D t

.

(2-10)

This function is known as the periodogram. There are some major drawbacks with this type of estimators, the most
important being high variance as well as severe bias caused by spectral leakage.
There are a few ways to modify the periodogram to get a estimator with better variance and bias properties.

Welch's Spectral Estimator
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Welch's estimator is a modified version of the periodogram described in the previous section. The following steps
are performed to form this estimator:
o

Split the original N observations into N B overlapping blocks with N S samples each.

o

Apply a data taper, ht , on each block.

To reduce bias due to spectral leakage it is recommended that every block is windowed with a Hanning data taper.
o
o

Obtain a periodogram for each block.
Average the individual periodograms together to form an overall spectral estimate.

The resulting spectral estimator will be given by
Dt
Sˆ ( f ) =
NB

N

B

- 1 N

å å

2
s

j= 0 t=1

ht X t + jn e

- i 2 p ft D t

(2-11)

where n is an integer specifying the amount of overlap between each block.

Multitaper Spectral Estimator
Suppose we have the time series X 1, X 2 ,..., X N with zero mean and variance s 2 . For a sequence of K data
tapers, ht ,k , we can then compute K individual eigenspectrums as follows:
2

N

å

Sˆ k ( f ) = D t

t=1

ht ,k X t e

- i 2 p ft D t

.

(2-12)

The tapering will reduce bias in the estimator, and if the average of all these eigenspectrums are obtained, the
variance of the resulting estimator will be reduced also. Therefore, the estimator will be given by

1
Sˆ ( f ) =
K

K- 1

å

k= 0

Dt

N

å

t=1

2

ht ,k X t e - i 2p ft D t

(2-13)

To get a good reduction in both bias and variance it is of great importance to select a sequence of data tapers that
not only have good leakage properties, but also have relatively uncorrelated eigenspectrums. If the spectrums are
too highly correlated, it will no be possible to get the desired reduction in variance. When data tapers are
orthogonal, it is possible to obtain a sufficient degree of uncorrelation in a sequence of tapers, therefore:

å

t=1
N

ht , j ht ,k = 0

j ¹ k . The discrete prolate spheroidal sequences (dpss) fulfill these requirements and are

therefore frequently used with multitaper spectral estimators.

Parameter and block size selection

Power Spectrum [dB]

For a sufficient amount of data, nonparametric spectral estimators (such as Welch) can be expected to produce
high resolution PSDs with low variance and low bias. Consequently, the Welch Spectral Estimator will, for a
sufficient amount of data, give a good overview of the location of the electromechanical modes in the system, as
shown in Figure 31.
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10
0
-10
0

0.25

0.5

0.75

1

1.25

Frequency [Hz]

1.5

1.75

2

2.25

Figure 31 : Welch Spectral Estimate, 12 hours of data from Tampere's PMU and 1440 samples
block size
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This estimate can also be of great help when determining appropriate parameters, i.e. number of tapers, model
order and block size for estimators using significantly less data.
A spectrogram shows how the spectral density of a signal varies with time, it can therefore be used to study
variations and small fluctuations of modes in a power system. To get a spectrogram with reasonable resolution the
individual PSDs must be computed with relatively few samples, in this case we use 10 minutes of data with a 90%
data overlap between two successive PSDs.
To determine parameters for the different estimators, several spectrograms can be computed using different
parameter values and then be compared to the 12-hour PSD. The spectrogram that is able to clearly capture the
modes the most, will thus indicate the adequate parameter values to be used.

Figure 32 : Welch Spectrogram, 500 samples block size

Figure 33 : Multitaper Spectrogram, 8 tapers.

Figure 34 : Yule-Walker Spectrogram, model order 160.
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Welch's Spectral Estimator - Block Size
A decreased block size leads to a decrease in variance and lowered spectral resolution. By starting with a large
block size and slowly decreasing it until the peaks can be distinguished from the variance, it is possible to obtain a
PSD with acceptable variance while lowering the spectral resolution as little as possible. A 12h Welch Spectrogram
with the block size selected with this methodology is shown in Figure 322.

Multitaper Spectral Estimator - Number of Tapers
To determine an appropriate number of tapers we can use an approach similar to that used for the Welch
spectrogram. Since the variance decreases as the number of tapers increases, we can begin with a small number
of tapers and increase until the smaller peaks can be discerned from the variance. A 12h Multitaper Spectrogram
with the number of tapers selected with this methodology is shown in Figure 33.

Yule-Walker Spectral Estimator - Model Order
If the Yule-Walker model order is selected too high the spectrogram will be exhibiting artificial peaks; on the other
hand, an insufficient model order results in a spectrogram where some of the true peaks of the modal frequencies
have not been captured. By starting with a low model order and increasing it until all the peaks are visible an
appropriate model order can be found. A 12h Yule-Walker Spectrogram with the model order selected with this
methodology is shown in Figure 34.

Comparison of Spectral Estimators
Three different spectral estimators, Welch, Multitaper and Yule-Walker, have been used to compute spectrograms
and PSD for the same data set. In Figure 35 the PSDs are plotted together.

Figure 35 : Spectral estimates, 10min of data from Tampere (Finland) using different spectral
estimators
The main argument for using the Multitaper estimator over Welch is that there is less spectral leakage for spectra
having very high dynamic ranges. However, we do not have very high dynamic ranges and so the estimators can
be expected to have similar performance. As it can be seen the nonparametric estimators give very similar
estimates, all the major peaks are more or less identical.
For the Yule-Walker estimator one can expect to get lower variance than for the nonparametric estimators. As it
can be seen from Figure 35 it is possible to obtain a PSD with lower variance, but the reduction is very small. This
is because the system is complex, with many peaks, and some of them located closely together and so a high
model order is required so that these modes are not compressed into one.

2

For Figure 34 -Figure 36, the measurement recording capture start time is 08-Aug-2010 00:00:00 UTC. All spectrograms are obtained using
12 hrs of data from Tampere's (Finland) PMU and the PSDs are estimated using 10 min data parcels with 90% data overlap.
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2.7.3.4

Mode Damping Estimation

In the following section the performance of three methods for mode damping estimation have been tested, and
their tolerance to forced oscillations is evaluated.

The Autoregressive Yule-Walker Model
The damping ratio of a mode can be extracted from the autoregressive Yule-Walker model. The model coefficients
are the poles corresponding to the the pole polynomial coefficients of an input-output transfer function. The
innovation variance corresponds to the numerator of this transfer function, hence the input/output transfer function
is given by
H (s ) =

sp
p

å

i= 1

(2-14)

.

(s - f i , p )

Using (2-14) the mode frequencies and corresponding damping ratios can be calculated from the poles
(eigenvalues) of the transfer function as follows:
l i = s i ± j wi = Â{f i,p }± Á{f i,p }
fi =

zi =

- si
s i2 + wi2

wi
2p

=

=

(2-15)

Á {f i , p }

(2-16)

2p

- Â {f i , p }

Â {f i , p } + Á {f i , p }
2

2

(2-17)

Half-Power Point Method
By examining the peak width of a mode, damping can be approximated; a narrow peak means a low-damped mode
while a wide peak means that the mode is well damped. The half-power point method states that the distance
between the two half-power points surrounding the peak center is roughly proportional to the mode damping3.
The method is based on the assumption that the frequency response of the system can be modeled as:
1

| H ( w) |=

(2-18)

w
w 2
(1 - ( )2 )2 + (2z
)
wn
wn

A mode will thus appear at the frequency;

w = wn
and the damping of this mode can be derived from the equation above yielding:
z =

where | H (w1 ) |= | H (w2 ) |=

1
2

w2 - w1
2wn

(2-19)

| H (wn ) | .

Random Decrement Technique and Pronys Method
There exist many methods for damping estimation from transient data; the Eigenvalue Realization Algorithm (ERA)
and Prony's Method are often used for this. However, if a data set has more ambient characteristics and does not
contain any transients of significant size, these methods will perform poorly. To overcome this, all the minor
transients from the data can be collected and used to construct a transient of sufficient size for the methods to
perform properly. This is the main concept behind the random decrement technique.

3PSDs from the Welch spectral estimator are used to compute the half-power point damping estimates in this Section.
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To detect and collect minor transients in the data, a threshold is set and every time the signal exceeds this
threshold the data sequence is collected. The collected data sequences will then be averaged to create a transient:

y(k ) =

1
k= 1 N
n

å

N

åy
i= 1

(2-20)

i ,k

where y is the data sequence, N is the number of collected sequences and n is the number of samples in each
sequence. With the transient y (k ) , Prony's Method can be used to extract the mode frequencies and damping. This
method is designed to fit a transient to the function

yˆ(t ) =

P

å Re
i= 1

l t
i

(2-21)

i

where R i is the residue associated with mode l i . These parameters can be obtained by fitting, in a least square
sense, yˆ (t ) to the system output y (k ) and then the damping can be calculated with (2-15)

Simulations
To verify that the damping estimation algorithms in this section perform correctly, simulations are carried out. A
model of the Southern/Southeastern Brazilian power system (Vanfretti, Peric, & Gjerde, Estimation of
Electromechanical Oscillations in the Nordic Gid using Ambient Data Analysis, 2013), with one inter-area mode of
0.8328 Hz and 6.93% damping, is used for this purpose.
By using white noise and small steps as inputs to all load buses, ambient data containing small transients was
generated. For 12 hours of simulated data the methods give, using 10 minute blocks, the estimates shown in Table
3. All three methods give comparable results, with high correlation of the estimates. The most significant difference
is that the random decrement has slightly higher variance than the other two methods.
Method

f (Hz)

z (% )

Variance

Yule-Walker

0.8342

6.5826

0.3564

Half-Power Point

0.8324

6.7714

0.4215

Random Decrement

0.8312

7.0311

0.5095

Table 3 : Mode frequency, damping and variance from the methods.
2.7.3.5

Forced Oscillations

There are forced oscillations (or undamped sinusoids) of unknown origin in the data. These oscillations will show
up as narrow band oscillations in PSDs and spectrograms, and if superimposed over a real system mode, they will
cause problems to obtain good damping estimates. FFTs (Fast Fourier Transforms) is used to examine the data
and identify forced oscillations.
In the analysis, forced oscillations appear in the data from all measurement locations. In common to all units are
forced oscillations at exactly 1Hz and 2Hz. It should be noted also that the amount of forced oscillations observed
depends much on measurement location; units placed in the distribution grid (Tampere in Finland and LTU in the
south of Sweden Figure 36) report far more forced oscillations than the units placed in the transmission grid (Hasle
in Norway in Figure 36).
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(a)

(b)

Figure 36 : (a) FFT using 12h of data from Hasle's PMU, (b) FFT using 12h of data from LTU's
PMU.
Mode Frequency Estimates
Forced oscillations have all spectral content concentrated in one small frequency range while the modes spectral
content is spread around the main peak. By inspecting FFTs we can separate forced oscillations from
electromechanical modes and determine the mode locations; the modes shown in Table 4 could be observed in
Tampere. Obvious forced oscillations can also be identified in Figure 36, particularly at 0.5, 1 and 2 Hz.
Mode Frequency [Hz]
0.3711 - 0.4395
0.5176 - 0.5273
0.6934 - 0.7324, 0.8008 - 0.918, 1.748 - 1.758, 1.776 - 1.789, 1.807 - 1.816

Mode Type
Inter-area
Inter-area
Local or Forced

Table 4 : Mode frequencies from FFTs for data from Tampere's PMU.
Effect of Forced Oscillations and Undamped Sinusoids
Forced oscillations will, if superimposed over a system mode, have negative effects when computing accurate
damping estimates. By computing the Welch spectral estimate before and after an undamped sinusoid with the
same frequency as the added mode, it can be seen how the performance of the half-power point method is
affected by the undamped sinusoid.

Power Spectrum [dB]

From Figure 37, it can be seen that an undamped sinusoid will have a huge impact on the damping estimates
obtained. The half-power points will be very close together and equation (2-19) will give a much too small damping
ratios.
X: 0.832
Y: 73.68

Welch (NS)
Welch (S)

70
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2

Frequency [Hz]
Figure 37 : Welch spectral estimates with superimposed forced oscillation (S) and without (NS).

Page 61

Wide Area Protection & Control Technologies
For the Yule-Walker AR model, the undamped sinusoid will decrease the real part of the eigenvalues, while the
imaginary part will be relatively unaffected, and so equation (2-17) will also yield much too small damping ratios.
The random decrement method on the other hand is much more tolerant to forced oscillations; a small oscillation
will only cause a small decrease in damping. This is because the collected transients are in general of much larger
amplitude than the forced oscillations and the decrease in damping is proportional to the ratio between these two.
Further analysis on the effects of forced oscillations on modal estimators are discussed in the following section.

2.7.3.6

Conclusions and Discussion

This section has shown how different spectral analysis techniques can be applied to synchrophasor measurements
originating from the Nordic grid to estimate low-frequency electromechanical oscillations.
For mode frequency estimation, this section provides a practical methodology for selecting the parameters required
by parametric estimators and non-parametric estimators, as well as the block sizes used by non-parametric
estimators. A comparison of spectral estimation results shows the applicability of this approach.
Analysis of PSDs obtained from different estimators revealed the presence of narrow frequency band components.
Through FFT analysis of data both from low-voltage as well as high voltage PMU installations, the existence of
these components was confirmed.
For mode damping estimation, three algorithms capable of providing damping estimates under ambient data were
tested. The performance of these estimators was evaluated through simulations. The simulation results suggest
that the random decrement algorithm has a more acceptable performance under the presence of forced
oscillations.
The most important realization here is that to improve the quality of mode estimates and in order to be able to
obtain reliable damping estimates, methods that can detect and remove the effects of forced oscillations in the
measurements need to be developed. Additional analysis on effects of forced oscillations on modal estimators is
discussed in the next section of this Chapter.

2.7.4 EFFECTS OF FORCED OSCILLATIONS ON MODAL ESTIMATORS
This section analyses the impact that forced oscillations in PMU data have on damping estimation algorithms,
which has been neglected up to now. Several examples are shown where forced oscillations corrupt the accuracy
of existing mode meter algorithms. It is shown through simulation studies that the impact of the forced oscillation
depends on its location in the frequency spectrum with regards to the inter-area mode whose damping estimate it is
affecting, and not always decrease the value of the damping estimate (as generally assumed (Vanfretti et al, May
2011)).

2.7.4.1

Forced Oscillations in Power Systems

Forced oscillation phenomena in power system have sporadically appeared in the literature over the last 40 years
(Ness, 1966). There are different sources of these oscillations. Xuanyin et al. (Xuanyin, Xiaoxiao, & Fushang,
2010) report that the regulation system of steam turbines can cause this kind of oscillatory behaviour. Other
authors have investigated the impact of cyclic loads in the system (Rostamkolai & Piwko, 1994) & (Xuanyin,
Xiaoxiao, & Fushang, 2010). Vournas et al. (Vournas & Krassas, Analysis of forced oscillations in a multimachine
power system, 25-28 March 1991 ) report diesel generators as one of the possible causes for forced low-frequency
oscillations.
Regardless of cause, all types of forced oscillations have some common characteristics which can be used for their
identiﬁcation. A forced oscillation is a permanent oscillation with a speciﬁc frequency; its spectrum is characterized
by a very narrow high amplitude peak. This can be concluded from the fact that un-damped sine signal is
represented by the Dirac delta function in frequency domain.
A forced oscillation will have most of its spectral content concentrated in one small frequency range, whereas for a
system mode, the spectral content is spread around the main peak (Figure 38). Observe in Figure 38a how the
spectral response of a forced oscillation at 1 Hz has all of its spectral content in a single frequency bin, while a
damped oscillation has a more spread spectral content centred at 1 Hz as shown in Figure 38b. Finally, it is
interesting to observe in Figure 38c the resulting spectrum from the combination of the two above oscillations. This
is similar to the spectrum which one should expect from a forced oscillation overlaying a true system mode. It is
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important to understand this characteristic when estimating power system damping, as explained later. This
behaviour can be seen in real ambient data recorded in the Nordic power system. Figure 39 shows the computed
frequency spectra of four frequency measurements, where narrow peaks in spectra (forced oscillations) can be
easily identiﬁed.

(a)

(b)

(c)

Figure 38 : FFTs computed with simulated data showing (a) forced oscillation, (b) damped
sinusoid, (c) combination of a damped and forced oscillation
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(a) Hasle

(c) Alta

(b) Farda

(d) North

(e)

Figure 39 : FFTs containing forced oscillations computed with 24 hr of data from (a) Hasle, (b)
Fardal, (c) Alta, (d) North PMU Locations
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2.7.4.2

Effects of Forced Oscillations on Mode Frequency and Damping Estimation
Baseline for Analysis

To understand the effect of forced oscillation on mode frequency and damping estimation a simplified seven bus
model of the Southern/South eastern Brazilian power system can be used (Martins, 1989). A classical small signal
stability study reveals one inter-area mode with frequency of 0.8308 Hz and damping ratio of 6.9316%. These
values will be used as references in analyses of mode meter algorithms below 4.
Ambient data is simulated by adding uniformly distributed pseudo-random values (white noise5 ) in all load buses in
the system. The tie-line active power is sampled with frequency of 50 Hz and used as an input to mode meter
algorithms (Figure 40 (a)).
Spectral estimates of the tie-line active power, computed by Welch's and Yule-Walker methods described in
Section 2.7.3, are shown in Figure 40 (b). The spectral estimates are computed with a parcel of 10 minute of
simulated data (3000 samples after down-sampling). The Fast Fourier Transform length of 512 samples is adopted
for Welch's method. In the case of the Yule-Walker method, a random signal is fitted to a low order AutoRegressive model. A dominant 0.83 Hz pole can be clearly seen in both spectra.
A computation of mode damping ratio is carried out using Prony's method. A transient is generated by applying
instant active power load changes in all nodes of the system. Results of all three methods discussed in Section
2.7.3 are used for mode and damping estimation and are shown in Table 5.

(a)

(b)

Figure 40 : (a) 4 h of simulated data, (b) Welch and Yule-Walker spectral estimates for a 10
minutes parcel of pre-processed data.
Method Mode
Expected Value
Yule-Walker
Welch-HPPM
Prony

Frequency[Hz]
0.8308
0.8277
0.8272
0.8308

Damping[%]
6.9316
6.7001
6.9364
6.9325

Variance
0.3151
0.2807
-

Table 5 : Mode frequency, damping and variance of damping estimators computed from
simulated data
Prony's method shows the best estimate, whereas Welch's-Half Power Point Method gives accurate estimation.
From these results, it can be concluded that the non-parametric method (Welch-HPPM) gives more robust results
in the case when the random process (ambient response) is not appropriately modelled. In this case, this means
that the Auto-Regressive model is not fully in accordance with the physical processes. Another important note to
make is that parametric spectral estimators will require an adjustable model order in order to be able to handle the
changes in system dynamics that occurs in a power system.

Effects of Forced Oscillations
Forced oscillations will, if located nearby a system mode, degrade the accuracy of damping estimators. In this
section three characteristic cases are analysed:
4
5

While this test system includes other modes, this study is restricted to the 0.8308 Hz inter-area oscillation
Uniformly distributed pseudo-random values are drawn from the standard uniform distribution using Matlab's rand command.
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1. Case with no forced oscillation in the system,
2. Case when the frequencies of the forced oscillation and the inter-area mode are the same (forced
oscillation is superimposed on the inter-area mode) and
3. Case when the frequency of the forced oscillations is "close" to frequency of the inter-area mode (it is
adopted that forced oscillation is "close" to a system mode if frequency difference between them is less
than 0.2 Hz).

(a)

(b)

(c)

Figure 41 : Spectral estimates with (a) no forced oscillation (b) superimposed forced oscillation
(c) forced oscillation located close to the inter-area mode
Spectral estimates in these three cases are shown in Figure 41, from which following can be concluded:
1. No forced oscillation. In this case, both estimators yield estimates close to the reference value.
2. Superimposed forced oscillation at frequency of 0.83 Hz. In this case, both estimators have decreased
damping ratios. An increase in peak height results in a decrease of the distance between the half-power
points. A small damping ratio is decreased further.
3. For the Yule-Walker model there is a decrease in the real part of the eigenvalues, while the imaginary part
is relatively unaffected. Consequently, the damping ratio is decreased.
4. Forced oscillation located at 1 Hz. In this case, both estimators have increased damping ratio. In general, a
forced oscillation located close to the mode peak causes the width of the mode peak to grow. For the
Welch-HPP estimator, the distance between the half-power points is increased and the damping ratio is
increased.
The eigenvalues from the Yule-Walker model have an increase in the real part, while the imaginary part is relatively
unaffected, and consequently, it yields too high damping ratios.
The selection of the model order in parametric methods has a great impact on mode estimation accuracy. Selection
of a high order mode estimator leads to over-fitting whereas a low order model leads to the low frequency
resolution. The problem of the reduced frequency resolution is especially important in the presence of forced
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oscillations because they have narrow frequency bands, which requires higher frequency resolution. This analysis
yields to the conclusion that usage of non-parametric methods can be beneficial in the systems with forced
oscillations. The results of performed simulations are summarised in Table 6.
Method
Yule-Walker
Welch-HPPM

Without F.O.
-

Superimposed F.O.
Moves real part to the right
Increased peak and reduced
distance between Half-Power
Points
Results
Correct
Lower damping
Note: F.O. refers to Forced Oscillation.

F.O. close to the inter-area mode
Moves real part to the left
Decreased peak and increase
distance between Half-Power Points
Higher damping

Table 6 : Effects of forced oscillations (F.O.) on damping estimates computed from simulated
data
Forced Oscillation Impact on Real Synchrophasor Data

The Nordic Grid has two dominant inter-area electromechanical modes. The following analysis focuses on the interarea mode located at approximately 0.35 Hz. A reliable estimate of the inter-area mode properties can be obtained
using Prony's method with measured transient data (Figure 42). Numerical results are shown in Table 7.

Figure 42 : Transient captured from the PMU at Fardal and corresponding Prony Estimate
Mode Frequency [Hz]
0.3561

Mode Damping [%]
6.0481

Table 7: Mode frequency and damping ratio of the main inter-area mode in the Nordic Grid
Forced oscillations occur occasionally in the system, which can be seen from the spectrum time evolution of the
selected signal (Vanfretti, Bengtsson, Aarstrand, & Gjerde, 2012). Consequently, damping estimates change over
time. Assuming that the inter-area mode properties remain constant during the period of analysis, it is possible to
analyse impact of the forced oscillations on mode damping estimation (it is assumed that only forced oscillations
cause changes in damping estimation results).
To demonstrate the effects of the forced oscillations on mode estimators, four shorter data parcels are selected
from the 4 hour long synchrophasor signal. During this period different forced oscillations occurred in the system
causing different damping estimations. Computed spectrums of the four analysed cases are shown in Figure 43
where following effects can be noticed:




No forced oscillations. The data parcel in this case provides a smooth spectrum with a clear peak at the
frequency of the dominant inter-area mode. Both methods provide good damping estimates (Half Power
Point Method: 6.0860 %, Yule-Walker: 5.9714 %).
Forced oscillation at 0.35 Hz. The spectrum of the analysed parcel has a very narrow peak at the
frequency of the dominant inter-area mode. This forced oscillation causes a decrease in the estimated
damping ratio (Half Power Point Method: 3.8037 %, Yule-Walker: 3.8117 %).
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Forced oscillation at 0.38 Hz. The spectrum of the analysed parcel has a peak at the frequency of the
dominant inter-area mode but this peak is wider comparing to case 1. This forced oscillation causes an
increase in the estimated damping ratio (Half Power Point Method: 9.6009 %, Yule-Walker: 9.522 %).
Insufficient spectral content. In this case, the peak in the spectrum is not easily visible for the mode of
interest making damping estimation less reliable. Due to reduced peak height, the estimated damping is
significantly higher compared to other cases (Half Power Point Method: 15.7967 %, Yule-Walker: 15.6316
%).

(a)

(c)

(b)

(d)

Figure 43 : FFTs computed with 10 min of data from Fardal showing (a) good estimate (b)
superimposed forced oscillation (c) forced oscillation located close to mode (d) Insufficient
spectral content
2.7.4.3

Conclusion

A forced oscillation superimposed on the inter-area mode will decrease the value of the damping estimate, while a
forced oscillation close to the inter-area mode will increase it. This was illustrated through both simulation studies
and analysis of real PMU data from the Nordic Grid. The most important message to derive from these studies is
that prior to the use of mode meters in control centres it is necessary to have a good understanding of the impact of
forced oscillations on damping estimates, and that new damping estimation methods that cater to forced
oscillations are necessary.
In addition, it is shown that non-parametric spectral estimators are more suitable for spectral analysis in systems
with forced oscillations because of their ability to resolve these oscillations as compared to (low order) parametric
estimators; another advantage of non-parametric spectral estimators is their comparatively easier tuning. In order
to compute mode damping ratios with non-parametric methods, the Half Power Point Method was used in this
section, showing how this method can applied for damping estimation using non-parametric estimators.
Proper detection and handling of forced oscillations in mode estimators is a topic of recent attention, and some
potential approaches to detect them have been proposed in (Trudnowski, 29 Feb. - 1 Mar., 2012). The analysis
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shown above can be found more in detail in (Vanfretti L. , Bengtsson, Perić, & Gjerde, 26-28 Sept. 2012), while in
(Vanfretti L. , Bengtsson, Perić, & Gjerde, 2013) more analysis is carried out paying particular attention to the
effects on frequency estimation and how to calibrate parametric and non-parametric estimators when subject to
forced oscillations.

2.7.5 APPLICATIONS OF PMUS FOR CONTROL OF INTER-AREA OSCILLATIONS
One goal of a Wide-Area Monitoring System (WAMS) is to have tracking tools for oscillatory dynamics in an
interconnected power grid, particularly those which are critical to operational reliability, i.e., inter-area oscillations
(Hauer, Trudnowski, & DeSteese, July, 2007). Insufficient damping of low-frequency inter-area oscillations arises
as weak interconnected power systems are stressed to meet up with increasing demand (Rogers, July, 1996). This
inadequacy may lead to oscillatory instability, resulting in system collapse.
“Interaction paths”, defined in (Hauer, Trudnowski, & DeSteese, July, 2007) as the group of transmission lines,
buses, and controllers, which the generators in a system use for exchanging energy during swings, are one
important source of dynamic information necessary for WAMS. If the interaction paths of inter-area swings can be
identified, monitored, and tracked, proper preventive measures or control actions can be carried out to enhance the
system’s transfer capacity while maintaining high security.
A characteristic of power oscillations is that, for every mode of oscillation, there exists a series of connecting
corridors in which the highest content of the mode would propagate. For a particular case of inter-area modes, the
path is termed “dominant inter-area oscillation path” (Chompoobutrgool & Vanfretti, On the Persistence of
Dominant Inter-Area Oscillation Paths in Large-Scale Power Networks, September 2-5, 2012), a concept based on
the notion of interaction paths. These dominant inter-area oscillation paths are deterministic (Hauer, Mittelstadt,
Martin, Burns, & Lee, 2007) and algorithms for their identification using both models and measurements are now
available (Chompoobutrgool & Vanfretti, Identification of Power System Dominant Inter-Area Oscillation Paths,
2013).
Furthermore, signals from the dominant path are the most observable and have the highest content of inter-area
modes. This suggests that by using well-selected dominant path signals for wide-area control, adequate damping
performance can be achieved.
This section introduces the concept of dominant inter-area paths, and its use for inter-area mode controller design
considering PMU signals as inputs to damping controls.

2.7.5.1

Dominant Inter-Area Paths

Dominant inter-area oscillation paths are defined as the passageway containing the highest content of the interarea oscillations. Consider a simplified dominant inter-area path, represented by the two-area system shown in
Figure 44, where G1 and G2 represent coherent groups of machines involved in the inter-area swing while
transformers and line impedances represent elements of the dominant path connecting the two areas.
Characteristics of the dominant inter-area paths6 can be demonstrated using the computed bus voltage magnitude
(Sv) and angle modeshapes (Sq) as illustrated in Figure 45 (a) and (b), respectively. Figure 45 (c) and (d) illustrate
the corresponding magnitude (|Sq|) and phase (∟Sq) of the voltage angle modeshapes, Sq. Two transfer levels,
Case A and Case B, are compared in this figure. The labels “1100 MW” and “900 MW” represent the amount of
power transfer over the dominant path. The x-axis represents the bus number in the dominant path; the distance
between buses is proportional to the line impedance magnitude. According to Figure 45, important features of the
dominant path are summarized below.

1

4

3

G1

5

2
G2

Figure 44 : Simplified dominant inter-area path represented with a two-area, two-machine
system
6These are similar to the characteristics of voltage change and angle change of the first swing mode in Fig.13, where the mode is described by a single wave

equation with one spatial dimension.
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The smallest |Sq| element(s) (Figure 45 (c)) or the largest Sv (Figure 45 (a)) indicates the center of the path.
This centre can be considered as the ”inter-area mode center of inertia” or the ”inter-area pivot” for each of
the system's inter-area modes.
The pivot divides the path into two groups where their respective phases are opposing each other (Figure
45 (d)).
The difference between Sq elements of two edges of the path (Figure 45 (b)) are the largest among any
other pair within the same path. In other words, the oscillations are the most positive at one end while
being the most negative at the other end. Hence, they can be considered as the ``tails'' for each inter-area
mode.
Sv elements of the edges (Figure 45 (a)) are the smallest or one of the smallest within the path.
Inter-area contents of the voltage magnitude modeshapes are more observable in a more stressed system.

Figure 45 : Voltage magnitude and angle mode shapes of the dominant path in the two -area
system (x-axis corresponds to the buses in Figure 44).
2.7.5.2

Identification of Dominant Inter-Area Paths

Current magnitude modeshapes ( S I ) indicate how much contents of the inter-area modes are distributed among
ft

the transfer corridors (Vanfretti & Chow, Analysis of Power System Oscillations for Developing Synchrophasor Data
Applications, 2010). Thus, corridors having the highest content of current magnitude modeshapes signify the paths
where the inter-area oscillation will travel the most; hence the term “dominant inter-area oscillation paths”. On the
other hand, the magnitude of voltage magnitude and angle modeshapes ( S V and S q ) indicate the modal
observability of a signal. The larger in magnitude the modeshape is, the more observable the signal measured
(from the dominant path) becomes. This will be helpful when selecting feedback signals having high inter-area
modal contents for wide-area control.
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Three algorithm for identification of dominant inter-area oscillation paths are proposed in (Chompoobutrgool &
Vanfretti, Identification of Power System Dominant Inter-Area Oscillation Paths, 2013), each of these algorithms
work with different input information: (a) an updated dynamic model, (b) transient responses from PMUs, or (c)
ambient data.

2.7.5.3
from PMUs

Control of Inter-Area Oscillations using Damping Control Feedback Input Signals

One major challenge in damping control design is the selection of feedback input signals. Conventionally, power
system stabilizers (PSSs) use local measurements for input signals, such as active power in the outgoing
transmission line, generator speed, and frequency at the terminal bus. With the availability of signals from phasor
measurement units (PMUs), choices of inputs are not only limited to those local but now include wide-area signals.
Several studies suggest that wide-area signals are preferable to local signals (Aboul-Ela, Sallam, McCalley, &
Fouad, Damping Controller Design for Power System Oscillations using Global Signals, May, 1996) & (Chow,
Sanchez-Gasca, Ren, & Wang, Power System Damping Controller Design Using Multiple Input Signals, August,
2000). Therefore, the exploitation of PMU signals is desirable. However, the main issue is which signal, among all
the available signals, would give satisfactory damping performance.
Results from previous studies on the concept of dominant inter-area oscillation paths ( (Chompoobutrgool &
Vanfretti, On the Persistence of Dominant Inter-Area Oscillation Paths in Large-Scale Power Networks, September
2-5, 2012), (Chompoobutrgool & Vanfretti, Persistence of Multiple Interaction Paths for Individual Inter-Area Modes,
September 2-5, 2012)) have suggested that effective damping control can be achieved by using signals from the
dominant paths. The aim of this section is thus to carry out a fundamental study on feedback control using PMU
signals from a dominant path. As such, the two-area system introduced in Section 2.7.5.1. is used to illustrate PSS
control design for damping enhancement. Two types of signals, namely voltage angle and generator rotor speed,
are used as inputs for a PSS controller. The first type represents the signals available from PMU while the latter
represents one of the most commonly used signal in PSS damping design. 7 Their corresponding performances are
analyzed and compared. The results of this study offer promising and feasible choices of signals to be used in
feedback control. Although only PSS is considered, the concepts are applicable for any other damping controllers.
In this study, the impact of different feedback input signals on the damping of the two-area test system will be
evaluated. Each signal requires different controller (PSS) parameters, as well as different structures. The purpose
of the design is to achieve a specific damping performance. As such, for each input signal, PSS parameters will be
tuned such that the system achieves z = 15% damping ratio.
Voltage angle and generator speeds will be used as feedback input signals. Controller performance is evaluated
considering the following factors: (1) effective gain (the cumulative gain of the PSSs which can be computed from
a n K d ), (2) overshoot ( Mp ), and (3) rise time ( t r ).
The monitored signal is the bus voltage terminal at G1 , V 1 , whereby its response is evaluated by the above factors.

Controller Structure
The objective of the design is to improve damping of the inter-area mode by installing a Power System Stabilizer
(PSS) at G1 modulating the AVR error signal. Following the design in (Chow, Boukarim, & Murdoch, Power System
Stabilizers as Undergraduate Control Design Projects, February, 2004), the structure of the PSS includes lead/lag
compensators in the form
n
é s - z ù é T ws ù
ú
ú ê
PSS = K d êa
ê1 + T s ú
êë s - p ú
w û
û ë

m

where

(2-22)

n and m are the number of compensator stages and T w is the washout filter time constant having the

value of 10 s. m = 1 when the input signal is generator rotor speed while m = 2 when the input signal is a voltage
angle difference.
Note that generator speed, as well as angle difference, has high components of torsional modes (Lawson, Swann,
7Note that generator speed is not currently available from PMUs.
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& Wright, 1978). Therefore, a torsional filter is added to the PSS structure when generator speed and bus voltage
angle differences are used as feedback input signals. The impact of the torsional filter on PSS design is
represented by a lower-order transfer function
G tor (s ) =

1
.
wn s + ds + 1

(2-23)

2

where example values for ωn and δ could be 0.0017 and 0.061.
Furthermore, the a , the poles ( p ), and the zeros ( z ) can be computed from the following equations:

m =
a =
p=

180   dep

(2-24)

n
1 + sin (f m )

(2-25)

1 - sin (f m )

a wc ,

(2-26)

z = p/ a

where qdep , f m , and wc represent angle of departure of the inter-area mode, angle compensation required, and the
frequency of the mode in rad/sec.

Controller Design using PMU Signals as Feedback Inputs
In this illustration, signal D q14 = q1 - q4 , the voltage angle difference between Bus 1 and Bus 4 (see Figure 45), is
used as the feedback input signal. A root-locus plot of the open-loop system (no phase compensation) including
two washout filters is shown in Figure 46 (a). The angle of departure ( qdep ) of the inter-area mode is 16.167o .
Using this angle, PSS parameters are computed using (2-22) – (2-26). Adding the designed controller to the
system, the root-locus plot is shown in Figure 46 (b) which shows an inverse direction of the inter-area mode; i.e.,
the inter-area mode is moving in a stable direction. Gain K d is obtained when moving along the branch of the root
loci of the inter-area mode until the desired damping ratio ( 15% ) is reached. Finally, for the signal used, the
obtained PSS has the form
2

é
s + 0.1659 ù
ú
PSS = 0.00325 ê200.284
ê
s + 33.2357 ú
ë
û

2

é 10s ù
ê
ú.
ê1 + 10s ú
ë
û

(2-27)

Responses of the terminal voltage at Bus 1 with and without PSS are compared in Figure 47.

(a)

(b)

Figure 46 : Root -locus plots of the system with D q14 as feedback input signal
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Figure 47 : Damping control performance using D q14 as feedback input signal.
Voltage Angle Differences as Input Signals
Using the same design process, the system performance using voltage angle differences as feedback input signals
is summarized in Table 8. All angle differences in Table 8 use a 2-stage lead compensator. Note that q4 is used as
a reference and the order of representation is corresponding to the location of the buses in Figure 44.
Signals

Effective gain

Mp (%)

t r (s )

Dq14
Dq43
Dq45
Dq42

130.51
55.87
34.85
33.47

18.02
16.58
15.61
15.14

0.60
0.59
0.58
0.57

Note: The effective gain is defined as the cumulative gain of the PSSs which can
be computed from

a nK d

Table 8 : System performance using voltage angle differences as feedback input signals

Figure 48 : Damping control performance using D qij as feedback input signals.
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According to the results in Table 8, it can be concluded that the overall performance corresponds to the voltage
angle modeshape (Sq) relationship. That is, the larger the angle modeshape (difference), the lesser the gain is
required, the smaller the overshoot is and the faster the rise time becomes. In other words, signal Dq42, having the
largest Sq difference, requires the smallest gain and has the smallest overshoot and rise time. This is because the
signals have model content proportional to the voltage angle difference dictated by the voltage angle modeshape
(see Figure 45(b) ).
Table 8's corresponding responses of the terminal voltage at Bus 1 are illustrated in Figure 48. Note that, in order
to have the same sign, Dq14 is used instead of Dq41.

Analysis on Input Signal Choices and Further Work
The results shown above and further analysis using voltage magnitude measurements, and machine speeds
available in (Vanfretti, Chompoobutrgool, & Chow, Chapter 10: Inter-Area Mode Analysis for Large Power Systems
using Synchrophasor Data, 2013), (Chompoobutrgool & Vanfretti, A Fundamental Study on Damping Control
Design using PMU signals from Dominant Inter-Area Oscillation Paths, September, 2012) indicate that angle
difference is the most effective feedback input signals with comparatively superior overall performance comparing
to generator speed. This angle difference signal is only available when the time synchronised measurements are
used and future work should investigate the use of relative generator speed and bus frequencies as feedback input
signals.
Overall performance of each signal of the voltage angle differences is in accordance with their corresponding
network mode shapes (see Figure 45 (b)). That is, signals having high network mode shape perform better than
those with lower network mode shapes.
Different loading effects are not yet considered in the study presented here and further work in (Vanfretti,
Chompoobutrgool, & Chow, Chapter 10: Inter-Area Mode Analysis for Large Power Systems using Synchrophasor
Data, 2013), (Chompoobutrgool & Vanfretti, A Fundamental Study on Damping Control Design using PMU signals
from Dominant Inter-Area Oscillation Paths, September, 2012). This is relevant because, for different loading
scenarios, the open-loop observability of the dominant path signals shifts depending on loading level. Further work
is necessary to determine if the closed-loop observability on different loading levels maintains the same properties
as revealed in this study.

2.7.6 CONCLUSIONS AND CHALLENGES AHEAD

2.7.6.1

PMU-Based Mode Property Estimation

A forced oscillation superimposed on the inter-area mode will decrease the value of the damping estimate, while a
forced oscillation close to the inter-area mode will increase it. This was illustrated through both simulation studies
and analysis of real PMU data from the Nordic Grid.
The most important message to derive from these studies is that prior to the use of mode meters in control centres
it is necessary to have a good understanding of the impact of forced oscillations on damping estimates, and that
new damping estimation methods that cater to forced oscillations are necessary.
Currently, researchers are devising new methods that can deal with forced oscillations more efficiently within mode
estimators (Zhou, 2013), (Myers & Trudnowski, 2013) & (Peric & Vanfretti).

2.7.6.2

PMU-Based Inter-Area Mode Control

The selection of the “right” input signals from PMUs is critical for effective damping control. The use of the
“dominant path concept” (Peric & Vanfretti) shows that signal type and location is crucial to ensure that control
design specifications are maintained and damping is maximized.
However, in the case of signal loss (due to communication failures), the controller must be adjusted even if new
signals are used to replace a lost signal so that the highest damping can be obtained (Peric & Vanfretti).
These adjustments must occur adaptively and must be initiated by an adequate switch-over logic that guarantees
the continued operation of the damping controller. Depending on the types of signals as well as signal combination,
controller structure must be adapted accordingly to achieve optimal damping. Furthermore, tracking of the control
loop delay will become crucial to maintain control efficiency, hence the control structure also should be adapted to
use not only the signals with the best “modal” content but at the same time those signals with the smallest closed
loop delay.
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As such, “adaptive” controllers, which can automatically adjust their parameters for each input signal feeding in and
the signals’ delay (Magnus Danielson, Vanfretti, Choompoobutrgool, & Shoaib Almas, August 25-30, 2013), are
promising and desirable.

2.8

WAMPAC for Frequency Stability

Power systems operate predominantly in the ‘normal’ state, in which all the system variables are within their normal
ranges and no system component is overloaded. However, power systems are exposed continuously to
unexpected disturbances, which may initiate a sequence of cascading outages, leading to catastrophic blackouts
unless countered by a set of suitable actions. In terms of frequency stability, which is in the focus of this Topic, the
possible classes of actions are: a) controlled islanding, b) actions using generators, c) actions using loads, d)
actions using reactive compensation, e) actions using transmission network plant.
Presently, PMUs are the most accurate and advanced time-synchronized technology available; they provide
voltage and current phasors and frequency information, synchronized with high precision to a common time
reference provided by the Global Positioning System (GPS). Their operation is based on numerical measurement
algorithms. Currently, a need exists for the further development of robust methods for frequency and rate of
frequency change measurement; particularly with respect to methods that are not sensitive to the bad data that can
corrupt voltage and current signals during network transients.
A successful novel protection and control application requires a carefully designed WAMPAC architecture,
including a thorough consideration of latency (communication delay). The application requirements determine the
maximum tolerable latency, which in turn determines the communication network design. The communication
requirements for real-time frequency based corrective control will be high, so an optimal design of WAMPAC
architecture is a prerequisite for the successful implementation of SMT (Synchronised Measurement Technology).
However, the first applications for controlling frequency instabilities based on SMT are still a long way away. The
ultimate goal of this project is to contribute to overcoming the challenge of creating WAMPAC applications for
detecting and preventing frequency instability.
Thus, the main issues which will be considered in this Section are as follows:
1. Assessment of the physical nature of frequency changes in power systems – a prerequisite for an optimal
selection of Synchronised Measurement Technology
2. The challenges that may arise due to the risk that system inertia might be reduced in future networks
3. The limitations posed by the varying nature of frequency behaviour in different types of power system
(small, medium-size, large)
4. Methods for frequency measurement during steady state and transient network conditions that are suitable
for supporting PMU applications
5. Proposal of an optimal WAMPAC architecture that is suitable for addressing the challenges related to
frequency stability
6. Issues related to communication network constraints.

2.8.1 CRITERION FOR FREQUENCY STABILITY
The criterion for frequency stability serves as an indicator of the balance between generation and demand. It is
defined in terms of the deviation of the frequency from the nominal frequency. When compensating for a significant
loss of generation capacity, two methods are used to arrest a dangerous decline in frequency: release of reserve
that is provided by generators or under-frequency load shedding. In the case of the sudden loss of large loads the
generated power must be reduced accordingly within a certain time frame. The timing of this response is divided
into three stages of control: primary, secondary and tertiary control. The properties of these control methods will
now be summarised.

2.8.2 PRIMARY CONTROL
In order to compensate for a power imbalance, there is a need for the immediate activation of fast control power,
referred to as (positive) primary control (PRL) that must be proportional to the frequency deviation and activated
soon after the imbalance has occurred. The required response times and the definition of these times varies
between systems based on their size, i.e. inertia, and operating practices and will be shorter for smaller systems,
as they will experience a faster drop in frequency after an equivalent event. For example, in GB the primary
response must begin within 2 seconds and be at 100% within 10 seconds (National Grid - The Grid Code) whilst in
the UCTE it is required to be at 50% within 15 seconds and 100% within 30 seconds (ENTSOE). In the transient
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phase after a loss of generation, the deficit of active power is only compensated for by the energy stored in the
rotating masses of the participating generators, which causes them to decelerate and the system frequency to
experience a corresponding drop. The frequency drop can occur very quickly and its magnitude is determined by
the change in power generation or demand and the distance to the respective power plant or load nodes.
The change of control power deliver by the primary control is not implemented as step function, but as a ramp and
the Operational Handbook for the UCTE defines the following properties for it: “Physical Deployment Times. The
time for starting the action of PRIMARY CONTROL is a few seconds after the incident, the deployment time for 50
% or less of the total PRIMARY CONTROL RESERVE is at most 15 seconds and from 50 % to 100 % the
maximum deployment time rises linearly to 30 seconds.” This value is based on the kinetic energy of rotating
masses, the time constant (TA) of thermal and hydropower plants in the synchronous zone of ENTSO-E Continental Europe.
For comparison, Figure 49 displays the recorded frequency measurement during a scheduled reduction of power
generation and Figure 50 displays the frequency measured during a sudden loss of generation. Table 9 compares
the peak rate of change of frequency experienced in three cases.

Figure 49 : Frequency plot during scheduled decrease of generation, date 24.06.2010

Figure 50 : Frequency plot during power plant outage in Spain (Analysis and Damping of InterArea Oscillations in the UCTE/CENTREL Power System, UCTE-IPS/UPS Feasibility Study)
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Event/ Location of
measurement
∆f⁄
∆t

Scheduled decrease
of generation /
Dortmund DE

Power plant outage in
Spain

Power plant outage in
Germany

1.66 mHz/s

100 mHz/s

40 mHz/s

Table 9 : Values of frequency change

Figure 50 shows a significant spatial variation across the system, with the source of the disturbance (a loss of in
feed in Spain) leading an inter area oscillation across the system. Depending on the speed of response of the
primary control in the system, the primary response may attempt to respond to this oscillation. While this would be
desirable to some extent, as more response would occur close to the disturbance, it would be generally be
undesirable, as the primary control may attempt to deliver an oscillatory response that would strain the machine
unnecessarily and not correspond to the ramp that is expected from primary frequency control. However, if the
speed
With the increase of energy fed in from wind turbines, the proportion of the rotating masses that directly contribute
inertia and primary response to the system will be reduced. Systems are already experiencing conditions in which
distribution network connected wind farms feed substantial amounts of power into the transmission network during
periods of low demand with favourable wind conditions (Roman, 2007). This reduced inertia will require the primary
response of the power system to respond more quickly than before, which, without careful design, may lead to an
unstable or undesirably oscillatory response in the presence of oscillations in frequency like those shown in Figure
50. Furthermore, the threat posed by reduced inertia will require more work in the area of inertia estimation (Wall &
Terzija, Simultaneous Estimation of the Time of Disturbance and Inertia in Power Systems, 2014).
In these circumstances, an important question that must be addressed is defining the minimum proportion of
generation from thermal and hydropower plants that is necessary to ensure reliable primary control for a given
primary control approach (e.g. required response times). The change in frequency can be measured to capture the
transfer function between the load variation and the frequency deviation for a load variation or production failure.
As indicators, the “network static” SN or “power factor” VN may be used.
The power flow from node i to j is given by:
Pij =

U iU j
X ij

sin (di - dj )

(2-28)

Immediately after a loss of load or generation occurs then different network frequency variations and different
changes in the voltage angles of the two adjacent network areas occurs.
Thus, each network area is regarded as a cohesive group and in the transient phase two different networks areas
exchange power. In other words, immediately after a load variation the two network areas will experience inter area
oscillations (Handschin, 1987). To study these oscillations measurements of frequency and power transfer must be
available. Similarly, methods must be applied that can damp these inter area oscillations. The typical frequencies of
these oscillations are given in different sources and applying the Nyquist-Shannon theorem allows the necessary
minimum reporting rate of the measurement system to be defined:
Reporting Rate [s]

2

0.1

0.04

0.02

Maximum Frequency of Event [Hz]

0.25

5

12.5

25

Table 10 : Overview of necessary reporting rates for the measurement system as a function of
the frequency of the event to be studied (e.g. inter area oscillations)
2.8.3 SECONDARY CONTROL
The role of the primary frequency response is to arrest the development of the frequency deviation that occurs after
an imbalance. However, the primary response is not equipped to correct the resulting deviation and return the
system to approximately the nominal frequency. This deviation must be corrected within each control area. This
correction is the role of the secondary control. As with primary control, the requirements imposed upon secondary
control vary between different power systems, as does the control method used. For example in UCTE it must be
able to respond within 30 s and be capable of delivering maximum response within 5 minutes and then sustaining
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this maximum for 15 minutes (ENTSOE); this response is delivered using automated generation control (AGC).
While in GB it must begin to respond within 30 seconds of an instruction and be sustained for up to 30 minutes but
is delivered using manual instructions (National Grid - The Grid Code).
Usually there are three basic types of control structure that are used for large power systems: centralized,
pluralistic and hierarchical control areas/blocks (Analysis and Damping of Inter-Area Oscillations in the
UCTE/CENTREL Power System, UCTE-IPS/UPS Feasibility Study). In the case of pluralistic organisation, the
optimal superior control strategy must be studied.
Figure 51, Figure 52 and Figure 53 display different concepts for improving control. In concept “a” the signal from
the first control area is collected at a central control box. Then the signal is added to the signal from the second
control area and then applied to the respective PI controller in each area. In concept “b” the signal from both of the
control areas is collected at a central control box, as in concept “a”. However, the signal is then applied to a single
common PI control block. The third concept, (c) is displayed in Figure 53. The signal from each control area is
collected at the control box. Then the output of the control box is transferred to the subsequent PI controller. The
signal from one PI controller is then added to the signal from the other PI controller and applied to both control
areas.

Figure 52: Second concept of
Figure 53: Third concept of
Figure 51: First concept of
control
control
control
In each of the concepts presented for secondary control a high data exchange rate is required. To achieve the fast
damping of inter area oscillations that is required the cycle time for the data exchange must be less than 2 s. The
frequency is measured, but only at one location and the power flows over transmission lines must be collected from
remote nodes.

2.8.4 FREQUENCY MEASUREMENT
Power system frequency, or frequency measured locally at any substation in the system, is the main quantity used
for load-frequency control. However, other measurements can also be used to support primary and secondary
control, the most common of which are given In Table 11.
f

Frequency

∆f
∆t

Frequency deviation with respect to time (rate of frequency change – ROCOF)

Ui

Voltage magnitude at node i

δi

Voltage angle at node i

Table 11 : Measurement values for primary and secondary control
where the frequency deviation is given by:
D f = fk - fk - 1

(2-29)

for a sample time of TS.
The requirements for frequency measurements that support the primary and secondary control are defined by the
Operational Handbook (ENTSOE): “The insensitivity range of PRIMARY CONTROLLERS should not exceed ±10
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mHz”; Measurement Cycle for Frequency Observation. “The cycle for measurements of the SYSTEM
FREQUENCY for CONTROL AREA observation must be in the range of 1 second (strongly recommended) to at
most 10 seconds.”; Control Performance Measurement. “The NETWORK POWER FREQUENCY
CHARACTERISTIC is calculated in response to a disturbance (such as an observation incident), based on
measurements of the SYSTEM FREQUENCY and other key values and on a statistical analysis.”

2.8.4.1

Algorithms used for Frequency Measurement

Algorithms are:






Zero-Crossing
Parameter estimation
Gauss–Newton Algorithm
Prony
FFT

The estimation of frequency and the rate of change of frequency is an ongoing area of research. New algorithms
are being developed and refined to deal with the challenges faced when estimating these parameters from
relatively short windows (possibly only a few cycles of the signal) of a non-stationary and at times highly distorted
signal (Terzija & Stanojevic , STLS Algorithm for Power-Quality Indices Estimation, 2008) (Terzija & Stanojevic ,
Two-Stage Improved Recursive Newton Type Algorithm for Power Quality Indices Estimation, 2007).
Examples of this work for the estimation of frequency include: (Regulski & Terzija, 2012) (Terzija V. , Cai,
Stanojevic, & Strbac, 2010) (Terzija V. , Improved Recursive Newton Type Algorithm for Frequency and Spectra
Estimation in Power Systems, 2003) (Terzija, Djuric, & Jeremic, A Recursive Newton-Type Algorithm for Digital
Frequency Relaying, 1996) (Terzij, Djuric, & Kovacevic, 1995) (Terzija, Djuric, & Kovacevic, Voltage Phasor And
Local System Frequency Estimation Using Newton Type Algorithm, 1994).
Furthermore, the unique challenges posed by the estimation of a derivative of noisy signal have meant that some
work has focused upon the rate of change of frequency, including: (Terzija & Djuric, Direct Estimation of Voltage
Phasor, Frequency and Its Rate of Change Using Newton's Iterative Method, 1994) (Terzija & Djuric, An Adaptive
Algorithm for Direct Real-Time Estimation of Voltage Phasor, Frequency and its Rate of Change).

2.8.4.2

Frequency Measurement with PMUs

PMUs offer precise measurement of network frequency and time synchronized phasors. The advantage of timesynchronized measurements is that the digital sampling of the measurement is already synchronised. Each
oscillator has a frequency drift, resulting in a frequency deviation in measurements over a time long period. The
principle of time-synchronized measurement (Phadke & Kasztenny, Synchronized Phasor and Frequency
Measurement Under Transient Conditions, Jan 2009) is shown in Figure 54. GPS satellites are equipped with an
atomic clock that allows a precise determination of time. A one pulse per second (PPS) signal is generated by the
GPS satellites and is used to drive the sampling clock.
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Figure 54 : Sample synchrophasor phasor architectures with frequency tracking and
synchrophasor angle convention (Phadke & Kasztenny, Synchronized Phasor and Frequency
Measurement Under Transient Conditions, Jan 2009)
PMUs estimate the time-synchronised phasor and the accuracy of this phasor is indicated by the Total Vector
Error. The standard also contains requirements on the accuracy of frequency and rate of frequency change
measurements.
Monitoring the frequency deviation after load drops and generation outages requires a fast and reliable frequency
measurement system. A test procedure with step functions of magnitude, phase angle and frequency is described
in the standard (IEEE Std C37.118-2005 - IEEE Standard for Synchrophasors for Power Systems). An example of
such tests and the associated frequency measurements are shown in Figure 55 and Figure 56.

Figure 55 : Reference values from signal generator for step test
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Figure 56 : Frequency measurement
Two PMUs were examined in this test allowing the accuracy and reliability of the frequency measurement to be
studied in this section. After a time of 2 s and at a voltage of 57 V the test begins by increasing the voltage to 110
V. Then the voltage is lowered to 100 V at t = 4 s and returned to 110 V at t = 5 s.
If the PMUs are receiving no input signal then it is obvious that no frequency value can be determined. In this
instance, some devices output a certain value, which does not occur in normal operation. For example, it can be
seen in Figure 56 that the frequency reported by PMU B prior to the test beginning (i.e. before the sinusoidal
voltage was applied at zero seconds) was very large, which in practice could easily be recognised as erroneous,
and when the test voltage was applied the reported frequency quickly drops to the true value of 50 Hz. In contrast
PMU A outputs indefinite values around the nominal frequency. Both PMUs provide precise frequency values of 50
Hz with a maximum deviation of 1 mHz during the steady state. The amplitude change from 57 to 110V at t = 2 s
causes PMU A to erroneously report a frequency change of up to 18 mHz. Furthermore, the error seen for the 10%
decrease (see Figure 57) to 100V (t = 4 s) and back to 110 V (at t = 5 s ) is a maximum of 4 mHz. In contrast, PMU
B experiences a maximum error of 1 mHz during the amplitude changes, which is unchanged from the steady state
performance. PMU A measurement contains higher frequency variations. However, the error for an amplitude
change of 10% is below the 10 mHz required by the operators handbook.

Figure 57 : Measured amplitude frequency response during amplitude step by 10%
The errors seen are significantly larger during the 5 ° change in the phase angle (at t = 7 s and t = 8 s), see Figure
56 & Figure 58. The maximum frequency deviation in PMU A is 380 mHz and 7 mHz in PMU B. If the phase angle
changes rapidly then frequency measurements may be vulnerable to the unacceptably high errors seen for PMU A,
despite the fact that the fundamental frequency of the signal has not changed.
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Figure 58 : Frequency measurement during a phase angle step by 5 °
The IEEE Standard for Synchrophasors for Power Systems (C37.118-2005) does not provide any guidance on the
requirements imposed on the quality of frequency measurement during amplitude and phase angle changes. This
is because the frequency measurement is not of primary interest due to the definition of PMU errors through the
concept of the TVE. However, a step change in frequency is included in the test presented here. The frequency
was lowered from 50 Hz to 49 Hz at t = 10 s and returned to 50 Hz at t = 11 s. The resulting frequency
measurements are shown in Figure 59.

Figure 59 : Frequency step function from 50 Hz to 49 Hz and back
The frequency step is detected by both PMUs. However, PMU B exhibits a delay of one data cycle (40 ms) in its
response. Both PMUs extend the step change over three outputs, so it is seen as a step ramp, with an average
midpoint of approximately 49.5 Hz. PMU A experiences errors before and after the step changes of up to 8 mHz,
whilst the deviation of the other results is no greater than 1 mHz, as in the steady state. PMU B experiences similar
errors but of a larger magnitude of up to 15 mHz. After the step four results have errors of more than 10 mHz. The
maximum deviation is 24 mHz.
The standard (C37.118-2005) defines the necessary PMU response time after a transient: The PMU response time
will be measured by applying a positive or negative 10% step in magnitude with the input signal at nominal
magnitude and rated frequency. The response time is the interval of time between the instant the step change is
applied and the time-tag of the first phasor measurement for which the TVE enters and stays within the specified
accuracy zone corresponding to the compliance level (1%).” So far this value is only for the determination of TVE,
with no attention given to the accuracy of the frequency measurement. In this test, the frequency measurement of
PMU B has an error of more than 10 mHz for five results after the step. Therefore, the period of inaccurate
frequency measurements is 200 ms at a cycle time of 40 ms for a data packet. A PMU response time, should be
applied to the frequency measurement.
In conclusion, the frequency measurements provided by PMUs can be considered to be reliable measurements,
when the measurement performance of the PMU is known. However, the current standard lacks the necessary
detail for some of the key characteristics of PMU frequency measurements. The deviation of the frequency
measurement can be determined directly; as can the PMU Response Time. However, the maximum tolerable
frequency deviation (OH: 10 mHz ) must be defined. The erroneous frequency deviations during (transient)
amplitude or phase angle changes should be corrected for by the PMU. This is important as the rate of change of
frequency during these erroneous deviations, observed as "spikes" in the testing waveforms, would introduce
severe errors.
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2.9

System (disturbance) recording and Analysis using PMUs

The post-fault analysis or post-mortem analysis of system disturbances is traditionally based on local recordings
associated with the operation of protection relays that are made by dynamic or transient fault recorders that are not
usually time-synchronized. Understanding and analysing complex incidents that may affect a wide area of the
system using unsynchronised measurements is difficult and time consuming. For example, errors during the
manual alignment of unsynchronised data due to the challenges posed by the propagation delay of power system
phenomena over a wide area system could result in erroneous conclusions. Furthermore, whilst performing manual
reconstruction it may be necessary for the engineers involved to make assumptions about how the disturbance
occurred, e.g. the propagation delay between two locations or the exact timing of multiple events that are logged by
sequence of event recorders with low resolution, which would undermine the quality of any analysis.
By its nature, synchronised measurement technology (e.g. PMUs) dramatically simplifies the post-mortem analysis
by automatically creating a time synchronised record for the whole duration of the disturbance, from the precontingency steady state to the final stages of the system restoration. Therefore, the entire disturbance can be
accurately reconstructed in a fraction of the time it would take to construct a partial record using data from
unsynchronised fault recorders.
This accurate, synchronised reconstruction of the event makes easier to understand the root causes of any
incident, allows more detailed analysis and, by reducing the workload of analysing any incident, may enable
system operators to perform post-mortem analysis of a broader range of system events. By enhancing the postmortem analysis of system disturbances WAMS will simplify the process of identifying solutions that would avoid
the repetition of those disturbances.

2.9.1 REQUIREMENTS FOR POST-MORTEM (POST FAULT) ANALYSIS

2.9.1.1 Prerequisites for Post-Mortem Analysis using Synchrophasors
To perform a post mortem analysis of a disturbance it is necessary to have a certain set of knowledge relating to






the characteristics of the power system in concern;
state of the power system affected by the disturbance;
the events and operating condition changes of the neighbouring countries;
the capabilities and limitations of the control and protection system;
the capabilities and features of the wide area monitoring system;

Experience and preliminary checks of disturbance recordings are the bases for the decision about further analysis
of the disturbance depending on the severity of the disturbance.

2.9.1.2 Data input requirements
To perform a post mortem analysis based on wide area, synchronised measurements the following input data sets
should be provided. The nature of the data sets required will depend on the nature of the disturbance or dynamic
phenomenon that is under study, e.g. the duration of the data set, the sampling rate of the measurements used and
the use of fault records when studying events that contained faults.
Phasor data recordings:








Raw phasor data: collection of voltage and current phasor data, frequency and rate of change of frequency;
On-line and off- line application result data: active and reactive power calculation results; advanced
application output results if available (modal analysis, phase angle difference calculation…);
Digital CB status;
disturbance recordings from digital protection relays;
SCADA/EMS Network Analysis software data;
Information on the event occurred received from the operating personnel and/or neighbouring TSOs.
Generating units protection monitoring data recording

One point which has to be taken into consideration is that PMUs are not intended to, nor required by the C37.118.1
standard, to accurately analyse the system behaviour in the duration of a fault or during other fast transient
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phenomena. This is because the measurement process used by the PMU is based on a data window and the
assumption that a steady state sinusoid exists, which these transient phenomena compromise. So in order to have
complete information for system analysis it is necessary to have waveform records of the system variables during
the system fault period from protective relays or other dedicated devices.
Data sample rate of the archived phasor data should be corresponding to the kind of disturbance/phenomena,
which is of interest. The estimates of data collection window for different kinds of phenomena in power system to
be analysed are given in the Table 12:
Phenomena
Oscillations/Damping
Voltage Stability
Transient stability
Steady state calculations

Data collection cycle
20ms, <5s
20ms-300s
<100ms
0.5 – 1s

Table 12 : Phenomena data collection windows
2.9.2 POWER SYSTEM EVENTS SUITABLE FOR WIDE AREA POST-MORTEM ANALYSIS

2.9.2.1 Analysis of system dynamic performance
During system disturbances generators may swing as a consequence of systems events. The angular
displacement of the voltage angles in the system due to the dynamics of synchronous machines provides
information about system dynamics. In addition, system frequency is another important aspect of system dynamics.
The use of synchronized measurements of angles and frequency permits the analysis of the dynamic behaviour of
the system. One important application of the SMU technology is the analysis of the disturbance propagation. This is
an important part of the post-mortem analysis as it allows a detailed understanding of the propagation of dynamic
phenomena across the system to be developed. One major application of this type of analysis is to inform SIPS
(System Integrity Protection Schemes) that prevent the disturbance from spreading across a wide geographical
area.
Other important aspect is that in an interconnected power system there is not a unique system frequency but local
frequencies. The value of the local frequency is related not only to the local power imbalance that may exist in a
node, but also to the effect of disturbance propagation through the system. The frequency delays between different
system points. As power systems nowadays are more and more stressed, using SMUs is an important element to
identify critical events in the system,
The power system phenomena suitable for post-mortem analysis are:





Power angle dynamic;
Active power flow dynamics;
Frequency dynamic;
Voltage dynamic.

One important aspect is the quantity and location of the PMUs for detection and analysis of different phenomenon.
Utility experience is the key issue for deciding location a number of devices, but as a rule of thumb between 5-and
10% of the nodes need to be monitored. The location of the devices depend on the power system characteristics
but generally, the SMUs should be located in areas prone to voltage collapse, areas that show large angle shift or
international or key regional tie-lines and/or corridors which often change power flow direction.

2.9.2.2

Analysis of Faulty Systems

The accurate location of system faults, even with fault resistance, is of paramount importance during the analysis of
power systems disturbances. Accurate fault location helps maintenance personnel to repair faults more quickly,
reducing the time for which assets are unavailable, improving the security of the system, and reducing
maintenance cost.
Fault location on transmission lines is a very well-known problem which has been studies for a long time
(Kezunovic & Perunicic, Automated Transmission Line Fault Analysis using Synchronized Sampling at Two Ends,
Feb 1996) - (Kezunovic & Dutta, Fault location using sparse wide area measurement, October 2009). With the
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advent of highly accurate synchronisation technology, several new approaches that take advantages of the
synchrophasor and synchronised samplings are proposed:






Use synchronised samplings at both ends: A time domain model of a transmission line is used as a basis
for the algorithm development. Samples of voltages and currents at both ends of a transmission line are
taken synchronously and used to calculate fault location (Kezunovic & Perunicic, Automated Transmission
Line Fault Analysis using Synchronized Sampling at Two Ends, Feb 1996). It is also possible to develop
settings free (Preston, Radojevic, Kim, & Terzija, 2011) and parameter free fault location methods using
synchrophasors at both ends (Popov, Parmar, Rietveld, Preston, & Terzija, 2015).
Use synchrophasors at both ends: An adaptive fault location technique is derived using the fault index in
terms of Clarke components of synchronized voltage and current phasor measurements (Jiang & Lin et al,
An Adaptive PMU based Fault Detection/Location Technique for Transmission Lines – Part I: Theory and
Algorithms, Apr 2000), (Jiang & Lin et al, An Adaptive PMU based Fault Detection/Location Technique for
Transmission Lines – Part II: Implementation and Performance Evaluation, Oct 2000)
Use sparse synchrophasors: Sparse measurement based fault location method using phasor
measurements from different substations located near the faulted line can be applied if the measurements
are not available from any of the line ends. This method uses data and model described in both bus-branch
and node-breaker representation (Dutta & Kezunovic, Jul 2012), (Kezunovic & Liao, Fault location
estimation based on matching the simulated and recorded waveforms using genetic algorithms, April 2001)
& (Kezunovic & Dutta, Fault location using sparse wide area measurement, October 2009).

The use of SMUs can help to improve the actual fault locations information provided by conventional system
protection. The data needed to perform the location calculation is the fault current at both ends of the line, the
voltage at both ends of the line and the zero sequence current for both ends of the line, in all cases the magnitude
and angle at each end of the line must be properly synchronised. This data can be supplied by SMUs, standalone
devices or by integrated devices in the line protection relays. Furthermore, different algorithms may be necessary
depending on the line length and configuration (Terzija, Preston, Stanojevic, Elkalashy, & Popov, 2015) (Terzija,
Radojević, & Preston, Flexible Synchronised Measurement Technology-Based Fault Locator, 2015).

Figure 60 : Fault Location for a Two-Ended System
With that information, at the Q end we have

VaQ = mZ1 (I aQ + KoI nQ )+ Rf (I aQ + I aM )

(2-30)

For the M end

I am

I aQ + I aM
VaM
= (1 - m ) + R f
+ K o I nM
I aM + K oI nM

(2-31)

Solving these equations allows you to estimate not only the location of the fault but also the fault resistance.
Accurate estimates of the fault resistance can be relevant for distinguishing between permanent faults and
transient faults, which can support operator decision making e.g. blocking reclosers or manual reclosure of the
lines (Radojevic, Terzija, Preston, Padmanabhan, & Novosel, 2013).

2.9.3 TOOLS FOR POST MORTEM ANALYSIS
In order to perform post-mortem analysis some tools are needed. For monitoring power system dynamic it is
necessary to have tools that are capable of identifying key power system parameters such as:
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Mode of oscillations
Amplitude of the different modes
Damping coefficient and halving time for an oscillation to decay to half of its initial amplitude

Those tools should provide reports on oscillations in system frequency, which reflect oscillations in rotor speed, and
the mode shape of the oscillations shown on a topology diagram of the power system under analysis. The
graphical representation of the oscillations helps the power system engineer to analyse the system dynamics and
thereby improve system security.
Synchrophasors are an effective means to deliver these tools, as with a one sample per cycle reporting rate they
can accurately capture oscillations with frequency of up to 10 to 15 Hz. Furthermore, synchronised angle
measurements are an effective means for visualising the mode shape and through this understanding the nature
and possibly the source of the oscillation. Furthermore, whilst these tools are useful as part of post mortem
analysis, it is also possible to deploy these tools as part of the real time monitoring of the power system.

2.9.4 WORKFLOW FOR A POST MORTEM ANALYSIS
To perform a quality post-mortem analysis some basic steps and rules should be followed:
1. Define the state of the power system before the disturbance occurred:
a. Network topology;
b. Bus voltage ratings;
c. Line loadings
d. Frequency
e. N-1 criteria satisfaction
2. Gather data about the disturbance:
a. Voltage, frequency and line loadings can provide initial assumption about where the
disturbance occurred
b. Protection operations, CB status.
c. Correlate data recording according to time stamps
3. Define the location and source of the disturbance
4. Define the sequence of events in the power system (line, generator, load switching );
5. Define the impact on the power system in concern: change of frequency, effect on line loadings,
line switching, voltage changes, interarea and local electromechanical oscillations
6. Define the impact of the disturbance on the neighboring countries
7. Give conclusions about the disturbance
8. Produce recommendations and corrective measures.

2.9.5 POST-MORTEM ANALYSIS BENEFITS AND CONCLUSIONS
Conclusions of a post mortem analysis report of a disturbance in the power system should be a valuable resource
of information and basis for:








Examination of the state of the power system during the disturbance;
Transmission planning for enhancement of grid capacity;
Model verification: measured dynamic responses during the disturbance are verified with the calculated
dynamic responses in order to verify the used dynamic models in the dynamic calculation tools
Experience in solving problems with local and inter-area electromechanical oscillations;
Suggestions for checking PSS tuning and statuses;
Suggestions for protection system checking, further development, protection device setting re-evaluation;
Suggestions on further WAMPAC application development

Synchrophasors help to enable these benefits, as they provide an accurate, high resolution view of the dynamics
across the power system during the event and in its aftermath; this includes magnitude and angle dynamics for
both voltage and current. Furthermore, the nature of a WAMS (i.e. all measurements are synchronised and
continuously streamed to a central location) means that these measurement are readily available to engineers
almost immediately after the event has occurred. This is a significant improvement over the unsynchronised
disturbance records from remote terminal units that had to be manually ‘synchronised’.

2.10

Main and Backup Protection
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2.10.1 USING PMU DATA FOR PROTECTION PURPOSES
Since a PMU is, essentially, a device that extracts fundamental frequency components from the waveforms of
electrical signals (voltages and currents), these devices can be used, in principle, by protective relays instead of
the in-built fundamental frequency filters. A more detailed discussion of the role of synchrophasors in protection
can be found in (PHADKE, WALL, DING, & Terzija, 2016)
Such an arrangement can be considered as the next step beyond the digital substations with sampled values
(according to IEC61850-9-2). In the digital substation architecture the conventional analogue-to-digital conversion
is taken out of the protective relays and placed into separate devices (Merging Units), which provide protective
relays with continuous stream of sampled values. PMUs can further reduce the amount of signal processing done
by the relays by calculating the fundamental frequency components. The phasors are then communicated to the
relays instead of samples. This may require using the corresponding part of the IEC61850 communication standard
(Technical Report IEC61850-90-5 “Use of IEC61850 to transmit synchrophasor information according to IEEE
C37.118”), which has already been defined.

2.10.2 ANALYSIS OF THE IEEE C37.118 FROM PROTECTION POINT OF VIEW
Since protective relays respond to faults in the power system, the characteristics of PMUs most important for
protection applications can be found in part 5.5.8 “Dynamic compliance―performance under step changes in
phase and magnitude” and 5.5.9 “Measurement reporting latency compliance”.

2.10.2.1

Choice of PMU for protection applications.

Between PMUs compliant with P (Protection) and M (Measurement) performance classes, preference should be
given to class P, which is intended for applications requiring fast response.

2.10.2.2

Accuracy

In this section we focus on conventional protection functions (overcurrent, directional elements, distance,
differential etc.) to protect the power system from faults. Therefore, the accuracy parameter of interest from
C37.118.1 is the TVE (Total Vector Error) observed in the measurements of voltage and current phasors. The
frequency error (FE) and rate of change of frequency error (RE) can be disregarded, as these signals are not used
by these protection functions. However, these errors will be relevant for certain protection functions, e.g. rate of
change of frequency based loss of mains protection. For steady-state conditions the allowed TVE in the majority of
the tests is 1%, which is more than sufficiently accurate for protection applications. For dynamic performance under
step changes in phase and magnitude, the accuracy is specified in terms of overshoot/undershoot, which is limited
to 5% of the step magnitude for performance class P. It is expected that in future even more accurate synchronized
measurement units will be designed, units with a refreshing rate which will go beyond 50 (or 60) Hz.

2.10.2.3

Speed considerations

Three parameters from C37.118 that largely define the speed of the connected protection are response time (the
time to transition between two steady-state measurements before and after a step change is applied), delay time
(the time it takes for a measurement to achieve a value that is halfway between the initial and final steady-state
values) and measurement reporting latency (the maximum delay between the data report time and the time when
the data becomes available at the PMU output).
The total measurement delay introduced by a PMU and communication infrastructure is equal to the sum of the
delay time, tdelay, necessary for processing instantaneous values of voltages and currents and calculating
synchrophasors, and measurement reporting latency, tlatency, which gives tdelay + tlatency.
According to IEEE C37.118 parts 5.5.8 and 5.5.9, for a system frequency of 50Hz and reporting rate 50Hz, tdelay is
limited by the value of 1/(4 x Fs) and tdelay – by the value of 2/Fs , where Fs is the reporting. Therefore, in the worst
case we get ttrip > 2.25/Fs . It is obvious that higher reporting rates will give better protection performance, i.e. for F s
= 50Hz the corresponding trip time would be greater than 45ms. It is worth mentioning that this calculation does not
take into account any intentional delays in the relay, the time it takes to process protection algorithms internally and
also the operating time of output contacts. Therefore, the actual tripping time will be significantly greater than the
value defined above through the delay time and reporting latency.
Assuming that a specific protection function requires the measurements to reach their steady-state values, the
protection operation time of the relay will be limited by the combination of the response time and measurement
reporting latency:
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Tprot > tresponse + tlatency
The response time is limited in IEEE C37.118 by the value of 1.7/f0 , where f0 is the system nominal frequency. For
Fs = 50Hz and f0 = 50Hz we get ttrip > 74ms.

2.10.2.5

Conclusion

To summarise, the advantages of using PMU measurements for protection purposes are as follows:
Highly accurate, standardised and synchronised phasor measurements (which can also stay locally synchronised
within the substation even if GPS signal is lost); reduced amount of traffic in the substation process bus.
However, PMUs have a number of disadvantages when considering their use as part of power system protection.
The most significant of which is the delays they introduce due to the measurement process used, which is focused
on accuracy and not speed. This limits PMUs to providing support for backup protection. A second concern that is
frequency raised regarding the use of PMUs as part of protection and control is their dependence upon satellite
based systems for synchronisation. This dependence can be overcome by using local synchronisation, e.g. from a
network clock using the 1544 Std.
Furthermore, existing PMUs can only provide protective relays with fundamental frequency phasors. This
significantly limits the range of application of such schemes. For example, this type of measurements is not suitable
for protection functions that require 2nd or 5th harmonic measurements (transformer inrush and over-excitation
detectors); true RMS measurements (capacitor bank protection); short window filters (half-cycle or quarter-cycle
measurements used in fast protections of transmission networks); travelling wave detectors; CT saturation
detectors and waveform recovery algorithms and many others.
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3

Investigation of the Practical WAMPAC Applications

3.1

Survey on usage and acceptance of WAMPAC in utilities worldwide

This survey is intended to compile the perception and experience within industry of Wide Area Monitoring,
Protection and Control (WAMPAC) technologies. The survey was divided into four parts:





Interest in WAMPAC technologies
Drivers for WAMPAC technologies
Challenges and barriers to the introduction of WAMPAC technologies
Existing experience with WAMPAC technologies

The survey was distributed to all Cigré B5 member states on November 30, 2010 and closed on February 7, 2011.
The target respondents are electrical utilities worldwide.

3.2

Summary of Survey Results

3.2.1 RESPONDENT INFORMATION
42 responses from 23 countries have been collected. The respondents came from the following countries:
























Australia
Brazil
China
Croatia
Denmark
Finland
France
Iceland
Israel
Japan
Lithuania
Malaysia
New Zealand
Romania
Russia
Saudi Arabia
Slovenia
South Africa
South Korea
Sweden
Thailand
United Kingdom
Venezuela

The majority of the respondents are employed by transmission operating companies and generation companies,
followed by Universities or research institutes, vendors or manufacturers and other organizations. A pie-chart of the
respondents by company is given in Figure 33.
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Type of Company

10%
Transmission system
operator and power
producers

12%

Vendor/manufacturer

University/research institute

12%
66%

Other (please specify)

Figure 61 : Type of company responding to survey
3.2.2 INTEREST IN WAMPAC TECHNOLOGIES
The first section of the survey aimed to assess the utility’s interest and intention to implement Wide Area
Monitoring, Protection and Control technologies in their organization and the foreseen time frame in which this
technology will be introduced in the organization.
When asked about the level of interest in wide area technologies in the respondent’s organization, 29% of the
respondents replied that there is a very high level of interest and that WAMPAC systems are in operation within
their organization. This is followed by 44% of replies that expressed a high level of interest and ongoing pilot or
research projects in operation. Approximately 15% of the respondents are in the process of evaluating WAMPAC
technologies and 12% have not started any activities in this direction. However, no respondents have expressed a
complete disinterest in this technology within the company.

Level of interest in wide area technologies within
company
12%

0%

Very high, we currently have
operational WAMPAC systems
29%
High, we have ongoing WAMPAC
pilot or research projects

15%

Average, we are currently evaluating
the technology
Low, we are interested, learning
about the technology but have not
started any activities
Very low, this is currently not a topic
of interest in our company
44%

Figure 62 : Level of interest in wide area technologies within each company
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Several respondents provided additional comments:





“We already have wide area monitoring and control systems and now we are making research about wide
area protection system.”
“The project we intend to develop is related with state estimator to the centre of the operation of the system
and it is in the initial phase.”
“We have installed WAMS in our system, but we are not doing anything to use it like WAPS at this time.”
“More interested at distribution levels, especially for "smart grid' applications.”

To better understand the intentions of an organization to implement WAMPAC technologies, the respondents were
asked to estimate the time frame in which this technology will be introduced into their organization and what type of
systems are already in operation. Approximately 49% of the respondents have already introduced WAMPAC
technologies into their organization. The majority of these are Wide Area Monitoring applications (51%) and pilot
projects (22%).

Planned introduction of wide area technology

10%
8%
Already introduced
0-5 years

49%

5-10 years
More than 10 years
33%

Figure 63 : Planned introduction of wide area technology
Type of WAMPAC systems in operation
60.0%
51.2%
50.0%
40.0%
30.0%
20.0%

19.5%

22.0%
14.6%

12.2%

10.0%
0.0%
None

Pilot projects
only

Wide area
monitoring

Wide area
control
applications

Wide area
protection
applications

Figure 64 : Type of WAMPAC systems in operation
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3.2.3 DRIVERS FOR WAMPAC TECHNOLOGIES
The key drivers for the introduction of WAMPAC technologies in today’s power system are also included in the
survey. The respondents identified post disturbance analysis (71.8%), blackout prevention / situational awareness
(64.1%), increasing power-flow and generation output (51.3%) and improvement of network modelling (43.6%) as
the main drivers.
Main motivation and drivers for introduction of WAMPAC technologies
0.0%

10.0%

20.0%

30.0%

40.0%

50.0%

60.0%

Blackout prevention / situational
awareness

80.0%

64.1%

Increase power flow capability /
generation output
Integration of non-conventional
power generation

70.0%

51.3%
15.4%

Network planning / asset
optimization

25.6%

Post disturbance analysis

71.8%

Improve network modelling

43.6%

Government initiative

10.3%

Other (please specify)

10.3%

Figure 65 : Main motivation for the introduction of WAMPAC technologies
Those that replied “Other” provided the following comments:





“We don't have plan to introduce WAMPAC system”
“Research on development of PMU data-based applications for monitoring, control, and protection”
“Improve network access”
“Raw data for power system analysis”

To the question of which WAMPAC applications are of the most interest to the respondent’s company, the
respondents indicated that no single application is of particular interest, rather a broad range of different power
system applications are attractive to the respondents. Voltage stability (82.1%), system disturbance analysis
(79.5%) and angular stability (74.4%) are three of the most popular applications indicated by the respondents.
Those that replied “Other” have provided the following comments:



“We don't have plan to introduce WAMPAC system.”
“Boundary power flow enhancement, congestion management”

Furthermore, several respondents have added the following general comments:



“We are interested in a number of these, however we would expect to nest a number of applications
together”
“Especially we are interested in the automatic load shedding preventing voltage stability due to loss of the
765kV transmission line and the adaptive special protection scheme for the automatic generation shedding
in the multi-unit generation plants with our WAMPAC system in the near future”
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W AMPAC a p p lic a tio ns o f inte re s t

0.0%

10.0 20.0 30.0 40.0 50.0 60.0 70.0 80.0 90.0
%
%
%
%
%
%
%
%
%

Thermal stability

28.2%
74.4%

Angular stability
Voltage stability

82.1%
64.1%

Frequency stability
System restoration

51.3%

Islanding schemes

64.1%

System disturbance recording, fault analysis

79.5%

Fault location

30.8%

Backup protection, primary protection (diff prot)

33.3%

Out of step protection

51.3%
30.8%

Adaptive protection (blocking, interlocking of relays)
Topology assessment and state estimation

38.5%

Automatic load shedding

41.0%

Automatic generator shedding

48.7%

Detection of inter-area oscillations
Other (please specify)

56.4%
5.1%

Figure 66 : WAMPAC applications of interest
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3.2.4 CHALLENGES TO INTRODUCTION OF WAMPAC TECHNOLOGIES
This question examines the respondents’ opinions on the main issues and challenges to the introduction of Wide
Area technologies. A wide range of issues were listed and the respondents were asked to rate each issue on a
scale from 0 (not important) to 3 (very important). The results show that all of the issues and challenges listed were
rated as important by the respondents.
Is s ue s a nd c ha lle ng e s p re v e nting intro d uc tio n o f W id e Are a te c hno lo g ie s

Security issues
Organizational barriers
Standardization and interoperability of vendor solutions
Maintenance and extension of WAMPAC systems
Available communication infrastructure
Testing and commissioning of WAMPAC systems
Limited knowledge and training
Performance concerns
Reliability / redundancy concerns
Business case and cost of investment
Integration into existing protection & control systems
Lack of proven applications
0.0
0.5
Not important

1.0

1.5

2.0

2.5
3.0
Very important

Av e ra g e ra nk ing

Figure 67 : Issues and challenges preventing introduction of wide area technologies
Several respondents have added the following additional comments:




“All the problem of the WAMPAC system is security”
“Maintenance, failure and replacement particularly of any wide area automation or protection function must
be considered. Provision of a 'safe mode'”
“We already have a good communications base, and it is expanding. Also a strong commitment to new
technologies to improve the network.”

3.2.5 EXISTING EXPERIENCE WITH WAMPAC TECHNOLOGIES
The final section of the survey invited the respondent to provide a brief description of existing WAMPAC systems,
specifically:




The background and motivation for the Wide Area system
The technology used and the application concept implemented
The operational experience gained from the system and future outlook

Some examples of Wide Area Systems follow.
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3.3

Existing Installations of PMU-based Wide Area Protection Schemes

3.3.1 AUTOMATIC GENERATOR SHEDDING USING SYNCHRONIZED MEASUREMENTS
During steady-state operating conditions, the voltage magnitudes of the network buses are close to one per unit.
That is, the real power transfer capability mainly depends on the voltage phase angle difference, , and the
transmission link reactance, XL. XL depends on the number of lines and transformers in service between the two
buses. When transmission lines are lost during a system disturbance, X L increases and the angle difference needs
to increase to maintain the same amount of real-power exchange between the two buses, as Figure 68 illustrates.

Figure 68 : The voltage angle difference,  increases when the parallel line opens
Figure 69 illustrates the real-power transfer capability and the real-power transfer operating point as a function of
the angle difference during normal operating conditions and after transmission links are lost because of a system
disturbance. Notice that the increase in impedance between the system buses reduces the maximum power
transfer capability of the system.

Figure 69 : Real-Power transfer capability mainly depends on the angle difference,  and the
transmission link reactance, XL, When E A and E B are close to nominal values
For transmission links with several lines and intermediate substations, existing Automatic Generation Shedding
Schemes (AGSSs) monitor network topology and power transfer capability using open-line detectors for arming
themselves, selecting generators to trip, or activating tripping commands. Open-line detectors are based on circuit
breaker auxiliary contact signals (open or closed), undercurrent, and/or under-active-power elements. Usually,
these AGSSs use information from both ends of each transmission line to determine if the line is open. The number
of open-line detectors that the system requires is twice the number of existing transmission lines in the scheme. For
example, the six-transmission line system depicted in Figure 70 requires 12 open-line detectors (two per line) and
several communications channels to accommodate double contingencies. For most AGSSs, the double
contingencies of interest occur when two parallel lines are lost simultaneously. Notice that most power systems are
normally designed to withstand only single contingencies.
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Bus 1

ES1ÐS1

L1

L2

L4

L3

Bus 2

L5

ES2ÐS2

ZS2

ZS1
L6
PMCU

PMCU

VB1Ð1

VB2Ð2
 = 1 – 2 ~ Angle difference
between Bus 1 and Bus 2

Figure 70 : Power system network with six transmission lines requires voltage angle information
to simplify the SIPS
If the scheme uses the angle difference information,  between Bus 1 and Bus 2, instead of the auxiliary contact
signals, to detect a double contingency condition, the scheme only requires the two signals that contain the bus
voltage angle information and one communications channel. With this information, the System Integrity Protection
Scheme (SIPS) has fewer points of failure and is more reliable.
Figure 71 shows the locations of PMCUs (Phasor Measurement and Control Units) that monitor the voltage angle
difference between Bus 1 and Bus 2 and instantaneously detect changes in the transmission network impedance.
With this angle difference information, the SIPS can take action instantaneously.
CFE (Mexican utility) is evaluating a SIPS that uses the voltage angle difference information between two buses
that prevents the power system from being unstable. The power system consists of three areas (see Figure 71):
•
•
•

Area 1: Heavy load concentration
Area 2: Heavy generation concentration
Area 3: Light load concentration

Areas 1 and 2 are interconnected with two transmission links and one sub-transmission network; Areas 2 and 3 are
interconnected with one transmission link. The remedial action scheme to avoid uncontrolled power flow over the
sub-transmission network is to trip all generators but one in Area 2 within one second when the two transmission
links between Area 1 and Area 2 are open. The generator that remains in service feeds the load in Areas 2 and 3.
Angle Difference
Monitor
Trip
Generation

Area 1
Heavy
Load

Link 1
Link 2

Area
2

Subtransmission Network

Area 3
Light
Load

Figure 71 : Automatic generation shedding scheme for a three-area power system that uses bus
voltage angle difference information to trip excess generation
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Figure 72 shows the geographical location in the southeast of Mexico where the SIPS has been installed at
Chicoasen and Angostura power plants.

Figure 72 : Mexico's transmission network and AGSS system location (courtesy of E. Martinez)
Field measurements of parallel line switching in a transmission network are shown in Figure 73 (Martínez, Juárez,
Guzmán, Zweigle, & León, October 17–19, 2006). In this figure, we can observe how the angle difference between
two-transmission nodes changes when one of the parallel lines is opened and closed.
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-3

-4

Line Closes

-5
0

5

10

15
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Figure 73 : Voltage angle difference field measurement during parallel line switching
The SIPS takes less than 100 ms to detect the link open condition as the oscillogram in Figure 74 illustrates. The
operating time of the scheme is well within the target time of one second for taking the remedial action.
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Figure 74 : Oscillographic record, from the PMCU Located at Chicoasen, showing line currents,
voltage at Chicoasen, and angle difference element operation
3.3.2 ISLANDING DETECTION FOR DISTRIBUTED GENERATION
Islanding detection is an important requirement for distributed generation (DG); this section discusses a detection
scheme based on wide-area time-synchronized measurements and compares the detection times of this scheme
with traditional methods. Figure 75 shows a typical network configuration for DG, opening any of the breakers (B1,
B2, …, B5) results in an islanding condition. During the islanding condition, AC machines may be vulnerable to outof-phase closing at the transmission or distribution networks. Out-of-phase closing can cause permanent damage
to AC machines. Furthermore, failure to trip islanded generators could cause safety risks for utility personnel and
can lead to power quality concerns for the connected loads. For these reasons, utilities require the islanded
distributed generator to be disconnected as fast as possible to minimize hazardous operating conditions.

B1

B3

B2

B4

Transmission
Network

B5
System
Equivalent

DG

Islanded
Network

Figure 75 : Typical distributed generation connectivity
3.3.2.1

Islanding Detection Methods

Islanding detection techniques are categorised into two groups: local area islanding detection schemes and widearea islanding detection schemes.

3.3.2.2

Local Area Islanding Detection Schemes
Traditional Approach

The traditional approach to islanding detection uses the voltage and frequency relays that are available at the DG
site to detect islanding conditions. The scheme identifies the islanding condition if the measured frequency, the
rate-of-change of frequency, or the voltage magnitude is outside pre-determined thresholds. Typical
generator/feeder relays protecting the DGs are equipped with frequency and voltage elements. For faults on the
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distribution feeder (B1-B2), the feeder relay should detect the fault condition and trip the DG. For faults external to
the distribution feeder (depending on the load flow and fault location), the feeder relay may not operate. For this
reason, synchronism check (close supervision) is strongly recommended to prevent out-of-synchronism reclose at
every breaker (B1-B5, in our example).

Limitations of Local Detection Schemes
Local detection schemes cannot detect the islanding conditions in a timely manner if the power (real and reactive)
mismatch between the DG and the local load is minimal.

Performance of the Islanding Detection Methods that Use Local Measurements
The system shown in Figure 76 is used to analyse the performance of the traditional islanding detection schemes
based on frequency and voltage magnitude. PG is the generated power at the DG station and PL is the load of the
island. We open the breaker at the transmission network to create the island condition.

Breaker
under operation

PG
DG

PL

Bulk
power system

PCC

Local load

Figure 76 : Power system model to measure the speed of islanding detection
Figure 80 shows the detection times of the traditional approach. In the test system, the element speed increases
as the PL to PG ratio becomes less than 0.8 or greater than 1.2. The plot also illustrates that none of the traditional
schemes that use local measurements can detect islanding conditions in a timely manner when there is no power
exchange at the Point of Common Coupling (PCC) that is when PG = PL.

3.3.2.3

Wide-Area Islanding Detection Schemes
Communication-Based Islanding Detection Schemes

Some communication-based schemes rely on breaker status, open phase detectors, and trip commands to detect
islanding conditions and isolate the DG. This scheme is conceptually very simple; however, the scheme needs to
adapt to topology changes in the power system. These requirements can result in a system with many
communication links and poor reliability.

Synchronised Measurement Based Islanding Detection Schemes
These schemes use time synchronised measurements, i.e. synchrophasors, from a remote location and the DG
location to detect islanding conditions (see Figure 77) (Mulhausen, Schaefer, Mynam, Guzmán, & Donolo, October
20-22, 2009), (Altuve-Ferrer & Schweitzer III, 2010). The figure shows a scheme with one PMU installed at the DG
site and another relay installed at a transmission substation that acquire voltage phasor at these sites. These
relays send synchrophasor messages to the Synchrophasor Vector Processor (SVP) at specific time intervals (for
example, 60 messages per second in a 60 Hz system) (Schweitzer III, Whitehead, Guzmán, Gong, & Donolo,
October 21-23, 2008). Here the SVP has a role of a Phasor Data Concentrator. The SVP uses the positivesequence voltage synchrophasors acquire by the relays to calculate the angle difference between these voltages,

, according to (3-1). The change in  with respect to time defines the slip frequency Sfk (3-2), and the change of
slip frequency with respect to time defines the acceleration Afk (3-3) between the two areas.
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is the positive-sequence voltage angle of
Relay 1 at the k processing interval
is the positive-sequence voltage angle of
Relay 2 at the k processing interval
is the slip frequency at the k processing
interval
is the acceleration at the k processing
interval
is
the
synchrophasor
message
(reporting) rate

Figure 77 : Islanding detection scheme that uses wide-area measurements
The wide-area scheme uses two detection methods for islanding detection:
a. Angle Difference Method. The SVP compares the angle difference  against an angle threshold (for
example, 20 degrees). If  is greater than the threshold longer than a predefined amount of time, the logic
declares the islanding condition.
b. Slip-Acceleration Method. Figure 78 shows the special characteristic based on slip frequency Sfk and
acceleration Afk. The characteristic detects how the two systems are slipping against each other as well as
how fast the systems are slipping. Based on pre-set thresholds, the characteristic declares islanding
conditions. Figure 78 shows the normal operating and islanding regions of the characteristic.
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Figure 78 : Islanding detection characteristic
using wide-area measurements

Performance of the Islanding Detection Scheme that Uses Wide-Area Measurements
The test system (Figure 76) was used to analyse the performance of the wide-area islanding detection scheme that
was implemented using the SVP (see Figure 79). Figure 80 shows that the wide-area scheme detects islanding for
all power exchange conditions, unlike traditional methods, and is faster than traditional methods. The
load/generation power ratio determines how fast the two systems slip against each other. Therefore, the response
time depends on the power mismatch between load and generation. For a low mismatch, the two systems slip
slowly against each other and it will take longer to detect the islanding condition based on the angle difference path
illustrated in Figure 78.

Figure 79 : Implementation of the wide-area islanding detection scheme using the SVP
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Figure 80 : Wide-area scheme detects islanding for all power exchange conditions
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3.3.3 WAMPAC APPLICATIONS IN CHINA

3.3.3.1

Operating states of a power system and control strategies

For purposes of analysing power system security and designing appropriate control system, it is helpful to
conceptually classify the system-operating conditions into five states: normal, alert, emergency, in-extremis (or
extreme emergency) and restorative. Figure 81 depicts these operating states and the ways in which transition can
take place from one state to another.
Normal

Restorative

Rational power system structure
Effective preventive control

①

Alert

The first-defence-line:
High-speed relays

②

Emergency

The second-defence-line:
Stability control devices

③
In extremis

The third-defence-line:
Out-of-step relays, frequency and
voltage emergency control devices
Power system black start

Collapse

Figure 81 : Power system operating states
In the normal state, all system variables are within the normal range and no equipment is being overloaded. The
system operates in a secure manner and is able to withstand a contingency without violating any of constrains.
The system enters the alert state if the security level falls below a certain limit of adequacy, or if the possibility of a
disturbance increase because of adverse weather conditions such as the approach of severe storms. In this state,
all system variables are still within the acceptable range and all constraints are satisfied. However, the system has
been weakened to a level where a contingency may cause an overloading of equipment that places the system in
an emergency state. If the disturbance is very severe, the in-extremis (or extreme emergency) state may result
directly from the alert state.
Prevention action and high-speed fault clearing can be taken to restore the system to the normal state. If the
restorative steps do not succeed, the system remains in the alert. This is about the first-defence-line.
The system enters the emergency state if a sufficiently severe disturbance occurs when the system is in the alert
state. In this state, voltages at many buses are low and/or equipment loadings exceed short-terms emergency
ratings. The system is still intact and may be restored to the alert state by the initiating of emergency control
actions: generating tripping, load shedding, separation within a local area, HVDC modulation. This is about the
second-defence-line.
If the above measures are not applied or are ineffective, the system is in extremis. The result is cascading outages
and possibly a shut-down of a major portion of the system. Control actions, such as separation, frequency and
voltage emergency control, are aimed at saving as much of the system as possible from widespread blackout (or
collapse). This is about the third-defence-line.
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The restorative state represents a condition in which control action is being taken to reconnect all the facilities and
to restore system load. The system transits from this state to either the alert state or the normal state, depending
on the system conditions.
Characterization of the system conditions into five states as described above provide a framework in which control
strategies can be developed and operator actions identified to deal effectively with each state.
The control strategy that has evolved to cope with the diverse requirements of system control compromises the
three lines of defence as shown in Figure 82.

Figure 82 : Control strategy of three lines of defence
3.3.3.2

Two platforms for power system control

Power system stability may be broadly defined as that property of a power system that enables it to remain in a
state of operating equilibrium under normal operating conditions and to regain an acceptable state of equilibrium
after being subjected to a disturbance.
The bulk power systems exhibit a wide range of dynamical characteristics, very slow to very fast. Several levels of
controls involving a complex array of devices are used to meet the above requirements. Many of the controls are
on-off switches (circuit breakers) that can isolate short-circuited or malfunctioning equipment, or shed load or
generation. Others are discrete controllers like tap-changers in transformers or switching of capacitor/reactor
banks. Still others are continuous control like voltage controllers and power system stabilizers in rotating
generators or the newer power electronic controls in FACTS devices (Flexible AC Transmission Systems refers to
modern electronic devices like High Voltage DC Transmission or Static VAR Controllers that can control power
flows or voltage).
Two platforms, dispatch control and emergency control, naturally formed from the viewpoint of control targets and
time critical levels.
Dispatch control platform usually involves slow processes comparing with emergency controls. The slow dynamical
phenomenon allows a slow communication system to reach all the power plants and substations in the system in
time for the adjustments to be effective, such as Automatic Generation Control (AGC), Automatic Voltage Control
(AVC), or Unified Power-Flow Control (UPFC). Its character is control on schedule.
Emergency control platform usually involves fast processes. The fast dynamical phenomenon needs a fast
communication network to reach all the power plants and substations in time for eliminating unstable factors, such
as generator and load shedding. Its character is control based on event or response in real-time.
Two different communication systems are needed for different control targets. The communication network for
dispatch control has been developed sufficiently comparing with network for emergency control. The
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communication system for emergency control is not sufficient at this moment. It is necessary constructing a
dedicate communication network for emergency control with better performance on real-time and reliability aspects.
For a given system, any one control method of improving stability may not be adequate. The best approach is likely
to be a combination of several methods judiciously chosen so as to most effectively assist in maintaining stability
for different contingencies and system conditions. In applying these methods to the solution for specific stability
problems, it is important to keep in mind the overall performance of the power system. Solutions to the stability
problem of on category should not be affected at the expense of another category. Exchanging information
between two control platforms or communication system is very important for improving security and stability of
power system. Figure 83 gives an overall picture of two control platforms.

Figure 83 : Area protection and control Platform
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3.3.3.3

WAMPAC Case study
Background

It may result in area power swing under specific circumstance with the increase of power transfer from small
hydropower generating stations in Yunnan province feeding into China Southern Power Grid. Two cases of lowfrequency oscillation in China Southern Power Grid started from power swing in the small hydropower generating
stations area and then extended to wide area
The low-frequency oscillation case, as show in Figure 84, was not caused by YUNNAN-GUIZHOU oscillation
mode, it was an inner oscillation between Western YUNNAN and YUNNAN main grid. For the oscillation frequency
was very close to YUNNAN-GUIZHOU mode, it caused oscillation between generators in YUNNAN and GUIZHOU
province although the damping of YUNNAN-GUIZHOU mode was sufficient. This resulted in power swing on
several connected lines in Southern China Power Grid. Simulation shows that separating tie-lines of Western
YUNNAN from system will eliminate oscillation.

Figure 84 : Oscillation Case

Figure 85 : Southern China Power Grid
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Wide Area Oscillation Separation
Study and deploy low-frequency oscillation monitoring and separating devices (PMUs) in area of small hydropower
generating stations in Western YUNNAN province from which large power delivered. It will be a part of the thirddefence-line for eliminating source of oscillation and then suppressing the swing from the beginning.
Wide Area Oscillation Separation system involves five stations, DALI, DEHONG, LUOPING, BAOSHAN, LANPING
and DIQING. PMUs and Out-of-step detection (already in service) compose the third-defence-line. Figure 86 shows
the structure of Wide Area Oscillation Separation system.
At the master station the oscillation mode will be identified. A computer works out domain frequency and its
damping based on the information retrieving from PMUs in slave stations. The location and time for separation will
be decided through the power and phasor comparing results.
In slave stations each PMU has two sets of calculation module, one module’s sampling follow with GPS, another
one follow with master station which is based on ping-pong principle of synchronization through 2Mbit/s dedicated
communication channel. The module synchronised with GPS gives the wide area synchronized phasor to EMS or
any other control centre, the module synchronised with master station gives the self-synchronized data for
separation. And they check with each other.
ω

DEHONG
PMU

Phasor Compare
Power Criterion

ω

Prony Analysis
Future

DEHONG
Out-of-Step Relay
DALI
Master Station

ω

LUOPING
PMU

(Prony Analysis)
DALI
Out-of-Step Relay
ω

BAOSHAN
PMU

ω

LANPING
PMU

ω

DIQING
PMU

Figure 86 : Wide area oscillation separation system






Power Criterion
- Active power peak-peak value, oscillation period, damping
- Pick-up with a floating threshold
- Accelerate and decelerate separation according to damping level
Phasor Comparison
- Identify low frequency power swing according to voltage phasor comparing
- Work with Power Criterion, focus on result of wide area phasor comparing
Prony Analysis
- Pick-up according to active power criterion
- Calculate dominant frequency and damping
- Filter and sort Sensitive mode according to dominant frequency and damping, save the
result for the future study and improving of real-time control
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3.3.4 PMU APPLICATIONS IN THE KOREAN POWER SYSTEM

3.3.4.1

Introduction

Since the 2003 blackout in North America, NERC (North American Electric Reliability Council) has recommended
the installation of GPS-based real time phasor measurement units (PMUs) as part of a wide area monitoring,
protection and control (WAMPAC) system to help prevent blackouts. Furthermore, the IEEE published the standard
IEEE C37.118-2005 that described the application of synchronized phasor (synchrophasor) measurements in
power systems and defined the communication and data configuration of synchrophasors, frequency, and rate of
change of frequency measurements under all operating conditions.
PMU generated synchrophasors provide real time measurements of electrical quantities from across the power
system. Furthermore, PMUs that support the IEC61850 standard can both perform measurements and control the
power system with GOOSE messages. The elements of a basic WAMPAC system that will allow these
measurements to be performed, processed, collected and acted upon is as follows: GPS clocks, PMUs, a phasor
data concentrator (PDC), and application software. Figure 87 depicts the conceptual structure of a WAMAC system
based on synchrophasor data that is collected from PMUs installed in the Korean power system. The WAMAC
system can provide both monitoring and control functionality in real time. This functionality can be used to
overcome the challenges faced by the Korean power system, such as: marginal stability, metropolitan voltage
instability and small disturbance stability problems. Through addressing these challenges the WAMAC system
being developed in Korea has the potential to increase the reliability, efficiency, and intelligence of the Korean
power system.

Figure 87 : A conceptual diagram for WAMAC in Korea
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3.3.4.2

Hardware & Software configuration

The configuration of the Korean WAMAC system is presented in Figure 88 and Figure 87. It consists of four parts:
The first part is the field level of the power system i.e. the physical assets in the field. The second part is the
measurement level of the power system, where the PMUs are installed. The third part is the data acquisition level
that links PMU data to the PDC (phasor data concentrator) and the RCC (Regional Control Centre), where each
system collects and analyses the data from PMUs. This level also communicates with EMS and SCADA as well as
providing control functions for advanced SIPS (System Integrity Protection Schemes). The last part is the GCC
(Grid Control Centre) and is the highest level of operation and monitoring, where the WAMAC system possesses
monitoring and assessment functions that can provide real-time visualisation and control of the power system.

Figure 88 : The conceptual diagram of WAMAC system

Figure 89 : The HCI of the WAMAC system
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Figure 89 shows the main HCI (Human Computer Interface) of the WAMAC system. The HCI of the WAMAC
system has dedicated displays at the GCC Level in Figure 88. The monitoring functions can be used to provide real
time visualisation, in the form of plots and charts, of the data provided by the PMUs, such as voltage/current
magnitude and phase angle, the difference in phase angle between nodes, system frequency, and active/reactive
power. Other information is also available, in the form of stability indices and other quantities obtained by
processing the PMU data. The following features of HCI can be highlighted as follows:







Customisable indicators of the phase angle difference across specific lines
Phase angle of nodes
Voltage and frequency values on the map board
Monitoring of PQVH trends using time axis plots
Event detection functions
Arrows indicating the direction of active/reactive power flow between specific nodes, and the angle
difference between them

3.3.4.3

Applications to the SIPS in the Seoul metropolitan area
A SIPS for large multi-generator power plant

In the Korean system the unintended loss of the bulk 765 kV transmission lines that connect 4,000 MW of
generation capacity is a very severe disturbance that can cause the total loss of the connected generation due to
generator over-speed. The Dangjin power plant has eight 500 MW generation units and is connected to the ShinSeosan substation through the double 765kV lines that delivers bulk power to the Seoul Metropolitan area (Figure
90). Guaranteeing the stable operation of this power plant during the loss of the connected transmission line is of
the utmost importance for ensuring the security of the Korean power system. Previously, the design of the SIPS
that issues the generator trip instruction during the loss of the 765 kV circuit was based on off-line studies of the
worst-case operating scenario, the highly stressed summer peak of the Korean system. This renders an inherently
conservative design that may result in the unnecessary tripping of the vital Dangjin power plant, which may in turn
compromise system security unnecessarily. Therefore, it was vital that the Korean utility exploit the opportunity
offered by the WAMAC system to design an intelligent SIPS for the Dangjin station that will trip the optimal number
of generators when faults occur on the 765kV lines by considering the actual system operating conditions and not a
hypothetical worst case scenario,

Figure 90 : Dangjin thermal plant with the double circuited 765kV transmission lines (red)

Page 109

Wide Area Protection & Control Technologies
In order to prevent intensive swings and the loss of plant synchronism after a severe disturbance on the 765 kV
transmission lines that connect the Dangjin plant development began in 2010 on an adaptive SIPS ; namely, the
Intelligent Generator Special Protection System (iG-SPS). Through on-line assessment, the SIPS made use of
PMU data to predict destabilizing conditions after disturbances and minimize the number of generator sets that are
disconnected due to the disturbance.
The most significant elements of this SIPS are: the online transient stability assessment tool; the generator trip
response time, which must be less than 100ms; and the provision of dual redundant systems to allow periodical
testing according to the requirements of the grid code. Figure 91 (a) shows the conceptual design of the iG-SPS.
On-line snapshots of the power system state are obtained at 30 minute intervals from the wide area monitoring and
control system (WAMAC) using state estimation (SE) data from the central energy management system that is
based on PMU data. From the SE data, the online transient stability assessment (TSA) tool for the Dangjin power
station is executed on the iG-SPS server, the result of which provides the number of generators that should be
tripped. This procedure will constitute updating the patching matrix every 30 minutes. Then iG-SPS is armed the
related relays for generation trip according to the patching matrix. When a fault is detected by the breaker contact
signal of the 765kV lines and PMU information matching the trip condition is received the relays trigger the
generator circuit breakers to open.

Figure 91 : (a) iG-SPS prototype system and (b) SPS algorithm for iG-SPS
The detailed SIPS algorithm is presented in Figure 91 (b). The algorithm consists of two parts: The first part is for
the online TSA, which determines the required generators to be tripped for a severe disturbance on the 765kV
lines. The other part implements the emergency stability control based on the real time response of the Dangjin
generators, in the form of their accelerating power during fault, which is calculated using PMU data. Despite the
extremely short time available, it is still possible to take further remedial actions in the form of additional generator
rejection, if necessary. Figure 92 shows the iG-SPS prototype panel that will be deployed to allow the online
monitoring and validation of the TSA and the SIPS algorithm when it is operating in parallel with the existing SIPS.

Figure 92 : iG-SPS Prototype panel
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A SIPS for load shedding
SIPS are not limited to the control of generators and lines. They can also be used to control loads. The example of
a SIPS for load shedding that is presented here was installed as part of the Korean transmission system. The SIPS
has been applied to a set of interconnected transmission lines between the metropolitan area and the nonmetropolitan area. It was designed to ensure the secure operation of the power system in Korea and to increase
interface flow limits. Six major transmission lines are monitored, which are composed of two routes of 765 kV
transmission lines and four routes of 345kV transmission lines (Figure 93). The SIPS serves to increase the
security limit of the interface lines in the case of outages in the 765 kV lines. An outage of one of the two parallel
765 kV transmission lines and a violation of the threshold voltage on a pilot bus with duration of 200 ms triggers the
SIPS to shed approximately 1,500 MW of load in a single step, designated in advance using steady-state analysis.
Monitored lines

Figure 93 : Transmission grid and major transmission lines
However, this shedding is known to be excessive as it is designed offline based on the worst-case scenario. In
order to prevent excessive load shedding, the WAMAC system can be used to create a two-step load-shedding
scheme based on PMU information. In the first step, it sheds in the same way as the existing SIPS but at a reduced
level, specifically 1,000MW. In the majority of power system cases, this will prove sufficient and no second stage of
shedding will be necessary. The need for second step is assessed by monitoring the metropolitan area using
several PMUs (The utility plans to install 40 PMUs in the metropolitan area). If this monitoring indicates that the
system is above certain thresholds like voltage, interface flow and voltage stability index, then the SIPS will
implement a second step of load shedding, disconnecting extra 500MW.

Figure 94 : A two-step load shedding scheme in WAMAC system
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3.3.4.4

Conclusion and Future plans

It is necessary to validate the WAMAC system before it can be deployed in the field. The utility has a large-scale
hardware in the loop testing facilities – Real Time Digital Simulator - RTDS, which is appropriate for verifying the
performance of equipment or the system. Simulation results using an RTDS based test-bed (Figure 95) show that
the proposed scheme is a more reliable and reasonable way to prevent system blackouts than existing tools due to
the transient and voltage instability in the transmission system compared to existing SIPSs. In addition, it is
reflected to modify the generation and load shedding algorithms and stability index.

Figure 95 : The test-bed for verifying WAMAC System (hardware-in-the-loop)
In order to monitor the metropolitan area, the Utility planned to install 40 PMUs at 28 substations in the
transmission system. Every bus voltage and the P,Q flows of the branches in 345kV or higher network in the
metropolitan area will be observed by these 40 PMUs. The buses that the PMUs will be installed at were selected
using an optimization algorithm that minimizes the number of PMUs necessary to provide complete observability.
It will be possible to validate and improve the WAMAC system whilst it is being operated as part of the real system
initially. Following this period of validation and improvement the WAMAC system will be extended to the entire
system.

3.3.5 PROTOTYPE WAMPAC SYSTEMS IN JAPAN

3.3.5.1

Introduction

The following study, standardization and evaluation of a WAMPAC system based upon international standards was
commissioned and funded by the New Energy and Industrial Technology Development Organization (NEDO) in
Japan as a Wide Area Situational Awareness (WASA) Standardization Project intended for application in the global
market.

3.3.5.2

Definition of WAMPAC

In terms of the prototypes described here, WAMPAC can be defined as a system that is capable of monitoring the
status of a power system in real-time and able to execute automated control actions such as generator and/or load
shedding and control generator excitation control systems with the objective of restoring a power system network to
a stable condition or preventing further deterioration on the occurrence of an emergency condition as illustrated in
Figure 96.
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Figure 96 : State Change Diagram for WAMPAC
3.3.5.3

Target Phenomena for WAMPAC

The types of target power system phenomena that can be alleviated using WAMPAC systems together with the
required response times for their operation are typically,






Transient stability phenomena (150 ms – 1 s)
Dynamic stability phenomena (1 s – 5 s)
Overload (up to a few tens of seconds)
Frequency balancing between supply and demand within a smart grid (up to a few tens of seconds)
Voltage stability (up to a few minutes)

3.3.5.4

Drivers for WAMPAC

There are many drivers that support the introduction of WAMPAC systems. Firstly, phenomena which in the past
have been resolved with the reinforcement of transmission lines, transformers and generators can now be dealt
with using WAMPAC. Thus, the need to invest in new primary equipment may not be necessary. Secondly,
immediate adaptation to changes in stability caused by both power system operations under normal conditions and
sudden changes following the occurrence of a fault can be achieved. This means that a potential system collapse
can be prevented with the minimum of generator and/or load shedding in the event of an abrupt system change.

3.3.5.5

Prototype System

The prototype WAMPAC systems discussed are described as ‘on-line phenomenon assumption type’. This type of
system undertakes state estimation using electrical quantities from a number of pre-defined points in a power
system. The WAMPAC system periodically evaluates the stability of the power system by performing simulations
for assumed faults on main transmission lines or bus-bars prior to the occurrence of an actual fault. When the
WAMPAC system identifies a potentially unstable condition it determines the generator(s) to be shed in order to
maintain stability. The key benefit to this approach is that fast control action can be executed even for complicated
target power systems in the event that the assumed fault occurs.
System configuration
The prototype WAMPAC systems to be described have the following key capabilities,



Monitoring wide-area phenomena over extended periods, analyzing large amounts of data and
being able to create an optimal control scenario in real time.
Monitoring narrow-area phenomena over a short time period, interfacing with control targets and
performing local decisions and control actions in the event that high-speed decisions and/or
response are required.

These capabilities can provide response based control functionality enabling,



Mitigation of the effects caused by power system uncertainty such as load shedding
characteristics, fault points and fault resistance
Enhancement of control accuracy
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Increased flexibility in response to power system phenomena

In order to realize the capabilities described above, a hierarchical system configuration was proposed consisting of
Central Equipment (CE), Phasor Data Concentrator(s) (PDC) function embedded within the WAMPAC-Gateway
and Intelligent Electronic Device(s) (IED) / Phasor Measurement Unit(s) (PMU), whose respective roles are
explained as follows.
PMUs monitor the voltage and current data and the status of the power system. The PMUs transmit this data to the
CE via the PDC(s) and the IED(s). The CE undertakes state estimation using this data and determines the
appropriate control scenarios in the event that an instability phenomenon occurs; these control scenarios are then
transmitted to IED(s). The IED(s) output tripping signal(s) to the load(s), generator(s) and/or transmit control
command(s) to generator excitation control system(s) in accordance with the data collected and the control
scenario. An outline of the WAMPAC configuration prototype together with corresponding operational flow is
illustrated in Figure 97.
Steady

- state data flow

CE
Data flow in the event of
- Control sequence

- Measurement

the occurrence of a fault

- Control scenarios

- Status

- Setting

WAMPAC-GW
(PDC)
- Measurement

- Control sequence

- Status

- Control scenarios

- Setting

- Measurement

PMU

- Status

IED
- Control command

Power system
CT, VT, CB

CT, VT,

CB

Generator excitation
control system

Figure 97: Prototype WAMPAC configuration illustrating operational flow
Requirements for control response time and measurement accuracy
Regardless of the target phenomena, the processing sequence under normal conditions i.e. the total time for the
transfer of measured data from the PMUs to the CE via the PDC and the transfer of the control scenario from the
CE to the IED should be executed from every 30 seconds to every 5 minutes. While the processing time for
corrective action under fault conditions must be less than 100 ms in order to maintain transient stability.
In terms of measurement accuracy, although it differs slightly depending upon system application or the intended
goal, an approximate accuracy of 5% is required for a protection relay within a transient stability system and
approximately 1% measurement accuracy is required for a measurement unit in the case of static phenomena.
International Standards
There are no specific standards for the WAMPAC functions themselves. These functions depend upon the target
power system and operational regimes for a particular power system which differ from utility to utility. However an
aspect of the NEDO project was to conduct a review of standards related to WAMPAC systems in terms of the
functions required. Key standards applicable were identified whether they were existing standards or standards that
were currently under development as shown in Table 13.
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Category

Standards

Wide area monitoring,
protection and control

IEEE C37.244

Time synchronization

IEEE 1588-2008

IEEE Standard for PDCs for Power Systems
(under discussion in IEEE PSRC)
IEEE C37.238-2011

Communication

IEC/TR 61850-1 to 10 Edition 1.0.
Some parts have been updated to Edition 2.0.
IEC/TR 61850-90-1
IEC/TR 61850-90-2 (under discussion)
IEC/TR 61850-90-4 (DTR stage)
IEC/TR 61850-90-5
IEC/TR 61850-90-12 (under discussion)
IEC 61970 series

Security

IEC 62351-1 to 10
IEC/TR 61850-90-5 (security profile)

Synchrophasor

IEEE C37.118-2005
IEEE C37.118.1-2011
IEEE C37.118.2-2011
IEC 60255-118-1 (under discussion in IEC
TC95 and IEEE PSRC)
IEC/TR 61850-90-5

Table 13 : Key standards relevant to WAMPAC systems
3.3.5.6

Application 1: Prototype for Transient Stability

Target power system characteristics
The target power system for this application is illustrated in Figure 98. Under normal operating conditions the
system will remain stable provided that the main protection successfully clears a fault occurring at location ‘F’.
However the system will become unstable in the event that the back-up protection is called upon to clear the fault
unless one of the generators in ‘G2’ power station is tripped within 250ms of the fault occurring.
Furthermore, under an (N-1) condition i.e. with disconnection of one of the line ‘1L’ of the double-circuit line ‘L’, the
system will become unstable even in the event that the main protection does clear the fault at ‘F’ unless one of the
generators in ‘G2’ power station is tripped within 250ms following the occurrence of the fault.

G4

G1
G2

F
1L

G6

G7

Figure 98 : Target power system for transient stability application
System Configuration
This system consists of a CE, a PDC integral to the WAMPAC-GW and four IEDs with integrated PMU functions as
illustrated in Figure 99. Personal computers were used as platforms for the CE and PDC. The WAMPAC-GW and
IEDs/PMUs were connected together using a network consisting of layer 2 switches (L2-SWs) and layer 3 switches
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(L3-SWs). IEEE 1588-2008 was applied for time synchronization. The target power system was simulated using
RTDS®.

Figure 99 : System configuration for transient stability application
Control design
This system uses the aforementioned ‘on-line phenomenon assumption type’ calculation. The system also monitors
the generator bus-bar voltage angular difference related to transient instability and the result is utilized in the
control action scheme. This approach is used to prevent potential over-control i.e. excessive generator shedding.
The total system operate time is less than 150ms from fault occurrence to generator tripping. The other key
technical requirements for this WAMPAC system are described in Table 14.
Category
CE

Requirements
State estimation and creation of control scenarios:
every 30s – 5 min.
Distribution of control scenarios to each IED via the
PDC
Retrieving data from the database based upon HTTP

PDC

Conversion of IEC 61850 data for the IEC 61970
(CIM) database
Uploading the data onto the database

IED / PMU

IEEE C37.118.1, Performance class P
Supervision of circuit breaker status: 1ms resolution
Time synchronization between IEDs / PMUs: < 50μs

Communication
time

IED – PDC: ≤ 10 ms

Communication
band width

Communication cycle for IEDs / PMUs: 0.5 cycle

IED – IED: ≤ 10 ms
Band width: 400 kbps per IED / PMU

Table 14: Key technical requirements
Demonstration
Scenario 1
The threshold of the generator angular difference between ‘G2’ and ‘G7’ shown in Figure 98 for the
prototype WAMPAC system is set at 103 degrees as per the control scenario calculated by the CE. In the
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event that the main protection clears fault ‘F’, the phase angle is less than 103 degrees and no trip
command is initiated by the WAMPAC system.
In the event that the back-up protection has to be relied upon to clear fault ‘F’, the phase angle will exceed
103 degrees and the correct tripping of one of the generators in ‘G2’ power station is executed by the
WAMPAC system. The internal phase angles with/without transient stability control are shown in Figure
100.
G1 - Gn: Out-of-step



Without transient
stability control
Time

G1: Shed by the WAMPAC system



G2 - Gn: Stable

Fault Clear

Control

With transient
stability control

Time

Figure 100 : Internal phase angles
Scenario 2
Under the (N-1) condition i.e. with disconnection of line ‘1L’ of the double-circuit line ‘L’, the threshold of the
generator angular difference between ‘G2’ and ‘G7’ becomes 105 degrees. However, even in the event that
the main protection successfully clears fault ‘F’, the phase angle will still exceed 105 degrees and tripping
of one of the generators in ‘G2’ power station is correctly executed by the WAMPAC system. This
confirmed the validity of the transient stability control function.

3.3.5.7

Application 2: Lowly Damped Inter-area Oscillations

Target power system characteristics
The target power system shown in Figure 101 has dominant eigenvalues of -0.036 ± j3.483 and exhibits lowly
damped inter-area oscillation modes with approximately a two second cycle between generator groups ‘G1/G2’ and
‘G3/G4’.
Terminal voltage references for the generators are normally controlled as per the values of the angular velocity ω
(n) and electrical output Pe (n) of the generator (n). This wide-area Multi-Variable Control (MVC) approach
suppresses continuously low damping in the event of power system disturbances. A simple control action scheme
which outputs Δ Vref was adopted on the basis that the application is to generator excitation control systems
manufactured by multiple-vendors.
In the event that the wide-area MVC becomes inactive for some reason and continuously low damping is detected
as a consequence of a power system disturbance, then back-up emergency control is executed, i.e. the minimum
number of generators and/or loads are shed in order to suppress the oscillations accordingly

G1

G3

F
L
G2

G4
Figure 101 : Target power system
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Control design
The following wide-area MVC and back-up emergency control function is implemented in this WAMPAC system.
a)

Wide-area MVC

This prototype system uses a scheme which controls the terminal voltage references Vref of the target
generators using the values of angular velocity ω (n) and electrical output for each generator (n) multiplied
by the constant gains as illustrated in Figure 102.
T: Timer setting

CE

(*) V & I data, status from G1 to G4

buses

Calculation
for MVC

Update of
control table

Observation

Constant

target

gains

Control
targets

g 11

High - pass

+

filter

Calculation

 P e (n)

of  Pe(n)

+
g 12
Goose

(*)

message

Calculation

  n)

of  n)

g 21
+
+
g 22

IED

G1

G3

 V ref(3)

PMU

Target power system

G2

G4

 V ref(4)

Figure 102 : Functional block diagram for the wide-area MVC
The CE updates these constant gains approximately every 30 minutes based upon optimal control theory using
‘Medanic’ conversion using the operational status of the power system i.e. terminal voltages, currents and plant
status collected from the PMUs. Furthermore, the CE also selects the target generators for observation and control.
The IED receives control information from the CE, updates each parameter in the control action scheme and
initiates control commands using GOOSE messages every 10 ms.
Here, the electrical output is calculated within the IED using voltage and current data measured by the PMUs.
The angular velocity ω (n) is not calculated using the generator internal phase angle δ (n) measured mechanically
but is the approximate value calculated using the following equation

 n 

Pm( n)  Pe( n)
M ( n)

 t

(3-4)

where, Pm( n) and M( n) denote the mechanical input and inertia constant of generator (n) respectively.
The approximate and actual values of ω (1) and ω (3), of generators ‘G1’ and ‘G3’ respectively, for a power system
disturbance event are shown in Figure 103. It was confirmed that comparably high accuracy angular velocities can
be obtained. The values of Pe(n) and the approximate values of ω (n) are utilized in the wide-area MVC and the
back-up emergency control function introduced later.
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Figure 103 : Approximate and actual values of w(1) and w(3)
a)

Back-up emergency control

In the event that the wide-area MVC becomes inactive for some reason and continuously low damping is
detected for a power system disturbance, the appropriate shedding of generators and/or loads is then
executed as illustrated in Figure 104.
The CE updates the threshold at which the continuously lowly damped oscillations are detected every
minute based upon the eigenvalue analysis. In addition, the CE also selects the control target generators
and/or loads together with the levels to be shed and the target generators for observation.
The IED receives the information from the CE and updates each parameter in the control action scheme. In
the event that continuously lowly damped oscillations are detected, the IED initiates the generator(s) and/or
load(s) shedding commands using GOOSE messages.
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Calculation
for Back-up
control

T1, T2, T3: Timer settings
(*1) Terminal voltage phases for G1 to G4
(*2) Generator(s) and/or load(s) shedding command
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Update of
control table

Observation
target

(*1)

Control
targets,
level
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filter
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t
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Figure 104 : Functional block diagram for back-up emergency control
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Control table
The items in the control table transferred from the CE to the IED are shown in Table 15. The IED initiates a control
command for each application based upon this information.
Application type
Common

Items
Transmission line for the assumed fault
Assumed fault type
Reference generator for angular comparison
Threshold for phase difference
Target generator(s) for shedding
Generator – Observation target
Gain: (g11, g12, g21, g22)
Generator(s) & load(s) – Control targets
Generator – Observation target
Decision Threshold
Generator(s) & load(s) – Control targets

Transient stability control
Wide-area MVC
Back-up emergency control

Table 15 : Items in the control table
Demonstration
Scenario 1

A 3LG fault was simulated at location ‘F’ shown in Figure 98 with the wide-area MVC and back-up
emergency control functions deactivated. The lowly damped inter-area oscillations continued after the
clearance of the fault as shown in Figure 105.
For the next test the same fault was simulated but with the wide-area MVC activated. Identification of the
control target generators ‘G3’ and ‘G4’, the observation target generator ‘G1’ and the gain constants, (g11,
g12, g21, g22) = (0.7, -3.5, 0.7, -3.5), were obtained from the CE for the wide-area MVC scheme. The
terminal voltages of ‘G3’ and ‘G4’ were controlled in accordance with the calculated values obtained for and
the lowly damped inter-area oscillations were suppressed as shown in Figure 105. Hence, the validity of
the wide-area MVC was confirmed.
With wide-area MVC

Without wide-area MVC
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720
700
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Figure 105 : Outputs of G1 with/without wide-area MVC
Scenario 2
The fault above was repeated with the wide-area MVC deactivated. Identification of the control target generator
‘G1’, load ‘L’ and the observation generator ‘G1’ were obtained from the CE for the back-up emergency control
scheme. The IED detects the lowly damped inter-area oscillations using the terminal voltage of ‘G1’ and initiates a
command to shed generator ‘G1’ and load ‘L’ in order to suppress the oscillations accordingly. The validity of the
back-up emergency control scheme was confirmed. Furthermore, it was successfully demonstrated that both the
wide-area MVC and the back-up emergency control scheme can be realized on an identical hardware platform.
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4

Challenges and Requirements of WAMPAC

4.1

Design Consideration

4.1.1 SYNCHROPHASOR SYSTEM DESIGN AND ARCHITECTURE
The deployment of synchrophasor systems has accelerated around the world in recent years. In the US, several
major US Department of Energy Smart Grid Investment Grants (SGIGs ) have provided matched funding to
synchrophasor system deployment projects. Projects being delivered by Independent System Operators (ISOs)
that are also Reliability Coordinators (RCs) include the installation of equipment on the networks of the
corresponding transmission owners (TOs). In addition, a number of US and Canadian RCs / TOs are also
deploying various types of synchrophasor systems with their own investment. There are also major productiongrade development initiatives in Latin America (Columbia, Ecuador, etc.), India (with a plan to install 1700 PMUs),
China, Europe, etc (NASPI).
Through these deployment projects, our industry has seen a substantial increase in the number of Phasor
Measurement Units (PMU) that are now installed and operating in power systems. Furthermore, the number of
PMUs is expected to continue to increase in the future. Particularly because an increasing number of power system
Intelligent Electronic Devices (IED), such as relays, Digital Fault Recorders (DFR), Digital Dynamics Recorders
(DDR), and revenue meters, etc. now provide PMU functionality as an integrated function of these devices.
The technology of synchronized phasor measurements is well established. It provides an ideal measurement
system with which to monitor and control a power system, in particular during stressed conditions. The essential
feature of the technique is that it measures positive sequence (and negative and zero sequence quantities, if
necessary) voltages and currents of a power system in real time with precise time synchronization. This allows
accurate comparison of measurements over widely separated locations as well as potential real-time measurement
based control actions. Correlation method with proper Low-Pass filtering (IEEE C37.118.1 2011, Fig C1) is
normally used in phasor calculations.
The synchronization is achieved using the Global Positioning System (GPS). GPS is a US Government sponsored
program that broadcasts position and time signals world-wide and free of charge. It can provide continuous precise
timing with accuracy of more than 1 microsecond. It is possible to use other synchronization signals, if these
become available in the future, provided that a sufficient accuracy of synchronization could be maintained. Local,
proprietary systems can be used such as a sync signal broadcast over microwave or fibre optic links. Two other
precise positioning systems, GLONASS, a Russian system, and Galileo, a proposed European system, are also
capable of providing precise time.

Figure 106 : Block diagram of the Phasor Measurement Unit
Figure 106 shows the configuration of a typical synchronized phasor measurement unit. The GPS transmission is
received by the GPS receiver and subdivided by a phase locked oscillator to deliver a train of sampling clock pulse
to the Analogue-to-Digital converter system. The sampled data is converted into a complex number that represents
the phasor of the sampled waveform. The phasors for each of the three phases are combined to produce the
positive sequence measurement.
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Any computer-based relay, which uses sampled data, is capable of performing the positive sequence
measurement. By using an externally derived synchronising pulse, like that provided by the GPS receiver, the
measurement can be assigned a common time reference. Thus, potentially all computer based relays could
provide a synchronized phasor measurement. When currents are measured in this fashion, it is important to have a
sufficiently high-resolution Analogue-to-Digital converter to achieve the necessary accuracy of representation at
light loads. For the most effective use of phasor measurements, some kind of a data concentrator is required. The
simplest is a system that will retrieve files recorded at the measurement site and then correlate these files from
different sites using the recording time stamps. This allows system and event analysis tools to utilize phasor
measurements.
In general, every synchrophasor system consists of the following components:








PMUs
Communication networks
Phasor Data Concentrators (PDCs)
Phasor Gateways (PGs)
Data Storage
System and Data Management
Application Tools

Communication networks provide connectivity for various system components. They typically consist of both LANs
and WANs and require redundancy. Quality of service requirements (latency, bandwidth, tolerable interruptions,
reliability, availability, etc.) directly affect the design. Networks could be private/self-owned or public/shared.
Phasor Data Concentrators (PDCs) perform real-time data aggregation, time-alignment, optional processing, and
redistribution of system data. The use of PDCs is affected by the nature of the system, the applications to be
deployed and the choice of other system components. The location of a PDC will influence the functions, and other
requirements, that will be demanded of the PDC. PDCs can be deployed at the substation and control centres level
of the system.
Substation PDCs are used for:




Communication bandwidth reduction
Local storage
Simplification of the interfaces for certain substation applications

They must operate on ruggedized hardware that is suitable for operation in the substation environment.
Control centre PDCs are mainly used for front-end data aggregation, validation, and pre-processing. They must
satisfy the requirements for high availability and reliability that are expected of any control centre IT systems.
Control centre PDCs could be part of system and data management functions and are likely to interface with PDCs
at other control centres, for the purpose of data exchange, if phasor gateways are not used.
Phasor gateways (PGs) perform secure and quality of service (QoS) guaranteed data exchange with external
systems of other entities. One entity could have multiple PGs for data exchange. They must meet high availability
and reliability requirements if the external data is critical to the provision of reliable system operation. It is typically
necessary for PGs to support multiple open interfaces.
Data Storage retains data, either all data or only selected data, for both short-term and long-term data recordkeeping and retrieval needs. There could be multiple data storage subsystems. For example, online databases for
real-time applications and a historian log for long-term data-storage and retrieval. Rigorous data management is
required for database synchronization and disaster recovery.
System and Data Management performs a wide range of system management, device / application management
and data management functions:



System management – System administration service, name & directory service, security service, quality of
service assurance, etc.
Device / application management – addition/deletion of devices / applications, configuration management,
condition monitoring and reporting, failure and system recovery handling, etc.
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Data management – real-time data management (aggregation, validation, pre-processing, redistribution,
etc.), historical data management (storage, backup, synchronization, and retrieval management)

Application Tools provide various real-time monitoring, protection and control functions, post-event analysis, etc.

4.1.2 SYNCHROPHASOR SYSTEM DEPLOYMENT AND REQUIREMENTS
Production-grade synchrophasor systems are intended to provide much-needed wide-area situational awareness
tools for improving system operators’ real-time decision making and offline analysis tools for system model
improvement and event analysis. Communication infrastructures within each asset owner and an ISO/TSO for
synchrophasor data transfer and collection is expected to be established as part of a deployment project.
Implementing a large-scale PMU system presents some unique challenges. Some challenges are technical, as
wide area monitoring systems need to transmit, process and store vast amounts of data. An optimal wide area
monitoring system architecture should properly address the following issues:





Scalability: The number of installed PMUs and IEDs with integrated PMU functions will gradually increase
and the system architecture must be designed so that it can keep up with this trend.
Flexibility: As many of the system components will be acquired, installed, operated and maintained in
stages and by different entities, the system architecture should be sufficiently flexible to accommodate the
growing number of units and applications, as well as the diverse requirements of the various entities.
Communication bandwidth and latency: In the new paradigm, on-going communication costs (leased from
service providers or inter-company network) could become the main cost item of a PMU system. Reducing
the bandwidth requirement will help to reduce the on-going cost of PMU applications. Minimizing the
communication bandwidth requirement will also help to reduce the latency of the PMU data transfer, which
is of value to real-time applications.

Other challenges include coordinated strategy and collective actions among stakeholders. To facilitate a largescale deployment of PMUs the following process is proposed to the industry to speed up deployment and minimize
costs:












Roadmap Development - Each user in the grid should develop a short-, mid-, and long-term
application/technology deployment roadmap. This roadmap would include application requirements that
would guide installations and system architecture needs locally and regionally.
Overall Infrastructure Architecture - Organizations such as reliability coordinators (e.g. ENTSO-E), ISOs
(e.g. ONS, Brazil), and regional councils (such as the Western Electricity Coordinating Council) should
champion data exchange and the development of the overall system infrastructure and common models.
Based on individual user requirements, it is necessary to develop system architecture design, specification,
and deployment plans. All users connecting to the overall architecture would need to satisfy key
integration requirements (Hardware and Software interoperability, data quality, etc.). It is also beneficial to
prioritize applications that are beneficial from the grid perspective.
Network Protocols, Software and Firmware Upgrades, and Data Access Security - The consistent and
accurate performance of all PMUs is key to the overall performance of the system. Develop uniform
requirements and protocols for data collection, communications, interoperability, and security through
standards (IEEE, ENTSO-E, NERC, WECC) and testing procedures. Assure ease of device upgrades
(particularly considering the development of new standards) and calibration.
Regulatory Considerations - Regulators at different levels within a country or region need to provide
incentives for technology deployment considering the potential of significant benefits for rate payers and
transmission system reliability.
Company Process - Each user should set up operational and business processes for installations,
operations, maintenance, and benefits sharing. This would comprise of creating projects with defined
deliverables and deadlines; identifying the asset owner, manager, and service provider; setting up
procedures and rules; educating and training users; and facilitating culture change.
Research and Development - Continue investing in R&D and promote developing and sharing test cases to
develop new applications. in addition, continue using a proven approach of pilot projects to gain experience
and confidence.

The full financial and reliability benefits of this promising technology can only be realized by a collective process
amongst all stakeholders, including the general public and the ratepayers. A significant market penetration of this
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technology is possible through a collaborative process to engage suppliers and manufacturers in developing the
required tools and products.
An example of a synchrophasor system that has been implemented at PG&E is shown in Figure 107. This system
consists of a communication network, PMUs, substation PDC, central (super) PDC, ancillary PDC for interface to a
phasor gateway for exchange of data with WECC, and various applications.

Figure 107 : Synchrophasor Measurement Architecture – PG&E (source: Vahid Madani, PG&E, US)
Design of the system and data management depends on application requirements. Table 16 shows classes of data
in relation to applications.

Table 16 : Data classes based on application requirements
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Over the last decade a carefully created roadmap (Cai, Wall, Osborne, & Terzija, 2016) has been developed for the
implementation of WAMPAC in GB. This has resulted in two large scale innovation projects, addressing the issues
of a) situational awareness and sub-synchronous oscillations (VISOR project, (SP Energy Networks Website)
(WALL, et al., 2016) (Wall, et al., 2015) (Wall, Dattaray, Nechifor, & Terzija, 2015)) and b) smart frequency control
for low inertia systems (EFCC project (National Grid - Smart Frequency Control Project)).
The VISOR project has created the first WAMS that monitors the entire GB system (all three transmission owners)
in real time and through the deployment of this infrastructure can be considered as an enabler for the EFCC
project. The WAMS created by VISOR is being used to demonstrate a range of new applications in the GB system,
including: monitoring of oscillations in the range of 0.002 to 46 Hz (enabled by the first of a kind deployment of a
monitoring unit that streams waveform samples in real time at a rate of 200 frames per second using the C37.118
standard), oscillation source location, enhanced boundary management using angles and MW flow, model
validation using synchrophasors and hybrid state estimation.
The EFCC project is dedicated to creating and testing a wide area control system that can trigger an adaptive form
of frequency control in under 0.5 seconds. This fast, adaptive will be essential for ensuring the cost effective
provision of frequency control in systems with high penetrations of generation connected over power electronics
and consequently with low inertia. These low inertia systems will be vulnerable to large frequency swings after
disturbances to the active power balance (e.g. the loss of a large generator), particularly given the increasing size
of the largest single loss of infeed in most system (e.g. large new nuclear generators, HVDC inter ties and large off
shore wind farms). This control will use wide area measurements to identify that a disturbance has occurred,
estimate the size of this disturbance and then instruct a response from the service providers. These service
providers will include new technologies, e.g. energy storage, wind generation and demand side response, as well
as synchronous generation with enhanced operating envelopes. The control will be tested using a combination of
real time, hardware in the loop simulations and field trials in the GB system.

4.1.3 DATA EXCHANGE INFRASTRUCTURE AND ARCHITECTURE
There is a long, demonstrated history of the value of the cooperative exchange of real-time operating data. The
real-time exchange may currently include measured voltages and currents; unplanned outages and de-rating; realtime information exchange; etc. Until recently, synchrophasor systems were research-based and were not a
production grade system (where a production grade system is one which plays a role in the operation of the power
system). As systems are deployed as production grade, several tailored agreements have been developed to
exchange synchrophasor data.
The exchange of synchrophasor data has its own unique challenges. Two examples of possible data exchange are
shown in Figure 108 and Figure 109. Figure 108 is an example of one-way synchrophasor data collection from all
member Transmission Owners (TOs) to a single entity (e.g. WECC in the US). However, it is possible to provide bidirectional data exchange between the multiple Regional Centres (see Figure 109). The complexity of this multidirectional sharing of information will introduce significant challenges in terms of selecting a communication
architecture, protocols, security, etc.
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Figure 108 : A one-way Synchrophasor exchange implementation to a single entity

Figure 109 : Bi-directional data exchange at reliability centre level
4.1.3.1

Infrastructure Architecture

To support the initial phases and the migration to the long term target architecture, a robust and flexible
communications infrastructure is necessary. The communications network must be designed to balance the need
to satisfy a diverse range of performance requirements for various types of data traffic and the cost of implementing
the network.
The network availability, i.e. how much downtime it is allowed to have in a year, and latency, i.e. how long it takes
data to travel from one point to the destination point, are two key metrics of the performance of a communication
network. The cost of communication network services is typically directly linked to a guaranteed service level that is
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tied to these two metrics. Generally, the higher the network availability and the lower the latency service level
requirements are, the higher the cost will be.
The service level requirements are dictated by the end user applications, such as different types of wide-area
situational awareness applications, post-event analysis applications, real-time control and protection applications,
and so on. Some are for real-time operational use and some are not.
It is essential to have a broader assessment of the acquisition of possible new transport, within the broader context
of meeting the needs for all real-time operational data exchange requirements among entities. The objective is that
the resulting infrastructure yields a solution that is not only of higher performance but is less complex, of lower cost,
and more secure as it is optimised to meet the business requirements of the entities. Here is an example list of
essential elements to consider for such an architecture.





Transport - Redundant Transport to each RC control centre
Edge Elements - Gateway management including point naming standards
Configuration/Operation - Ability to flexibly manage availability and quality of service among differing data
types
Time Services - Provision for providing precision time-services independently

4.1.3.2

Cyber Security

The membership and use of a data exchange system and service introduces cyber security concerns for the
participants, including the necessity to establish assurances that only approved and authenticated communication
partners are authorized and authenticated, as well as granted access to each participant’s data.
The data exchange system will need to securely transfer information from within the owner/operator infrastructure
to trusted sites outside the owner/operators infrastructure and vice versa. It allows administrators to control (and
limit) information at a granular level in any output (destination) data stream. As a security device designed for the
edge of a security perimeter, the centrally managed data exchange’s functionality is expressly limited to secure
communication with other subscribers that are external to the security perimeter and the transfer of measurements
to the systems that are internal to the security perimeter and that have requested measurements.
The issue of establishing and maintaining “trust” within these communication partnerships becomes an ongoing
challenge to establish, maintain and manage. Participants that use the data exchange establish trust with the
“operator” of the data exchange, not every communication partner. These participants will identify who they want to
communicate with, what data they want to share (including who in each organization will be receiving the data) and
who will administer and enforce the security policies and controls. Entities participating in the data exchange can
avoid incurring the operating cost and the security risks and vulnerabilities of establishing and managing their own
independent external connection.
There are multiple participants and communication partners in the data exchange, which increases the complexity
of managing identity and access. To reduce risk and vulnerability to external connectivity and data sharing, the use
of this central data sharing management service will reduce set up cost, ongoing maintenance and administration
and provide a more standardized and secure method of sharing data externally.
A robust layered security architecture and a state-of-the-art defense in depth security control framework must be
designed, implemented and maintained. This framework must include identity and access management (I&AM),
cryptography and key management, audit and logging, and monitoring and alarming.

4.1.3.3

Software System and Data Integrity

In addition to the communication architecture and Cyber security issues, the data exchange system is subject to all
of the standard IT system considerations, such as system redundancy, database management, software/hardware
platform, user interface, application interface, etc. Data quality and integrity is also a key issue when data is
transferred through a wide-area network.
The system should be sufficiently redundant to provide high reliability and availability. Cloud computing or
application hosting may be considered to increase efficiency.
The minimum that the database management should provide is administration functionality for data sharing, similar
to a “traffic cop”, that serves to manage the allowed data flows.
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The choice of software/hardware platform should consider both the vertical and horizontal expansion that will occur
in the future. Modularized design of software applications is essential. An N-tiered architecture should be adopted,
i.e. the presentation layer, application layer, and data management layer should be separated.
For the user interface, one may wish to consider a thin-client design to simplify the development guidelines and
applications.
For the application interface, one may wish to consider a Service Oriented Architecture (SOA) approach to
establish consistency for the internal and external interfaces.
These are just examples of the sort of issues that must be addressed during the software system design and
implementation.

4.1.3.4

Support and Operation

There are many requirements, challenges, and issues that must be addressed when preparing for the operation of
the data exchange system.
There are five major functional areas that must be addressed as part of system operation when designing a
WAMPAC system, namely: (1) fault management, (2) configuration management, (3) account management, (4)
performance management, and (5) security management. The functions of the five areas can be broadly described
as follows.







4.2

Fault management includes all procedures necessary to handle system alarms, testing and correction of
failing equipment, and respond (include the set-up of level 1, level 2 and level 3 support)
Configuration management covers activities such as the provision and installation of equipment, modifying
equipment parameters and applications. This also includes software version controls.
Account management includes the administration of user accounts and usage capacities
Performance management includes all the activities necessary to maintain the short-term Quality of
Service (QoS) and to intelligently meet stakeholder expectations.
Security management shall be responsible for controlling access to the network, data, and system
resources – authorizations and authentication.
A business model to support and operate data exchange.

Testing

The IEEE C37.118-2005 standard focuses on assessing the TVE under steady state conditions. There are no
specific test procedures or test cases specified, just TVE requirements under certain conditions.
With the revision of the standard, dynamic requirements have been be added to IEEE C37.118.1 (the
"measurement part").

4.2.1 REQUIREMENTS ON TEST EQUIPMENT

4.2.1.1

Time Synchronization

The estimation of phasors by PMUs is dependent on time synchronization. Therefore, time synchronization is also
a crucial consideration when specifying test equipment for PMUs.
In the past, time synchronization accessories and methods for protection testing were mostly dedicated to the
specific application of end-to-end testing. Typically, coordinated trigger signals derived from GPS time were used to
start test sequences on two or more test sets simultaneously. Using this approach for testing PMUs is not adequate
and leads to dissatisfying results. First of all, there is a noticeable time delay between the trigger and the start of
the test sequence, which becomes effective as a phase offset. Secondly, during the test sequence, the test sets
run independently on their internal oscillators. Even with accurate oscillators, this will inevitably cause a noticeable
phase error to accumulate.
Therefore, for PMU testing, another kind of time synchronized operation mode is required. To provide signals with
defined phase for an arbitrary duration of a test, a permanent synchronization of the test set to the time reference is
required. This means, for instance, that exactly 50 or 60 cycles will be generated per second. In this case, no
accumulating phase error will occur at nominal frequency.
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4.2.1.2

Accuracy

The synchrophasor standard requires a "calibration device" to be at least four times more accurate than the PMU to
be tested. Therefore, for the 1% required of the PMU, this gives a TVE of better than 0.25% for the test equipment.
The applicable magnitude and time errors for these TVE values are given in Figure 110. This indicates that a test
set must reach time errors of well below 5µs and magnitude errors of well below 0.2% to be able to comply with the
required TVE.

Figure 110 : Boundaries for the magnitude and time error for different TVEs when monitored at
the nominal frequency of 60Hz
Calibrator grade test sets provide typical magnitude errors as low as 0.02% and time errors of 1 µs, giving a typical
TVE of 0.05%. Even with guaranteed specs, the TVE remains below 0.2%, which is well within the requirements.

4.2.2 LABORATORY TESTING FOR PMUS

4.2.2.1

Generic Test Setup

The generic setup for PMU testing, following the statement that both the PMU and the test set have to be
synchronised to the same time source, is shown in the following Figure 111.

Figure 111 : Generic setup for testing a PMU
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The magnitude and the phase angles of the voltages and currents injected into the PMU need to be well defined
and it is determined which values must be read from the estimated synchrophasors. Flexible test software should
allow the variation of the test quantities so that the tests can be performed under various conditions.

4.2.2.2

Compact Test Setup

In the laboratory setup, where the test set and the PMU are the only devices involved in the test, an accurate
reference to the "world time" is irrelevant. In this case, the test set may generate the time synchronization signal for
the PMU itself and as such the complexity of performing synchronisation to an external clock is avoided, as
depicted in Figure 112. Furthermore, this configuration is a more accurate test system as the test set entirely
determines the timing and the test set's own time synchronization error becomes irrelevant.

Figure 112 : More compact test setup for testing a PMU
4.2.2.3

PMU Comparison

By connecting multiple PMUs to the same signal source, as depicted in Figure 113, it can be assured that all
differences observed in the calculated synchrophasors have their origin in the phasor estimation algorithms of the
PMUs (Steinauser, 2008). This is an easy approach for assessing if the transient response of different PMUs are
sufficiently similar to allow them to be operated in parallel in wide area applications.

Figure 113 : Comparing the response of different PMUs
4.2.2.4

Field Testing

When setting up a PMU for real operation, the PMU will always be connected to the regular time source available
on site. Therefore, using the test set as the time master is not an option. The test set must time synchronize itself
accordingly.

Page 130

Wide Area Protection & Control Technologies
Thus, the generic setup (Figure 111) will apply, with the test set operating as a time slave. The setup is similar to
the one given in Figure 114, but of course with the indicated external time source in place. Under this condition, the
PMU must deliver correctly scaled magnitudes with stable phase angles of the correct sign to the receiving
application, e.g. the control centre. This verifies the time synchronization and the correct setup of the PMU.
Another way to check the integration of a PMU into a wide area application is to have all the PMUs in the system
set to normal operation, except the one under test. The operational PMUs will deliver phasors that follow the actual
network frequency, which is always off nominal frequency.

Figure 114 : Testing with signals relative to the actual system frequency
In this case, the generated test signals must also be referred to the actual system frequency. For this, another kind
of synchronized mode can be used, where the whole test set is synchronized to a reference voltage from the power
system, e.g. a busbar voltage supplied through a VT. In this way it is possible to simulate certain phase angles or
phase angle differences at the PMUs under test, which may represent certain power system conditions that
provoke a reaction from the wide area application.

4.2.3 TESTING OF WIDE AREA APPLICATIONS
For testing a wide area application, the test signals applied to the PMUs under test must be coordinated. The case
of having all PMUs except one in normal operation and manipulating the phasors at a single PMU is covered with
the test scenario mentioned above.
To stimulate all of the PMUs at the same time with coordinated test signals, a sophisticated distributed test system
is required. Considering the typically huge distances and the considerable number of PMUs in important wide area
applications, this hardly seems feasible as a testing strategy for all of the installed PMUs in the field.
Thus, this will be mainly a task for a laboratory test, where the coordinated signals can be generated from one test
system or simulator and fed into multiple PMUs residing at the same physical location.
The tests applied to wide area applications must, as with any test, begin with a testing specification that is based
on the functional design specification of the application. However, in the case of a wide area application the scope
of these tests may be wider than usual. For example, the dependence of any wide area application on accurate,
reliable synchronisation and also the high speed communication of large amounts of data across a wide area will
require suitable tests to be developed that focus upon deficiencies in these areas. For example, the impact of
communication latency and jitter on the application performance relative to the maximum wait times used in the
PDCs.
Furthermore, the complex nature of the algorithms used by PMUs and the variation in performance of PMUs
(particularly during transient events) will require any testing to include PMUs from multiple vendors (likely all of
those used in the WAMS in question). This is particularly important, as many WAMS applications are focused upon
using post event measurements to improve system security and the system response to these events. Therefore,
the performance of PMUs during stressed conditions (e.g. in the presence of fast transients or large swings in
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frequency) will be a significant factor in the performance of any application and it is vital that the measurement
quality expected by the application can actually be realised in practice.
Indeed, whilst it is essential to consider these factors during testing, it is also vital that any research and
development of wide area applications is grounded in a strong understanding of the feasible measurement and
communication performance for the system conditions that will be prevalent when the application is expected to
perform its function and for the measurement and computation hardware and communication media and protocols
used in the system in question. Without this understanding, it is likely that many applications that seem promising
during the initial stages of their development will fail to perform as expected in practice.

4.2.3.1

Communications

The IEEE C37.118-2005 standard is not very specific in terms of defining communication requirements. A very brief
chapter ("I.2 Network communications using IP protocol") makes some statements about using TCP and UDP, but
provides no guideline for testing the communication.
The existing implementations are very vendor specific. All combinations of mappings (e.g. TCP for exchanging
control messages, UDP for synchrophasors) can be found. The informative value of the specification of these
features in the documentation varies. In some cases, the exact determination of the behavior of the communication
interface relies on trial & error and reverse engineering.
Therefore, it would be desirable to have a uniform protocol implementation conformance statement (PICS) for
PMUs that allows a better comparison and assessment of the implemented features of the communication.
Conformance testing procedures could then be based on this.
In the 2011 revision of IEEE C37.118, the standard was split into two parts, with IEEE C37.118.2 (IEEE Std
C37.118.2-2011 (Revision of IEEE Std C37.118.2005) - IEEE Standard for Synchrophasor Data Transfer for Power
Systems, Dec 28, 2011) focused on the communication part (see also chapter 4.5.3). The specifications in there
may serve as a basis for conformance/interoperability testing during development and acceptance testing.
On the other hand, the part IEEE C37.118.1 (IEEE Std C37.118.1-2011 (Revision of IEEE Std C37.118-2005) IEEE Standard for Synchrophasor Measurements for Power Systems, Dec 28, 2011) (focussing on measurement
and phasor estimation, see also chapter 4.5.2) includes a dedicated section dealing with synchrophasor
communication and the latency of the transmission of synchrophasor data (see Figure 116). This is not really a
communication protocol test, but the test involves the stimulus with a defined signal at the PMU input and
observing the data output via the protocol for an assessment.
The technical report IEC 61850-90-5 (IEC 61850-90-5, Use of IEC 61850 to transmit synchrophasor information
according to IEEE C37.118) describes protocols for transmitting synchrophasors with IEC 61850 compliant
communication services. It is expected that this will also lead to conformance testing procedures that are defined in
accordance with the rules applied in other parts of the IEC 61850 standard.

4.3

Maintenance

The objective of maintenance is to validate that the SMUs/PMUs are continuing to operate correctly after a period
of field installation as the expected life of device is expected to be in the order of 20 years or more. Different test
need to be done as part of the maintenance program for WAMS.
Most of the SMUs are self-supervising and require minimum maintenance, as most problems will result in an alarm
indicating that corrective actions need to be taken. However, some periodic tests are recommended to ensure that
the device is functioning and wiring is intact. The regular maintenance program should include the following tests
(IEEE C37.233/D3.0 Draft Guide for Power System Protection Testing) and (Maintenance Handbook for protective
relaying):
–

Certification test: it is necessary to confirm that the measurement from the PMUs are correct, i.e. matched
to the input signal. Furthermore. any components susceptible to degradation or variation of performance
characteristics over time, be it due to wear or operational conditions, must be monitored to ensure their
performance is still satisfactory.
o

The phasor, frequency and rate of frequency change output from the SMUs/PMUs should be
tested by comparing the input signal with the output values of the same time stamp through the
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o

o

–

use of GPS. This should be periodically tested with a frequency (time between tests) similar to that
for numerical protection relays.
Most of the SMUs/PMUs are equipped with self-testing and self-monitoring capabilities. These
capabilities detect abnormal conditions and provide messages to the control centre that can in turn
send a maintenance technician to solve the problem. The self-testing functions of microprocessor
SMUs can detect between 70-80% of failures, including those that occur in the analog input
component of the PMU. Therefore, the certification test should verify those functions that cannot be
verified by the self –testing of the SMUs/PMUs.
The functions or elements that should be verified during a routine test are:
 The contact output: testing of the contacts requires the activation of the contacts.
Practically the only contact used are those for supervising the device and sending alarms
to the control centre. In case the communication between the SMUs/PMUs and the
substation control centre is not hardwired but by communication protocol the contacts are
not used any more, and the communication ports need to be tested.
 Opto-isolator inputs should be tested by repeating the typical commissioning tests
 The wiring (continuity tests) from instrument transformers need to be performed every 4
years, at a minimum, to ensure correct operation.
 Perhaps the most important test is the verification of the measuring quantities and that the
SMUs/PMUs are using the correct data for their calculations.

Application tests or end-to end testing to verify that the total WAMS works properly from the measuring
device to the communication systems and PDC system and that the system is suitable for a specific
application.

Figure 115 : Typical test set up for application testing
The periodic maintenance test and certification should be performed periodically to verify the availability and
reliability of the WAMS system. Obviously the record of this testing is used to establish a history of the system
performance and to review the actual maintenance practices. Considering the self-monitoring capabilities of
PMUs, the periodic maintenance programs should be performed in accordance with vendor or utility guidelines.
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As a summary of the maintenance for SMUs/PMUs, the use of advanced self-testing functions limits the routine
maintenance to:






Contact input (if needed) and output, and to continuity tests for wiring
Visual inspection of the SMUs physical condition specially in harsh environments
Checking of integrity wiring connections
Verification of the accuracy of measured quantities by injecting secondary AC quantities using calibrated
instruments and re-calibration of the SMUs if required
Application testing

One important aspect is the need to recalibrate the equipment when the replacement of boards or cards is carried
out. In general, recalibration of the SMUs/PMUs is unnecessary when a board or card is replaced, unless it is one
of the input board modules. It is preferable that this recalibration is performed on site; however, this will require
special testing equipment that may not be available.

4.4
A Synopsis of Synchrophasor Standards and Guides: Measurements, Data Transfer,
Concentration, Testing and Implementation Requirements
In 2009 the US Department of Energy announced the award of $3.4 Billion under the Smart Grid Investment Grant
Program. As a result, many operators in North America were awarded grants to deploy a great number of PMUs
across their service area, with the related communication and IT infrastructure. Outside of North America, the
deployment of new PMUs and related infrastructure also continues to increase.
The availability of this new infrastructure will enable the development and implementation of new applications that
utilize time-synchronized dynamic measurements. The synchrophasor standards PC37.118.1 and PC37.118.2, and
guides PC37.242, and PC37.244, are relevant for the development of synchrophasor applications by providing a
framework to support interoperability and reliability.
This section provides a synopsis of the standards developed for synchrophasor measurement requirements and
data transfer, as well as guides for the requirements of phasor data concentration and the synchronization,
calibration, testing, and installation of PMUs.

4.4.1 INTRODUCTION
The IEEE Power System Relaying Committee (PSRC) defined the standard for synchronized phasor
measurements in substations in the IEEE Standard for Synchrophasors for Power Systems i.e. IEEE STD
C37.118-2005 (IEEE Std C37.118-2005 - IEEE Standard for Synchrophasors for Power Systems). This standard
addresses the definition of a synchronized phasor, time synchronization, application of time tags, methods to verify
measurement compliance with the standard, and message formats for communication with a phasor data
concentrator. A comprehensive set of tests and calibration methods were conducted on a number of PMUs to
assess all aspects of their measurement performance before being deployed in a transmission system, such as
those reported in (Moraes, et al., Dec 2012). However, in 2009, the IEEE started a joint project with the IEC to
harmonize real time communications in the IEEE STD C37.118-2005 with the IEC 61850 communication standard
to introduce measurement accuracy under steady state conditions as well as interference rejection. As a result, the
original IEEE STD C37.118-2005 has been improved and split into two standards, one for measurements (the
C37.118.1-2011 (IEEE Std C37.118.1-2011 (Revision of IEEE Std C37.118-2005) - IEEE Standard for
Synchrophasor Measurements for Power Systems, Dec 28, 2011)) and another one for communication (the
C37.118.2-2011 (IEEE Std C37.118.2-2011 (Revision of IEEE Std C37.118.2005) - IEEE Standard for
Synchrophasor Data Transfer for Power Systems, Dec 28, 2011)). On the other hand, for the operation of a Phasor
Measurement Unit (PMU) to be qualified, the unit’s performance should comply with the accuracy requirement
stated in the C37.118.1-2011. Hence, IEEE PSRC provides guidelines for synchronization, calibration, testing, and
installation of a PMU in the IEEE PC37.242-2012 (IEEE Guide for Synchronization, Calibration, Testing, and
Installation of Phasor Measurement Units (PMUs) for Power System Protection and Control, “IEEE PC37.242/D12”,
pp.1-124, March 6, 2013.). This guide also covers the associated interface requirements for communication testing
to connect PMUs to other devices, including Phasor Data Concentrators (PDCs) as given in C37.118.2-2011. In
addition, the performance and functional requirements of typical PDCs or PDC systems such as synchrophasor
data processing, real-time access and historical data access must be verified to conform to guidance in IEEE
PC37.244 (IEEE Draft Guide for Phasor Data Concentrator Requirements for Power System Protection, Control,
and Monitoring, “IEEE PC37.244”, pp.1-63, January 23, 2013). This guide also describes PDC test setups and
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some user applications are provided. An overview of these standards and guides is briefly given in the following
sections.

4.4.2 IEEE C37.118.1-2011
This standard defines and describes reporting and synchronization requirements for a synchronized phasor,
frequency, and rate of change of frequency (ROCOF) measurements. It specifies methods for evaluating these
measurements. Furthermore, new requirements for compliance with the standard under both steady-state and
dynamic conditions were made and compared with those in C37.118-2005. In steady-state conditions, the old PMU
standard levels (level 0 and 1) were changed to the P and M classes, respectively. This was to eliminate confusion
that may have arisen from the ambiguous usage of the word “levels”. The P class denotes the class of
measurement that requires minimal delay that can be used to support protection applications where time is critical.
The M class denotes the class that requires out-of-band filtering (removing interfering signals) which targeted
applications where precise measurements are required. With this new standard, some requirements in this
condition become more stringent, for example, the out-of-band interference was increased from 1% phasor Total
Vector Error (TVE) to 1.3% TVE for M class. This test measures the ability of the PMU’s anti-aliasing filter to
remove interfering signals that could be aliased to another frequency due to the reporting rate of the sampling.
Some requirements have not been adjusted, for example the harmonic distortion and phase angle variation
requirements. The harmonic distortion requirements for P class PMUs are the same as for level 0, 1% phasor TVE
with 1% harmonics from the 2nd to the 50th. The requirements for M class are the same as for level 1, 1% phasor
TVE with 10% harmonics from the 2nd to the 50th. Nevertheless, the phase angle variation requirements are kept
but the testing approaches have been modified. The requirements that have been substantially modified are those
of frequency signals. The reporting rate (Fs) becomes much more influential in this standard compared with the
C37.118-2005 standard. For example, a range of frequency variation of ±5 Hz for level 1 independent of Fs in
(IEEE Std C37.118-2005 - IEEE Standard for Synchrophasors for Power Systems) was changed to the variation of
±2 Hz for Fs < 10 and ± 5 Hz for Fs ≥ 25 fps for the M class in (Moraes, et al., Dec 2012). In addition, the test
should be carried out using two temperature conditions (at 0 °C and at 50 °C), not only at room temperature as
stated in (IEEE Std C37.118-2005 - IEEE Standard for Synchrophasors for Power Systems).

Figure 116 : Sample of step change at t = 0, illustrating response time, delay, and overshoot
measurements (Maintenance Handbook for protective relaying)
On the other hand, there are neither specific requirements nor tests under dynamic conditions in the C37.118-2005
where the TVE is only a metric to evaluate PMU’s performance under steady state conditions. In the new standard
(IEEE Std C37.118.1-2011 (Revision of IEEE Std C37.118-2005) - IEEE Standard for Synchrophasor
Measurements for Power Systems, Dec 28, 2011), there are three tests that assess PMU dynamic performance:
the modulation test, the ramp of system frequency test, and step changes in phase and magnitude test. The
modulation test (both amplitude and phase) should be performed in a certain range and the TVE, Frequency Error
(FE), and Rate of change of Frequency Error (RFE) are measured over at least two full cycles of modulation to
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assure that the test will capture anomalies and noise in the measured value. The second dynamic test is the ramp
of system frequency test. This test determines how closely the measurements track the input during a constant rate
of change of frequency. Maximum TVE, FE, and RFE for dynamic tests are varied over different ranges of Fs and
PMU classes. Finally, the step in amplitude or phase test is a transition between two steady states used to evaluate
response time, delay time, and overshoot/undershoot in the measurement. An example of this test can be seen in
Figure 116.

4.4.3 IEEE C37.118.2-2011
This standard defines a method for data transfer of synchronised phasor measurements in a network that consists
of PMUs, PDCs, and other application equipment. It specifies messaging types, contents, and data formats that
remain unchanged from (IEEE Std C37.118-2005 - IEEE Standard for Synchrophasors for Power Systems), but
now include a new configuration message that can handle multiple data streams from different manufacturers’
PMUs and PDCs directly, or with other communication protocols, thereby guaranteeing interoperability. The
standard defines four frame types, these are “data”, “configuration”, “header”, and “command”. The first three frame
types are sent from the data-sender side to deliver PMU measurements meanwhile the “command” frame is sent
from the data-receiver side to control the data flow (start or stop transmission) or request configuration data. The
“data” frame contains data measured or calculated by the PMU or transmitted by the PDC including the
synchrophasor data, frequency, rate of change of frequency, analog and digital quantities as well as an
identification header, message length, the source identification of the message, a time stamp, status information
and a measure of the data’s quality. This frame can contain data from multiple PMUs with one header frame that is
correlated to a particular time stamp and a separate status block for the data from each PMU. The “header” frame
is sent from the PMU or PDC to the PDC system in ASCII format. Finally, the “configuration” frame is a binary data
set containing information and processing parameters for a synchrophasor data stream. There are three types of
“configuration” frames, these are “CFG-1”, “CFG-2”, and “CFG-3”. The “CFG-1” represents the PMU or PDC
capability, indicating all the data that the PMU or PDC is capable of reporting. The “CFG-2” denotes the
measurements currently being transmitted in the data frame. The “CFG-3” is similar to the previous configuration
frames and contains the same data but with variable length which allows more efficient data transfer. The
configuration “CFG-3” is an additional frame in this standard compared with (IEEE Std C37.118-2005 - IEEE
Standard for Synchrophasors for Power Systems). An example of PMU data transfer and interoperability tests, for
instance PMU Introduced Delays, Time Quality Tagging, PMU Synchronized Indication, Message Frames Check
(excluding, “CFG-3” frame check) can be found in (Moraes, et al., Dec 2012) and (Centeno & Hu).

4.4.4 IEEE PC37.242
This guide describes the requirements for the installation of a PMU and its synchronization and connection to
PDCs. It describes the basic principles of clock synchronization for both Global Positioning System (GPS) and
terrestrial (Precision Time Protocol e.g., radio broadcasts, microwave, and fiber-optic) technologies. The impact of
clock synchronization on measurement accuracy (time errors) and potential vulnerabilities, such as susceptibility to
intentional and unintentional interference, of these technologies are also included.
Test procedures, such as Time to First Fix (TTFF) with different temperature conditions, drift tests (time drift rate
after loss of satellite signals), and position accuracy/repeatability tests, are recommended. The objective of these
tests is to assess the performance characteristics of synchronization sources such as “bad” data management
(algorithm for removing bad data) or handoff algorithm (to determine satellite position).
Apart from evaluating synchronizing sources, the overall accuracy of the instrumentation channels (e.g. instrument
transformers and phasor measurement devices) needs to be quantified. The accuracy can be characterized into
two parts, these are the accuracy for fundamental frequency and during dynamic changes. However, the level of
error in measurements is dependent upon the type of devices used such as instrument transformers, the length
and protection of the circuitry at the PMU’s input, and control cable length and type. Therefore, this guide suggests
two approaches for correcting the errors; these are a model based correction algorithm and a state estimation
method. In addition, the PMU installation and communication interfaces (cabling from the PMU to the interface
medium, and then to the application end i.e. PDC) also play a vital role in determining the measurement accuracy.
This means that all aspects of the overall system must be addressed. The guide provides fundamental
requirements for all elements ranging from the PMU pre-installation procedures (e.g., antenna mountings) to the
physical design and installation issues at the substation. Issues related to the logical network in the substation are
addressed in IEEE Standard 1615-2007 (IEEE Recommended Practice for Network Communication in Electric
Power Substations," IEEE Std 1615-2007, pp.1-93, August 13, 2007). This covers the recommendations for cable
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types and their suitable length, the required data rates using the C37.118 data format and protocol, and the typical
data transfer capabilities.
Finally, the guide provides detailed descriptions of the conformance testing (includes electrical, mechanical,
environmental, and performance), calibration procedures, quality conditions and class accuracy that testing and
calibration equipment must satisfy. This testing should provide characterization of PMU measurements under a
wide variety of conditions that are representative of the actual operating conditions that will be encountered and
satisfy the relevant standards, e.g., the C37.118.1-2011 and the C37.118.2-2011. Meanwhile, the test and
calibration equipment themselves must satisfy some general requirements; for example, a “false acceptance” rate
of less than 2% or the 4:1 Test Uncertainty Ratio (TUR) that is the span ratio of the tolerance of a measurement
quantity subject to calibration. These issues are addressed in other standards, such as the test apparatus standard
ANSI/NCSL Z540.3-2006 (ANSI/NCSL Z540.3-2006 American National Standard for Calibration - Requirements for
the Calibration of Measuring and Test Equipment, National Conference of Standards Laboratories, 2006).

4.4.5 IEEE PC37.244
This guide covers the performance and functional requirements of PDCs, as well as defining testing requirements
for PDC systems. The PDC functional requirements (e.g., the ability to configure output stream payload, the
communication media supported, the interface and data transfer protocols conversion) for associating with PMUs
or other PDC systems is listed and briefly described. The performance requirements focus merely on the latency
issues related to the PDCs i.e. the latency caused by the network between the PMUs and the PDC, the latency
caused by the network between the PDC and higher level PDCs, the PDC operation mode, and the PDC data
processing completion time. Other latency issues, as well as other requirements related to the PMU, are covered in
the C37.118.1-2011, the C37.118.2-2011 and the PC37.242 standards. Different PDC tests, such as conformance
tests and interoperability tests, are categorized and different test interfaces and their purposes are listed. Two test
setups (offline and online setups) and test outlines are recommended based on test types and locations. For
instance, the offline test setup can be conducted to test a PDC independently by using a PMU emulator to generate
the PDC input stream and the output stream from a PDC can be captured by a PDC emulator. Then, the PDC input
and output streams are compared to evaluate the performance characteristics, such as: latency, processing times,
or accuracy. Apart from the PMU/PDC emulators, other test tools (e.g., communication emulator, time reference
tool, and data sniffing tools) and test setups are also provided. In addition, three different test reports (one-time,
periodic and statistical) are explained. These reports are related to typical cases with functions that remain
unchanged throughout the PDC’s lifetime; time synchronization consistency test and the typical tests that include
noise in communications, respectively.

4.4.6 CONCLUSION AND FURTHER READING
This section presented a synopsis of recently developed standards on synchrophasor measurement requirements
and data transfer, as well as guides for requirements on phasor data concentration, and synchronization,
calibration, testing, and installation of PMUs.
New specifications and tests available in the IEEE C37.118.1-2011, C37.118.2-2011, PC37.242 and PC37.244
standards are a step forward towards interoperability and the development of synchrophasor applications by
providing a framework to support interoperability and reliability.
The interested reader is directed to (IEEE Std C37.118.1-2011 (Revision of IEEE Std C37.118-2005) - IEEE
Standard for Synchrophasor Measurements for Power Systems, Dec 28, 2011), (IEEE Std C37.118.2-2011
(Revision of IEEE Std C37.118.2005) - IEEE Standard for Synchrophasor Data Transfer for Power Systems, Dec
28, 2011), (IEEE Guide for Synchronization, Calibration, Testing, and Installation of Phasor Measurement Units
(PMUs) for Power System Protection and Control, “IEEE PC37.242/D12”, pp.1-124, March 6, 2013.) & (IEEE Draft
Guide for Phasor Data Concentrator Requirements for Power System Protection, Control, and Monitoring, “IEEE
PC37.244”, pp.1-63, January 23, 2013) for full technical specifications of each standard, and to the cited literature
for supporting information.
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Conclusion
WAMPAC Systems have been traditionally deployed according to hierarchical architectures based on distributed
sensors organized on several network layers and a wide variety of data acquisition, transmission, concentration
and processing technologies. Typical Wide Area Protection and Control Systems (WAPACSs) architecture is based
on the following main components: PMUs, Phasor Data Concentrators, application software and communication
networks. According to this paradigm the phasor information and other variables are collected from the power
network by PMUs and forwarded over different communication media to the phasor data concentrators. The latter
forward selected information to one or more “Super PDC”, which is directly connected to the monitoring centre. The
WAPACSs applications can be run directly at this level, along with the Data Archiving functionalities.
Whilst WAPACSs have been commercially available, the development of its application in modern power systems
is still in its infancy. A particular challenge here is to deploy such a system according to pervasive and highly
scalable architectures that will be robust against different kinds of contingencies, which might affect its operation
and consequently affect the reliable operation of the smart grid.
WAPACSs have been traditionally deployed according to a client server based architecture, in which the PMU time
synchronization is obtained by processing satellite signals. As outlined by many papers (Qi, Liu, & Christofides,
December 2011), (Gungor, et al., Nov. 2011) and (Yang, Barria, & Green, May 2011), this hierarchical architecture
exhibits some intrinsic disadvantages that could hinder its application in future power systems, where the constant
growth of the electrical network complexity and the need for pervasive control/monitoring demands a more scalable
and flexible monitoring paradigms.
It is expected that the quantity of data acquisition performed in future power systems will increase by about 4
orders of magnitude. This will result in centralized WAPACSs communication architectures becoming rapidly
saturated. Consequently, the streams of data acquired by the distributed PMUs could not provide system operators
with the necessary information to act on in the timeframes necessary to minimize the impact of a disturbance. Even
in the presence of fast models aimed at extracting information from the synchrophasor data, the power system
operator would be faced with the following challenges:







Communication bottlenecks
Intractable control and optimization problems
For the time frame in question, the complexity of some problems render them unsolvable even with supercomputers.
Events can occur due to limitations of controlling large scale renewable energy.
The continued growth in EMS and DMS system complexity
Security of the centralized infrastructure, as it is a vulnerable target

Satellite-based synchronization relies on information transfer over air communications media. This wireless nature
of satellite communication links and the weak power levels of satellite signals makes them vulnerable to
radiofrequency interference. Any electromagnetic radiation source can act as an interference source if it can emit
radio signals in frequency bands occupied by the satellite signals (Guidelines for Synchronization Techniques
Accuracy and Availability). Consequently, research into reliable and effective synchronization techniques that can
provide a source of redundant timing signals for PMUs is of paramount importance to ensuring the correct and safe
operation of WAPACSs. These “back-up systems” come into effect in the case of the unavailability of GPS by
providing a reliable timing source. Furthermore, if one signal is degraded or unavailable, the PMU should still
operate within overall system requirements.
In trying to address these issues, researchers and designers of WAPACSs are revisiting numerous design issues
and assumptions pertaining to scale, reliability, heterogeneity, manageability, and system evolution over time
(Madani & King, Strategies to meet grid challenges for safety and reliability, 2008), (Terzija V. , et al., 2010) and
(Giri, Trehern, & Madani, Sep 2012).
These papers suggest a shift towards a more distributed architecture for WAPACSs. In addressing these needs the
most promising enabling technologies include:


The conceptualization of advanced monitoring paradigms aimed at distributing the intelligence at the PMU
level;
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The deployment of pervasive communication networks aimed at allowing PMUs to communicate with
remote centres, with other PMUs and with other systems at the substation level;

Despite this progress, the body of work dealing with the identification of more effective WAPACSs architectures is
still embryonic in nature and needs both theoretical and practical improvements. In our own opinion this issue
should be solved by determining a suitable trade-off between a cost-effective solution with better management, and
higher performance and reliability.
It is well known that a centralised WAPACSs manages the intelligence from a single central location. This makes
the control/monitoring process easy to maintain, and provides greater control to the systems operators. However, it
means that a fully centralised paradigm requires the routing of every piece of data to a single application function
(which represents a potential single point of failure for the network). This will require the communication of vast
quantities of data that will lead to congestion, slower communication and longer response times.
In contrast, decentralised WAPACSs allow local PMUs to make decisions on their own, without communicating with
a "master" device. This could improve response times and eliminate the single point of failure. However, smart
PMUs, which are capable of making their own decisions, require more processing power and greater upkeep.
Consequently, the cost of a fully decentralised WAPACSs architecture could be greater than that of a fully
centralised network.
It is believed that the more effective WAPACSs architecture should be based on the synergic fusion of these two
paradigms.
Moreover, the massive scale of the data generated by the WAPACSs makes it impossible it to be reduced to a
single form that allows a power system operator to have a complete understanding of the information context and,
consequently, the information content cannot be defined with any degree of confidence. In this field, modern ICT
allows improved processes and smart systems to aid in decision-making by providing the right information at the
right time to the right decision maker.
In addressing these needs advanced tools for knowledge discovery and extraction from large heterogeneous
sensor networks represent the most promising enabling technologies. These tools allow system operators to
identify complex relationships and hypotheses describing potentially interesting regularities by converting data from
various sources (e.g. PMUs, SCADA, etc.) into domain specific knowledge and actionable intelligence.
To achieve this, advanced information paradigms aimed at providing tools to browse and access the data
resources for solving heterogeneity problems should be deployed. These paradigms could support the
development of a decision support system middleware that provides functionalities for ontology management,
resource discovery, storage, query, and inference services for semantic metadata. In this field, modern trends are
oriented toward the application of advanced computing paradigms aimed at handling complex systems by
information semantics (Madani & King, Strategies to meet grid challenges for safety and reliability, 2008) & (Giri,
Trehern, & Madani, Sep 2012). The rationale is to provide a domain independent ontology that is able to adapt to
different use-cases and is compatible with the Open Geospatial Consortium (OGC) standards. These ontologies
could be used to define and specify complex events and actions that run on an event processing engine. The
deployment of these services is expected to facilitate the acquisition/handling of power systems operational data in
interoperable formats and to support the development of information products by a coordinated process chain.
.
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Appendix 1- Abbreviations
A/D

Analogue to Digital (see also ADC)

ADC

Analogue to Digital Converter

AGC

Automatic Generator Control

AGSS

Automatic Generation Shedding Scheme

ANSI

American National Standards Institute

AVC

Automatic Voltage Control

CAD

Control Action Devices

CE

Central Equipment

COMTRADE

COMmon format for Transient Data Exchange

CT

Current Transformer

DC

Data Concentrator (see also PDC)

DDR

Digital Dynamics Recorder

DFR

Digital Fault Recorder

DFT

Discrete Fourier Transform

DG

Distributed Generation

DNP3

Distributed Network Protocol

EM

Electro-Magnetic

EMS

Energy Management Systems

ENTSO-E

European Network of Transmission System Operators for Electricity

ESA

European Space Agency

FACTS

Flexible AC Transmission Systems

FE

Frequency Error

FEPS

Failure Extension Protection System

FFT

Fast Fourier Transforms

GCC

Grid Control Centre

GLONASS

GLObal Navigation Satellite System

GNSS

Global Navigation Satellite System

GOOSE

Generic Object Oriented Substation Events

GPS

Global Position Systems
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HCI

Human Computer Interface

HVDC

High Voltage Direct Current

ICT

Information and Communication Technologies

IEC

The International Electrotechnical Commission

IED

Intelligent Electronic Device

IEEE

The Institute of Electrical and Electronics Engineers, Inc

IGMP

Internet Gateway Management Protocol

IP

Internet Protocol

IRIG

Inter-Range Instrumentation Group time code

ISO

Independent System Operators

LAN

Local Area Network

LORAN

LOng RAnge Navigation

LP

Low Pass

LTC

Load Tap Changer (see also OLTC)

MEO

Middle Earth Orbit

MVC

Multi-Variable Control

NCSL

National Conference of Standards Laboratories

NERC

North American Electric Reliability Council

NIST

National Institute of Standards and Technology

NTP

Network Time Protocol

OEL

Over Excitation Limiter

OGC

Open Geospatial Consortium

OLTC

On Load Tap Changer (see also LTC)

OOB

Out Of Band

PDC

Phasor Data Concentrator (see also DC)

PG

Phasor Gateway

PIM

Protocol Independent Multicast

PMCU

Phasor Measurement and Control Units

PMU

Phasor Measurement Unit

PPS

Pulse per Second

PSD

Power Spectral Density
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PSRC

Power System Relaying Committee (of IEEE)

PSS

Power System Stabilisers

PT

Potential Transformer (see also VT)

PTP

Precise Time Protocol

QoS

Quality of Service

RFE

Rate of change of Frequency Error

RFI

Radio Frequency Interference

ROCOF

Rate of Change of Frequency

RTU

Remote Terminal Unit

SCADA

Supervisory Control and Data Acquisition

SCC

System Control Centre

SIPS

System Integrity Protection Schemes

SMT

Synchronised Measurement Technology

SMU

Synchronised Measurement Units

SNS

Satellite Navigation Systems

SOA

Service Oriented Architecture

SQL

Structured Query Language

SVC

Static VAR Compensator

SVP

Synchrophasor Vector Processor

TCP

Transmission Control Protocol

TTFF

Time To First Fix

TVE

Total Vector Error

UDP

User Datagram Protocol

UPFC

Unified Power Flow Controller

UTC

Coordinated Universal Time

UVLS

UnderVoltage Load Shedding

VSA

Voltage Security Assessment

VT

Voltage Transformer (see also PT)

WAC

Wide Area Control

WADS

Wide Area Detection Systems

WAMAC

Wide Area Monitoring And Control
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WAMPAC

Wide Area Monitoring, Protection And Control

WAMS

Wide Area Monitoring Systems

WAN

Wide Area Network

WAP

Wide Area Protection

WAPACS

Wide Area Protection And Control System

WASA

Wide Area Situational Awareness

WECC

Western Electricity Coordinating Council
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